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A B S T R A C T

The present thesis presents and analyses two teaching designs within the field of discrete mathematics.

The purpose was to explore the suitability of discrete mathematics for inquiry-based teaching. Study

and research paths (SRP) - the design tool of the Anthropological Theory of the Didactic (ATD) - was

used to design the two teaching sequences. The first SRP aimed to generate the core combinatorial

techniques from the current Danish STX-A-level curriculum. Prior to the design of the SRP, a synthesis

of the existing didactical literature on combinatorics was conducted. This literature synthesis identified

common student difficulties and attempts to ameliorate these. To determine what constitutes the subject

of combinatorics in upper secondary school, the didactic transposition from scholarly knowledge

to knowledge to be taught was studied. The determined praxeologies identifies the combinatorial

knowledge to be taught. Based on the synthesis of the didactical literature and the determined

knowledge to be taught, an SRP of five lessons was designed. The SRP was based on the generating

question “How could you construct a secure password?”. An a priori analysis was conducted to

determine the questions and answers likely to be produced by the students during the lessons. An a

posteriori analysis was conducted based on empirical observations from the first lesson. The second

design consisted of two lessons and the topics were immunisation strategies and the friendship paradox,

motivated by the 2020 coronavirus outbreak. Prior to the design, a content analysis was conducted in

which the three strategies random, targeted and acquaintance immunisation were described. Some

of the content of the analysis was transposed into an SRP based on the generating question ”Who

should get the vaccine?”. The design is intended as a supplementary topic in discrete mathematics

in upper secondary school. The focus of the SRP was the friendship paradox and its implication for

immunisation strategies. Another a priori analysis of the teaching design was conducted. The present

thesis contributes with inquiry-based teaching material in discrete mathematics for empirical testing.

Further, the two designs represent suggestions of how to meaningfully incorporate study and research

paths in upper secondary school.
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F O R E W O R D

The original purposes of the thesis were to design a study and research path generating the core

combinatorial techniques from the current STX-A-level curriculum and to present a priori and a

posteriori analyses of the design. The design was supposed to be tested in a second year A-level class

at Herlev Gymnasium & HF and the results were to be analysed based on a created praxeological

reference model. However, on March 11, 2020, on the day of the completion of the first lesson, the

Danish prime minister announced a lockdown including the schools to contain the outbreak of the

covid-19 epidemic. It was not possible to know how long the lockdown would last. Thus, it was

decided to cancel the empirical parts of the thesis. Instead the thesis was expanded to include two

study and research paths in discrete mathematics. The outbreak of the covid-19 disease has shown how

overwhelming the consequences of an infectious disease can be in terms of record high unemployment

rates, breakdowns of health systems and numerous lives lost. Given the reason behind the changes of

the thesis, it was deemed relevant to design a study and research path on epidemics.

Original Research Questions

The research questions originally meant to guide the thesis are presented below. The intention with

the first research question RQ1 was to explore the external didactic transposition, i.e. the transfer

of knowledge from scholarly knowledge to knowledge to be taught. The answer to the second

research question RQ2 would be based on the realisations of the teaching design. Thus, the question

concerns the internal didactic transposition, that is, the transfer from knowledge to be taught to taught

knowledge. The second research question leads to multiple subquestions meant to guide the analysis

of the collected data.

RQ1: What constitutes the subject of combinatorics in upper secondary school in Denmark?

RQ2: How can a study and research path be used to teach the subject of combinatorics (according to RQ1) in

upper secondary school in Denmark?

RQ21: Which questions are generated by the students? In which ways are they related to the ones proposed in

the a priori analysis? Is there any variation among the groups?

RQ211: What mathematical organisations are generated by the students?

RQ212: How are questions and answers generated? What media do they find and how do they use them?
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Part I

I N T R O D U C T I O N A N D T H E O R Y



1

I N T R O D U C T I O N A N D M O T I VAT I O N

The Danish upper secondary school reform of 2017 introduced discrete mathematics to the STX

curriculum for levels A and B (Undervisningsministeriet, 2017). Further, the reform emphasised the

role of inquiry-based teaching. The purpose of the present thesis is to combine these changes in two

teaching designs. There are many reasons for teaching discrete topics in upper secondary school.

Suggestions have been made to include these in the official curricula: ”(..) discrete mathematics is

indeed mathematics for our time, even more so today in our digital age, and it should be included in

the core curricula of all countries for all students” (Hart & Sandefur, 2018, p. v). Different topics in

discrete mathematics have a lot in common, as described by Hart and Sandefur (2018):

1. They are topics that can be motivated directly by posing problem set in familiar, potentially intriguing

situations: elections, children’s games, art and coloring books, sharing, or counting combinations

2. There are often mathematically easy special cases that can be thought up and explored

3. Various natural representations can be constructed, and accessible, interesting questions can be asked

about mathematical structures implicit in the results of exploration and representation

4. The problem explorations typically involve few mathematical prerequisites – they do not require much,

if any, algebra, formal or analytic geometry, trigonometry, or calculus, or even the arithmetic of fractions.

(Hart & Sandefur, 2018, p. 56)

The characteristics above suggest that students could engage in meaningful inquiries within discrete

mathematics. The topics often require few prerequisites and special cases are easily generated. Thus,

students should be able to conduct significant autonomous study and research in discrete mathematics.

The purpose of the present thesis is to explore the suitability of discrete mathematics regarding

inquiry-based teaching. This is done by presenting and analysing two inquiry-based teaching designs

in discrete mathematics. The first design is within the subject of combinatorics which is mandatory in

the Danish upper secondary school. The second design is not based on a specific topic but includes

various discrete methods as supplementary teaching in discrete mathematics.
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2

T H E O R E T I C A L F R A M E W O R K

The Anthropological Theory of the Didactic (ATD) is the theoretical framework of the present thesis.

ATD, as a research program in mathematics education, was introduced by Yves Chevallard in the

1980’s, and is based on the assumption that “doing, teaching, learning, diffusing, creating, and

transposing mathematics, as well as any other kind of knowledge, are considered as human activities

taking place in institutional settings” (Bosch & Gascón, 2014, p. 68). ATD is a broad theory to

which new elements are added continuously. The present thesis will elaborate on some parts of

ATD: the didactic transposition and the praxeological reference model, praxeologies with the related

mathematical organisations and the design tool study and research paths.

2.1 T H E D I DAC T I C T R A N S P O S I T I O N

ATD emphasises the institutional relativity of knowledge (Bosch & Gascón, 2014). A process describ-

ing this relativity is the so-called didactic transposition (Figure 1), which refers to the transformations

a body of knowledge undergoes from the moment it is produced and selected until it is taught and

learnt in an educational institution (Bosch & Gascón, 2014). Knowledge is transposed between four

areas of knowledge: scholarly knowledge, knowledge to be taught, taught knowledge and learnt

knowledge.

Figure 1: The process of the didactic transposition (Bosch & Gascón, 2014).

Scholarly knowledge is generally produced by mathematicians at universities or other scholarly

institutions, and this knowledge will be transformed into knowledge to be taught. This part of the

3
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didactic transposition is called the external didactic transposition, since it operates outside the school

(Atalar & Ergun, 2018). This transformation is carried out by the “noosphere”, which is a sphere of

people who “think” about teaching e.g. politicians, mathematicians (scholars) or teachers (Bosch &

Gascón, 2006). The “noosphere” carries out specific work in order to select relevant elements from the

scholarly knowledge and to make these elements “teachable” for a given educational institution (upper

secondary school in the present thesis). The result of this first step of the didactic transposition is

curricula, teaching guides, textbooks etc. The second step is called the internal didactic transposition,

since it operates inside the school (Atalar & Ergun, 2018). In this step, the knowledge formed by the

“noosphere” will be further transformed, through the teacher, into knowledge actually taught in the

classroom. In the third and last step, this knowledge will be transformed into knowledge available for

the individual student (Bosch & Gascón, 2014).

It is important to note that the steps of the didactic transposition are not one-way oriented. The

didactic transposition should not be seen as a process that simply degrades knowledge. Rather, the

transposition can improve knowledge itself making it more structured and accessible (Chevallard &

Bosch, 2014).

The main point of the didactic transposition theory is to investigate how knowledge depends on the

institutional setting (Bosch & Gascón, 2006). When considering a didactic problem, for example the

teaching of combinatorics as in the present thesis, as a research problem in mathematics education

one needs to take all the institutions into account. The didactic researcher should avoid “scholarly

bias” and consider the choices made by the classroom teacher and the institutional conditions under

which they make these choices (Barbé, Bosch, Espinoza, & Gascón, 2005). Thus, the researcher

needs to produce their own model of reference and use this to consider empirical data from the three

institutions: the mathematical community, the educational system and the classroom. That is, a model

of the mathematical knowledge transposed. We call this model a praxeological reference model (PRM)

(Barbé, Bosch, Espinoza, & Gascón, 2005). Such a model intends to epistemologically emancipate

the researcher from scholarly and school institutions. As any other model, a praxeological reference

model should be questioned and empirically tested (Chevallard & Bosch, 2014). Figure 2 illustrates

the addition of the praxeological reference model to the diagram of the didactic transposition process.
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Figure 2: The external position of the researcher (Bosch & Gascón, 2014). In this figure the praxeological

reference model is called a reference epistemological model.

2.2 P R A X E O L O G I E S

ATD proposes a model of human activity based on the notion of praxeologies. A praxeology is a

model of human practices and the concept is that all human activity, including mathematical activity,

comprises two parts – praxis and logos, which always go together (Bosch & Gascón, 2014). A

fundamental principle in ATD is that no human action exists without some sort of justification. Thus,

we can say that praxis entails logos and praxis is justified by logos (Chevallard, 2006).

Praxis refers to a practical block and logos refers to a knowledge block. Each block consists of

two components, and together these four components constitute a praxeology denoted [T, τ, θ, Θ].

The practical block is formed by a type of task (T) and a technique (τ) which is used to solve this

type of tasks. The terms are to be understood in a broad sense: a “task” is something that can be

accomplished through some action (a technique) (Wijayanti & Winsløw, 2017). Thus, some techniques

are algorithmic in nature while others are not. Some are easily characterised while others are not.

The anthropological approach assumes that the solving of any task requires existence of a technique,

even though this technique may not be explicitly characterised (Barbé, Bosch, Espinoza, & Gascón,

2005). These tasks occur in “types”, referring to a collection of tasks that can be solved using the same

technique. Conversely, a technique is defined by the types of tasks it can be used to solve implying a

1-1 correspondence between the two components of the practical block (Wijayanti & Winsløw, 2017).

Table 1 provides an example of a type of task with a corresponding technique.
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Type of task Technique

TK(n,r) : Determine the number combinations of r

elements taken from a set containing n elements.

τK(n,r) : Apply the formula for the number of combi-

nations: K(n, r) = n!
r!(n−r)!

Table 1: Example of a type of task and a corresponding technique.

The knowledge block explains and justifies the practical block at two levels. This block is formed by

a technology (θ) and a theory (Θ). The technology refers directly to the techniques and explain these

(logos about techniques). The theory justifies the technology itself and can be seen as the technology

of the technology (Barbé, Bosch, Espinoza, & Gascón, 2005; Bosch & Gascón, 2014).

As described, a praxeological reference model is a tool to analyse the empirical data obtained from

the different institutions. In praxeological terms it is a description of the components of [T, τ, θ, Θ],

which constitutes the source of reference in the analysis.

Mathematical organisations

Sets of these four elements, types of tasks, techniques, technologies and theories form what is called

praxeological organisations, also known as mathematical organisations (MOs). There are three kinds

of mathematical organisations: punctual, local and regional MOs. An MO is said to be punctual if

it refers to a unique type of tasks, and thereby a unique technique. Thus, the quadruple [T, τ, θ, Θ]

is also called a punctual MO. Similarly, an MO is called local if it consists of praxeologies with the

same technological discourse. Finally, an MO is called regional if it consists of praxeologies with a

unifying theory behind them. Note that it is possible for a punctual MOs to belong to different local

MOs if the technique can be justified by different technologies. Thus, a local MO can also belong to

different regional MOs (Barbé, Bosch, Espinoza, & Gascón, 2005).

2.3 S T U DY A N D R E S E A R C H PAT H S

Contemporary educational researchers and practitioners seem to agree on the basic princi-

ple that teaching should not just transmit knowledge to students but should also promote

autonomous student work, as a condition for students to learn well (whatever should be

learnt). (Winsløw, Matheron, & Mercier, 2013)

.

As reflected in the quote above, inquiry-based approaches have been given emphasis in the education

community and there is an apparent consensus that students benefit from autonomy. However, accord-



2.3 S T U DY A N D R E S E A R C H PAT H S 7

ing to Winsløw et al. (2013) student autonomy alone does not suffice and the authors thus propose two

conditions for institutionalised education. First, it is important that students not only learn specific

pieces of knowledge but also learn that these pieces are structurally related. Second, students should

not only learn to approach problems in a bare-handed way but rather they should learn to search for

and make use of knowledge in resources produced by previous generations (Winsløw, Matheron, &

Mercier, 2013).

The so-called study and research paths (SRP) (also called study and research courses) fit these

requirements. SRPs constitute the major design tool of ATD and was introduced by Chevallard as a

part of the didactic paradigm of ”Questioning the World” (Chevallard, 2006). “The old paradigm”,

according to Chevallard (2015), has been called “visiting monuments”, referring to the brief visits of

the praxeologies. This name is meant to emphasise that students learn fragmented pieces of knowledge

and thus the “monuments” visited will make little sense to the students - in line with Winsløw et al.

(2013). Chevallard (2015) argues that this paradigm will forge an attitude to shun every question

which does not have an obvious and apparent answer. However, the new paradigm aims to forge

a receptive attitude towards such questions by putting “important and meaningful questions at the

forefront of teaching” (Winsløw, Matheron, & Mercier, 2013).

The intention behind the SRP construct is that the students autonomously develop the aimed praxe-

ologies as answers to questions posed by the teacher and themselves. As the name suggests, an SRP

consists of an interplay between study and research. That is, an interplay between consultation of

existing knowledge and some kind of inquiry (Winsløw, Matheron, & Mercier, 2013). The construct

of an SRP will mitigate the problem of of knowledge fragmentation since the pieces will be naturally

connected through the paths of the SRP (Chevallard, 2015).

SRP as a Design Tool

An SRP begins with the teacher posing a generating question, denoted Q0, which initiates the students’

autonomous study and research. The word “generating” refers to the praxeologies that could be

established through answers to the question. The work with this question consists of the following

three moves (Winsløw, Matheron, & Mercier, 2013):

1. Study: the search and identification of existing knowledge that will help answer the question.

This can be knowledge in media (books, the Internet etc.) or knowledge previously studied.

The teacher also can act as “media”, i.e. as a source of “official” knowledge.

2. Research: the creation and justification of answers to the question through reasoning.
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3. The posing of new questions: the generating question should give rise to a sequence of

subquestions Q1, Q2... for which the answers A1, A2... provide partial answers to Q0. Each of

these subquestions represent a branch in the SRP in which the students can continue the inquiry

with further questions Q11, Q12..., Q21, Q22... etc.

Note that these moves are naturally connected. For example, the production of answers and the

consultation of media resources may inspire new questions. Further, the answer of a question is often

supported by consulting existing knowledge and this answer needs to be met with critical reasoning

(Winsløw, Matheron, & Mercier, 2013).

The questions arising from the generating question need not only be posed by the students. The

intention of an SRP is that knowledge is formed as a connected whole. This connection is not lost by

the teacher also posing questions if they connect to the path the students are following.

SRPs can be based on very open generating questions, but also on very targeted ones. An open

generating question could be “What is a tsunami?” (Winsløw, Matheron, & Mercier, 2013). This

question could lead to subquestions, leading the SRP in many different directions and through various

disciplines such as geography, physics, history etc. Several researchers have worked with SRPs in

monodisciplinary settings, for example based on a pure mathematical question. Such SRPs tend to be

more targeted in the sense that the teacher has a clearer intention regarding the questions supposed to

arise during the SRP. Given the fact that many educational programmes contain various mandatory

topics to be covered, a targeted SRP may often be more realistic (Winsløw, Matheron, & Mercier,

2013). However, even targeted, monodisciplinary SRPs can be based on “large” questions that require

study and research over several lessons (Winsløw, Matheron, & Mercier, 2013).

Representation Tool

The dynamics between questions and answers can be illustrated in a tree diagram visualising how

questions and answers are connected in the SRP (Winsløw, Matheron, & Mercier, 2013). Figure

3 exemplifies how such a diagram could look like. In this example, the black shading represents

questions and answers given by the teacher, the white ones by the students and the grey ones in

collaboration. Many other variations could be made depending on the purpose of the visualisation.

For example, as Winsløw et al. (2013) suggest, one could number the arrows to indicate how the SRP

unfolded in time or the form of the arrows could indicate whether the move was done mainly by study

or research.
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Figure 3: Example of an SRP diagram from (Winsløw, Matheron, & Mercier, 2013).

Note that the term “SRP” may refer to the course of the students’ study and research unfolded in time.

But it may also refer to a design and an a priori analysis of this design. The tree diagram can be useful

for an a priori analysis of the didactic design as well as an a posteriori analysis of the realised didactic

process.



Part II

F I R S T D E S I G N : H O W C O U L D Y O U C O N S T R U C T A S E C U R E

PA S S W O R D ?



3

I N T R O D U C T I O N T O PA R T I I

Part II concerns the subject of combinatorics. The aim is to design a study and research path

generating the core techniques from the current STX-A-level curriculum. First, a synthesis of the

existing didactical research on combinatorics will be presented to identify common student difficulties

and suggestions to mitigate these. Second, the didactic transposition from scholarly knowledge to

knowledge to be taught will be studied to determine the content of combinatorics in upper secondary

school in Denmark. Based on the literature synthesis and the determined knowledge to be taught, a

study and research path will be designed. Finally, an a priori analysis, a discussion of the design and

an a posteriori analysis of the first lesson will be given.

11
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R E S E A R C H O N C O M B I N AT O R I C S I N M AT H E M AT I C S E D U C AT I O N

Compared to many other mathematical subjects in upper secondary school, the didactical research

within combinatorics is sparse. Nevertheless, several aspects of teaching combinatorics have been

investigated. This chapter provides a synthesis of this literature. This is done to identify potentially

important factors in the process of designing the first of the desired teaching sequences of the present

thesis.

The focus of this part of the thesis is the teaching of combinatorics at secondary level. However, the

synthesis of this chapter also references literature based on the teaching of combinatorics at primary

and early tertiary level. Teaching of combinatorics at other levels can be meaningfully viewed in the

context of secondary level, since the knowledge to be taught is similar.

4.1 S T U D E N T D I F F I C U LT I E S I N C O M B I N AT O R I C S

The first chapter of the textbook Counting: The Art of Enumerative Combinatorics is titled “Counting

is hard“ (Martin, 2001, p. 1). Many researchers have indicated that students across all ages face

difficulties when solving counting problems (e.g. Batanero, Navarro-Pelayo, & Godino, 1997; Eizen-

berg & Zaslavsky, 2004; Fischbein & Gazit, 1988; Hadar & Hadass, 1981; Lockwood, Swinyard,

& Caughmann, 2015). This observation is supported by the low success rates (often under 50 %)

reported by many researchers (e.g. Eizenberg & Zaslavsky, 2004; Lockwood, 2015). Researchers

have tried to identify factors which may explain this difficulty. In the following, a literature synthesis

will be given to shed light on this aspect.

Batanero et al. (1997) state that “Combinatorics is a field that most pupils find very difficult”. The

authors suggest two steps to make the learning of combinatorics easier: understanding of the nature of

12
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pupils’ mistakes and identifying variables that might influence the problem difficulty.

Simple combinatorial problems can be categorised in three combinatorial models according to

Batanero et al. (1997):

1. Selections. In this model a sample of r objects is to be drawn from a set of n elements.

Example: selecting some students in a class for a committee.

2. Distributions. In this model a set of r objects is to be distributed into n cells.

Example: placing cards in different envelopes.

3. Partitions. In this model a set of r objects is divided into n subsets.

Example: a group of people must share out different stamps.

The main objective of the study by Batanero et al. (1997) was to determine the effect of this implicit

combinatorial model. Thus, the authors created a set of problems based on different combinations of

the combinatorial model and the combinatorial operation (combination, permutation with repetition,

arrangement with repetition, permutation, arrangement1). The study was based on analyses of answers

to 13 combinatorial problems produced by 720 students aged 14 or 15 years in different secondary

schools before and after instruction. It was found that before any instructions were given, there was

no great difference in the problem difficulty between the three types of models. Further, it was found

that after instruction there was a general reduction in the difficulty of problems based on the selection

model and in the problems related to arrangement, permutation and permutation with repetition. It

is noted that in the problems based on the distribution model the improvement was not general and

in the problems based on the partition model no improvement was found. The authors suggest that

the emphasis on the selection model in Spanish textbooks could explain these results. The authors

observed that some students who successfully applied a combinatorial operation in a selection problem

were unable to transfer this to a problem based on a different combinatorial model. Thus, the authors

concluded that all three types of models need to be considered and that the implicit combinatorial

model should be viewed as a didactic variable2 in the teaching of combinatorics.

Regarding the nature of the elements considered in the problems, Fischbein and Gazit (1988) found

that problems with committees or coloured flags were more difficult for the students compared to

1 In (Batanero, Navarro-Pelayo, & Godino, 1997) the word “permutation” is reserved for an ordered set of n objects and the

word “arrangement” refers to an ordered set of r objects taken from a set of n objects. That is, a permutation is a special

case of an arrangement. In the subsequent chapters, the word “permutation” is used to cover both situations.

2 A didactic variable is defined to be a parameter of a situation, whose value can be fixed and is likely to determine the work

of the student (Artigue, 2014).
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problems with numbers. Similarly, in the study by Batanero et al. (1997) the type of elements

considered were people, objects and letters/numbers and the authors concluded that their results were

similar to the results of Fischbein and Gazit (1988).

In conclusion, Batanero et al. (1997) suggested that “we should add the effect of the combinatorial

model to the results of Fischbein and Gazit (1988) concerning the effect of the combinatorial operation

and the type of elements on the problem difficulty”.

Batanero et al. (1997) list and categorise 14 common error types based on the students’ answers to

the 13 combinatorial problems. The most pronounced error type before instruction was listing errors,

where the student used non-systematic listing (4.82 per student). After instruction, errors concerning

the order occurred frequently, i.e. errors in determining whether the order matters or not (2.24 per

student). Another frequently occurring error type after instruction concerned repetition, i.e. making

the error of repeating an element when it is not allowed or failing to repeat an element when it is

allowed (1.6 per student). Further, it was observed that some students applied a formula incorrectly,

e.g. by switching the parameters (1.3 per student) (Batanero, Navarro-Pelayo, & Godino, 1997).

The pitfall of misapplying counting formulas has also been identified in other studies: indeed, “(..)

research indicates that counting can become a matter of simply memorising formulas, identifying key

words, and matching problems to pre-determined formula types” (Lockwood, 2014a). For example,

researchers have observed that some students fail to determine if order matters or not if this is not

explicitly stated in the problem. That is, some students need the key words “order matters” or ”order

does not matter” in order to complete such a problem successfully (Lockwood, 2014b).

Previous studies also investigated typical difficulties related to combinatorics. The study by Hadar and

Hadass (1981) aimed to identify pitfalls compromising the solution to combinatorial tasks in order to

gain knowledge of students’ problem-solving abilities. The authors investigated the difficulties by

observing student solutions to the problem:

Someone writes n letters and writes the corresponding addresses on n envelopes. How

many different ways are there of placing all the letters in the wrong envelopes? (Hadar &

Hadass, 1981)

Hadar and Hadass (1981) identified several pitfalls in the solutions. The authors noted that students

often did not recognise the right set of outcomes. Specifically, the students failed to see that an

outcome where some letters go into the correct envelope and some go into the wrong is not an

outcome to be considered in this question. Thus, they wrongly provided the answer n!− 1, since they
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considered all possible permutations of the letters and subtracted the permutation where every letter

goes into the correct envelope. The authors conclude that “In general, an incoherent perception of the

set of events to be counted is misleading. It might bring out a solution to a question which was not

asked” (Hadar & Hadass, 1981). Another pitfall described by the authors was failing to perceive one

problem as a set of problems for different values of the parameters. They argue that overcoming this

pitfall can be helpful in solving combinatorial problems: “Without it one would not be able to think of

examining particular cases, which is most often a breakthrough in the process. This is because dealing

with particular cases is likely to provide a generalised direct solution, or a recursive link between

successive cases for increasing values of n” (Hadar & Hadass, 1981).

As also pointed out by Batanero et al. (1997), Hadar and Hadass (1981) identified non-systematic

listing as a common error type: “A non-systematic way of counting may leave an uncertainty as far

as counting every possible way once and only once. This is, of course, the central pitfall in most

problems of combinatorics (..)” (Hadar & Hadass, 1981).

Eizenberg and Zaslavsky (2004) identified what they call a major difficulty in solving combinatorial

problems: the verification of the result. The authors argue that it is particularly difficult to verify an

answer to a combinatorial problem, since there is no certain way to detect an error. Further, the authors

note that even the detection of an error does not provide a method to achieve a correct result (Eizenberg

& Zaslavsky, 2004). Furthermore, when solving a combinatorial problem students may arrive at two

different answers which both may seem logical: “There are numerous examples in which two different

solutions yielding different answers to the same problem may seem equally convincing” (Eizenberg

& Zaslavsky, 2004). This observation is also made in by Lockwood (2014a), who exemplifies this

phenomenon by the “committee problem”:

How many ways can you form a 10-person committee from a group of 10 men and 10

women, if at least 6 women must be on the committee? (Lockwood, 2014a)

Lockwood suggests that a student might break the problem into smaller problems and correctly solve

the problem, i.e. calculate the number of ways to form the committee when there are exactly 6 women,

exactly 7 women etc. and then apply the addition principle:(
10
6

)(
10
4

)
+

(
10
7

)(
10
3

)
+

(
10
8

)(
10
2

)
+

(
10
9

)(
10
1

)
+

(
10
10

)(
10
0

)
But Lockwood also suggests that a student might incorrectly argue that the answer could be (10

6 )(
14
4 )

based on the [wrong] reasoning that when 6 women are chosen, the remaining members can be chosen

freely from the remaining 14 people (Lockwood, 2014a). This reasoning leads to the pitfall of over-

counting already mentioned. The point is that both answers may seem logical for some students. The
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fact that conflicting answers may arise complicates the verification process further. The verification of

an answer to a combinatorial problem is especially difficult given the large numerical values that often

occur (Eizenberg & Zaslavsky, 2004; Lockwood, 2014a).

Another source of difficulty is the fact that many combinatorial problems do not have readymade

solution methods. In the book Applied Combinatorics, the author states that they “(..) discuss counting

problems for which no specific theory exists” (Tucker, 2002, p. 169). Eizenberg and Zaslavsky

(2004) point out that “Most problems do not have readily available solution methods, and create much

uncertainty regarding how to approach them and what methods to employ”.

As reported by English (2005), “A common finding in many of the studies on combinatorics is that

students have difficulty in identifying related problem structures. As a consequence, students’ ability

to apply their knowledge in new combinatorial situations is limited”. This was also found by Batanero

et al. (1997) in the sense that students have difficulty identifying the equivalence of problems with

different implicit combinatorial models. Many combinatorial problems can be categorised according

to whether repetition is allowed or not or whether order matters or not (see Table 3 in Chapter 5). But

the findings outlined by English (2005) suggest that students are often unable to identify structures

formed by such categorisations. This point is also made by (Lockwood, 2011): “The fact that student

difficulties remain (in spite of clearly defined structural similarities for experts) suggests that students

may not attend to the same kind of categorisations that experts do, or at least they struggle to do so”.

Further, Lockwood makes the point that combinatorial problems are not always easily categorised and

solved using a predictable solution method (as also pointed out by Tucker (2000) and Eizenberg and

Zaslavsky (2014)), and thus it is especially important that students are able to identify relationships

between problems (Lockwood, 2011).

Table 2 provides a summary of the observations concerning students’ difficulties with counting

problems from the literature described above.
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Factors affecting problem difficulty and common error types . References

The combinatorial model (selection, distribution, partition) of the

problem is not equal in difficulty

(Batanero, Navarro-Pelayo, &

Godino, 1997)

Failing to identify the combinatorial operation to be used (Batanero, Navarro-Pelayo, &

Godino, 1997; Hadar & Hadass,

1981)

The nature of the elements in the problems (Batanero, Navarro-Pelayo, &

Godino, 1997; Fischbein & Gazit,

1988)

Performing non-systematic listing of outcomes (Batanero, Navarro-Pelayo, &

Godino, 1997; Hadar & Hadass,

1981)

Determining whether order matters or not (overcounting or under-

counting)

(Batanero, Navarro-Pelayo, &

Godino, 1997; Lockwood, 2011)

Determining whether repetition is allowed or not (overcounting

or undercounting)

(Batanero, Navarro-Pelayo, &

Godino, 1997; Lockwood, 2011)

Misapplication of formulas (confusing/switching the parameters) (Batanero, Navarro-Pelayo, &

Godino, 1997)

Failing to recognise the correct set of outcomes (Hadar & Hadass, 1981)

Failing to perceive one problem as a set of problems (Hadar & Hadass, 1981)

Failing to use connections between problems (Batanero, Navarro-Pelayo, &

Godino, 1997; English, 2005;

Lockwood, 2011)

Difficulty with verification of the result (Eizenberg & Zaslavsky, 2004;

Lockwood, 2014a)

Incorrect answers may seem logically sound (Eizenberg & Zaslavsky, 2004;

Lockwood, 2014a)

Absence of readymade solutions methods (Eizenberg & Zaslavsky, 2004;

Lockwood, 2011)

Table 2: Summary of the factors that can affect the difficulty of combinatorial problems and common error

types. In some cases, several authors have made the same observation, and all the references are given

in the table, though it is not always described in the text.
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4.2 AT T E M P T S T O A M E L I O R AT E S T U D E N T D I F F I C U LT I E S

In response to the student difficulties described in previous section, researchers have attempted to

identify strategies or approaches that might help students solve combinatorial problems more success-

fully. In the following some of these attempts will be summarised.

Lockwood (2013) investigated students’ ways of thinking when engaging in counting problems. The

aim of the study was to gain knowledge about how students conceptualise counting problems in order to

ameliorate student difficulties. Lockwood suggested a model of the combinatorial thinking of students

(Figure 4). This model suggests three components of students’ counting: formulas/expressions,

counting processes and sets of outcomes. In the model formulas/expressions refers to mathematical

expressions that yield some numerical value. Two expressions are considered different if they differ in

form even if they are mathematically equivalent. Counting processes refers to physical or imagined

enumeration processes in which the students engage. Sets of outcomes refers to the sets of elements

being counted. That is, the sets of elements generated in a counting process. The cardinality of such a

set may represent the answer to the counting problem in question but sets of outcomes may also refer

to any set generated by a counting process. The model also elaborates on the relationships between

the three components represented by the double arrows in Figure 4 (see Lockwood, 2013).

Figure 4: Lockwood’s model of students’ combinatorial thinking (Lockwood, 2013).

In the study by Lockwood (2014a), the importance of focusing on sets of outcomes is highlighted.

Lockwood refers to a set-oriented perspective on counting, “which is a way of thinking about counting

that involves attending to sets of outcomes as an intrinsic component of solving counting problems”

(Lockwood, 2014a). In terms of the model, this set-oriented perspective emphasises the sets of

outcomes and the relationship between this component and the counting processes component. The
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author suggests that by “(..) adopting such a perspective, in which facility with outcomes is a natural

part of how they approach and solve counting problems, students may avoid common pitfalls such as

incorrectly applying a formula, inadvertently overcounting, or confusing issues of order” (Lockwood,

2014a). Also note that one of the pitfalls described by Hadar and Hadass (1981) was that some

students fail to identify the correct set of outcomes to count, which thus suggest that a set-oriented

perspective could reduce student difficulties.

Lockwood (2014a) provides an example solution to a counting problem to emphasise the advantage of

the focus on sets of outcomes. This is the example discussed in previous section: how many different

10-person committees with at least 6 women can be formed when choosing from a group of 10 men

and 10 women. In this case the desirable set of outcomes is the set of all committees containing at

least 6 women. The counting process consists partitioning the set of outcomes into the cases with

exactly 6 women, exactly 7 women etc. and this counting process leads to the formula/expression:(
10
6
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10
4

)
+

(
10
7

)(
10
3

)
+

(
10
8

)(
10
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A student using an incorrect counting process may argue that the answer is (10

6 )(
14
4 ). Lockwood

suggests that a student might detect this incorrectness by considering the set of outcomes generated

by the expression (10
6 )(

14
4 ), and argues that a student could discover how this answer results in cases

to be counted more than once. For example, consider the particular outcome of a committee consist-

ing of women 1 through 7 and men 1 through 3: {W1, W2, W3, W4, W5, W6, W7, M1, M2, M3}.

According to the solution (10
6 )(

14
4 ) one first chooses 6 women and then 4 people from the remaining

14. However, this particular outcome can be generated in more than one way using the suggested

counting process. For instance, one could in the first step, (10
6 ), choose W1 through W6 and in the

second step, (14
4 ), choose W7 and M1 through M3. But one could also choose W2 through W7 in

the first step and W1 and M1 through M3 in the second step (Lockwood, 2014a). In this way, the

consideration of specific outcomes could help the students identify overcounting. Lockwood states

that “without considering outcomes, it can be very difficult to determine why such a seemingly logical

counting process is incorrect” (Lockwood, 2014b). This suggests that the sets of outcomes can be

used to reconcile differing answers in counting problem possibly ameliorating this difficulty.

Lockwood (2014a) gives recommendations to how the teaching of combinatorics could be based on a

set-oriented perspective. First, Lockwood suggests that teachers should encourage students to clearly

articulate what they are trying to count. Further, teachers should ask students to give examples and

non-examples of what they are trying to count in order to attune the students to the needed features

for an outcome to be included in the desirable set.
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Second, Lockwood suggests that teachers should include activities in which students are asked to

systematically list sets of outcomes. Lockwood states that at secondary level it might seem unnecessary

or tedious to perform listings. Nevertheless, Lockwood emphasises the value of having the students

experience the process of structuring a set of outcomes, since a particular structure of a listing can

give insight into a particular way of enumerating the set of outcomes. For example, consider the

listing of 3-letter words made from A, B and C. One could choose to list these words alphabetically

or one could partition the set of outcomes according to the number of distinct letters in each word

(Figure 5). The first listing could lead to a consideration of the number of options for each spot in the

word (as in a tree diagram), ultimately leading to a counting process using the multiplication principle.

The second listing could lead to breaking the problem into cases and applying the addition principle

(Lockwood, 2013). In this way, students would be able to recognise that different structures of the set

of outcomes reflect corresponding different counting processes.

Figure 5: Two ways of structuring a set of outcomes (Lockwood, 2013).

In problems with large numerical values, a complete listing is unrealistic, but Lockwood argues that

students may still benefit from their experience with listings in smaller problems.

Third, Lockwood suggests that teachers should avoid relying too much on key words, formulas

and problem types. Lockwood argues that these things inadvertently replace critical thinking about

counting problems. Instead students should focus on the sets of outcomes and only use key words,

formulas and problem types as resources (Lockwood, 2014a).

Lockwood (2014b) presents examples of students with underdeveloped, developing and robust set-

oriented perspectives, which was determined by observation of and communication with the students.

Lockwood, notably, states that “having a set-oriented perspective on solving counting problems is

neither necessary nor sufficient for correctly solving a problem” (Lockwood, 2014b). Nevertheless,

Lockwood argues that her observations qualitatively established the value of focusing on sets of

outcomes.
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In a later study Lockwood and Gibson (2016) investigated how students may benefit from a focus on

sets of outcomes via listings. Recall that Batanero et al. (1997) mentioned non-systematic listings as

one of the common errors. Lockwood and Gibson (2016) examined 42 psychology undergraduate

students who worked on 10 counting problems. The students were considered to represent novice

counters. Their responses were categorised in 4 codes: no listing, articulation, partial listing and

complete listing. The articulation code was given when a student wrote at least one example of an

outcome but did not represent a partial list. Listing behaviour of the students was positively correlated

with correct answers of the counting problems (where listing behaviour is defined as partial listing or

listing). However, the authors did not claim causation, since stronger students may be more prone to

use listing. Nevertheless, the authors stated that “given students’ clearly documented and sustained

struggles with counting problems, these initial quantitative findings suggest that listing may be a

valuable way to help students count more successfully” (Lockwood & Gibson, 2016). The authors

argued that systematic listing may help students understand what they are trying to count and thereby

avoid overcounting. Further they argued that the “(..) findings provide direct evidence that listing

outcomes is one practical, concrete way in which outcomes can be made a focus of the activity

of counting” (Lockwood & Gibson, 2016). Thus, in addition to the qualitative evidence provided

by Lockwood (2014b) in the earlier study, there is also quantitative evidence of the importance of

focusing on the sets of outcomes when solving counting problems.

As mentioned in the previous section, it has been suggested that verifying an answer to a counting

problem can be difficult. As already discussed, Lockwood (2013) argues that a set-oriented perspective

may also help ameliorating this difficulty (as in the committee-problem). Previous studies also

attempted to address this difficulty. Eizenberg and Zaslavsky (2004) investigated and evaluated

14 undergraduates’ intuitive verification strategies in solving 10 counting problems. The authors

identified 5 different verification strategies:

1. Reworking the solution;

2. Adding justifications to the solution;

3. Evaluating the reasonability of the answer;

4. Modifying some components of the solution;

5. Using a different solution method and comparing answers (Eizenberg & Zaslavsky, 2004)

Strategy 1 consists of simply revisiting all parts of the solution without further justification. In contrast,

strategy 2 consists of adding justification to the solution e.g. to clarify specific parts of the solution,
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to justify the choice formula or to justify an analogy to a previously solved problem. Strategy 3

consist of examining the reasonableness of the result either by intuition or by calculating the size of

the outcome space. Strategy 4 consists of either altering the representation used in the solution or

using smaller numbers. The latter strategy can be effective, however “(..) using smaller numbers for

a combinatorial problem in an unskilful way may lead to a non-isomorphic problem” (Eizenberg &

Zaslavsky, 2004). Strategy 5 consists of using a completely different solution method. The authors

argue that “to apply Strategy 5, students need to gain experience in essentially different multiple

approaches to solving combinatorial problems. Thus, teaching this type of verification strategy is

tightly connected to teaching problem solving methods in combinatorics” (Eizenberg & Zaslavsky,

2004). Strategy 1 was the most used, while strategy 2 and strategy 5 proved to detect errors most

efficiently leading correct results. However, the authors stated that their findings indicate that many

of the students “(..) were not able to come up with efficient verification strategies and were thus

neither able to detect an error nor to correct their solution” (Eizenberg & Zaslavsky, 2004). Thus, the

authors suggest a need for explicitly teaching verification strategies when working on combinatorial

problems. Eizenberg and Zaslavsky offer five possible strategies and suggest that these “serve as

a basis to increase students’ awareness of the need to verify and provide them with ways to do so”

(Eizenberg & Zaslavsky, 2004).

The strategy of solving smaller, similar problems was also investigated by Lockwood (2015): “(..) the

problem solving technique of attempting one or more simpler versions of a problem as a means of

gaining insight into a solution technique that may apply to the original problem”. For example, the

problem

How many 6-character license plates can be made, where each character can be any capital

letter or any numerical digit? Repetition of characters is allowed (Lockwood, 2015)

can be reduced to

How many 4-character license plates can be made, where each character must be A, B, or

C, where repetition of characters is allowed? (Lockwood, 2015)

This problem is smaller in the sense that the numerical values are smaller, and it is similar to the

original one in the sense that the constraint is the same (repetition allowed). Lockwood interviewed

22 post-secondary mathematics students working with combinatorial problems. The data of the study

consist of 103 worked problems among which 15 uses of smaller cases were observed. The smaller

cases were used in various ways e.g. to facilitate systematic listings. One of the problems was the

following:
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In how many ways can you split a class of 20 into 4 groups of 5? (Lockwood, 2015)

A correct solution to this problem is
(20

5 )(
15
5 )(

10
5 )(

5
5)

4!
.

A typical incorrect solution neglects dividing by 4! which leads to overcounting. One student initially

gave the incorrect solution but was then provided with the solution above and was asked to determine

which solution was right. The student reduced the problem to consider the case of dividing 6 people

in 2 groups of 3 and applied both methods yielding the answers 20 and 10, respectively. Due to the

small numerical values, the student was able to perform a complete listing which lead to the correct

solution. Thus, the use of a smaller case identified an overcount (Lockwood, 2015).

Lockwood explains the findings as follows: “In some instances, the use of smaller problems allowed

for work with the set of outcomes that might not otherwise have been attainable” (Lockwood, 2015).

Lockwood elaborates that the use of smaller cases can reduce the magnitude of the sets of outcomes

making the problem more accessible. Lockwood states that “Overwhelmingly, the strategy helped

the students who chose to implement it” (Lockwood, 2015). However, as Eizenberg and Zaslavsky

(2004), Lockwood also acknowledges potential pitfalls of using smaller cases: “it can be difficult to

reduce a problem to a smaller problem that maintains the same mathematical feature of the original,

and combinatorial problems can be particularly susceptible to such a challenge” (Lockwood, 2015).

Misapplications of formulas is a common error when solving combinatorial problems (e.g. Batanero,

Navarro-Pelayo, & Godino, 1997; Lockwood, 2014a). To foster conceptual understanding3, Lock-

wood, Swinyard and Caughmann (2015) engaged a pair of undergraduate students in a 10-session

teaching experiment with the aim of reinventing four basic counting formulas: nr, n!, n!
(n−r)! ,

n!
r!(n−r)! .

The problems were specifically designed to foster this reinvention e.g. by using large numerical values

so that listing would be impossible. The authors report that many textbooks present these formulas

early and the students are then expected to apply these formulas for the rest of the course. The authors

suggest that the misuse of formulas indicates that students may not know when and why to use these

formulas (Lockwood, Swinyard, & Caughmann, 2015). The main motivation behind the study was

the hypothesis that if students themselves come up with the formulas these formulas might seem more

meaningful. The experiment showed that the students successfully reinvented all four counting formu-

las. The reinventions were expected to be based on the multiplication principle, but they proved to be

based completely on empirical patterning. When a problem could not be solved by listing, the students

would first write out some outcomes and look for patterns in smaller cases. When the numerical values

3 The authors define ”understanding” to be the knowledge a student communicates about a concept. The authors think of

”conceptual understanding” in line with Hiebert and Lafevre’s conceptual knowledge (Hiebert & Lafevre, 1986).
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became too large, they would explore an operation and see if this operation matched the pattern they

had established. The operations included exponentiation and factorials. For example, at one point the

students established the formula for the number of permutations of n elements by listing the cases

for n = 1, 2, 3, 4 and noticing a doubling, tripling, quadrupling etc. which matched the formula n!.

In terms of Lockwood’s model of students’ combinatorial thinking (Lockwood, 2013), the students

reinvented the formulas through an interplay between sets of outcomes and formulas/expressions while

the focus on the counting processes was small. The observations support the importance of focusing

on sets of outcomes when solving counting problems. However, the study also revealed that “sets

of outcomes are not sufficient in helping students make sense of and justify their counting activity”

(Lockwood, Swinyard, & Caughmann, 2015). The authors argue that attention to outcomes in the

absence of a counting process may actually “inhibit the development and use of the multiplication

principle, the understanding of which (..) is central to the entire subject” (Lockwood, Swinyard, &

Caughmann, 2015). Thus, the authors conclude that even though the students were very successful in

reinventing the formulas (and applying them correctly), the teaching experiment did not foster the

intended conceptual understanding: “(..) because of their strong connection to the set of outcomes,

and because this often enabled them to rely heavily on patterns, they did not encounter a need to

develop strong multiplicative thinking to explain what they were doing” (Lockwood, Swinyard, &

Caughmann, 2015). However, the study suggests that students are capable of reinventing formulas on

their own and that they may benefit from this rather than explicitly being taught the formulas. The

authors thus recommend that activities that allow the students to engage and try to generalise their

own formulas could be beneficial (Lockwood, Swinyard, & Caughmann, 2015).

As presented in this chapter, many aspects of students’ difficulties with combinatorics and ways to

ameliorate these have been explored in the literature. However, many researchers call for further

insight: “(..) more work is needed to help students solve counting problems successfully” (Lockwood

& Purdy, 2019).



5

C O M B I N AT O R I C S

This chapter aims to study the didactic transposition of combinatorics from scholarly knowledge to

knowledge to be taught.

In Section 5.1, the scholarly knowledge is presented with reference to the literature. The section

includes content relevant for the teaching design and also contains content that at some point was part

of the design process but did not made it into the design. The scholarly knowledge as presented in the

thesis only scrapes the surface of combinatorics and only proofs of some of the results are provided.

The background literature was the book used for the first-year course in discrete mathematics at

University of Copenhagen, Diskrete Matematiske Metoder (en: Discrete Mathematical Methods)

(Lützen, 2015). Further, the undergraduate level books How to Count (Beeler, 2015) and Enumerative

Combinatorics, Volume 1 (Stanley, 2011) were consulted.

Section 5.2 determines the combinatorial knowledge to be taught in Danish upper secondary school,

and this will be related to the scholarly knowledge. In order to determine what the knowledge to be

taught consists of, multiple sources have been consulted. Regarding the official requirements within

the subject of combinatorics, the official curriculum (da: læreplanen) (Undervisningsministeriet,

2017) and the teaching guidelines (da: vejledningen) (Undervisningsministeriet, 2020) were consulted.

Combinatorics was only recently introduced in upper secondary school, and thus a limited amount

of previous exam sets was available, and these will not be included. Further, two commonly used

textbooks were used in the analysis to give a more detailed account of the knowledge to be taught. The

books used were MAT A2 - stx (Frandsen, Carstensen, & Studsgaard, 2018) and Lærebog i matematik

A2 STX (Ebbesen & Brydensholt, 2018), which both target the 2017 upper secondary school reform

which introduced combinatorics to the curriculum. Using these sources, types of tasks and techniques

will be identified in order to establish punctual mathematical organisations. These, and the section in

general, constitute an overview of the content on which the first thesis design is based.

25
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5.1 S C H O L A R LY K N O W L E D G E

Simply put, combinatorics is the mathematics of counting. However, combinatorics contains multiple

subfields such as algebraic, geometric, probabilistic and topological combinatorics as well as graph

theory. The present thesis is centred around the specific subfield of enumerative combinatorics. This

subfield may be the most classical area within combinatorics. The focus is counting (enumerating)

a certain number of combinatorial objects using explicit combinatorial formulas. We return to the

scholarly knowledge of combinatorics in Section 5.1.2, but first a brief historical introduction to the

mathematical field of combinatorics is given.

5.1.1 History of Combinatorics

Combinatorics is one of the oldest branches of discrete mathematics, and perhaps one of the oldest

branches of all mathematics. The earliest known use of combinatorial methods comes from the Rhind

papyrus dating back to 1650 BCE in Egypt (Biggs, 1979). Problem 79 in the Rhind papyrus can be

translated as seen in Figure 6.

Figure 6: Problem 79 in the Rhind Papyrus (Biggs, 1979).

In 1881 Leon Rodet suggested the following interpretation: “There are seven houses, each with seven

cats; each cat kills seven mice; each mouse would have eaten seven heads of wheat, each of which

would have produced seven hekat measures of grain” (Biggs, 1979). This is indeed an interpretation

as no explanation of the problem was provided in the Rhind papyrus.

Many combinatorial concepts originated in India. For example, a medical treatise written 600 BCE

stated that one can make 63 combinations of six different tastes – bitter, sour, salty, astringent, sweet,

hot – by taking one through six at a time. That is, 6 + 15 + 20 + 15 + 6 + 1 = 63 combinations.

Many of the examples from that time period was characterised by numbers so small that simple

enumeration could provide the answer. It is not known whether formulas had been developed (Katz,

2014, p. 251). However, during the ninth century an explicit algorithm for calculating the number of

combinations was developed in India. This algorithm corresponds to the modern binomial coefficient,
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but no proof was provided.

As Biggs (1979) points out, the existence of problems as the ones described above indicates that

“the basic rules for counting have been taken for granted since the early civilisations. Furthermore,

the application of these rules has been emphasised by means of apparently nonsensical examples,

possessing the elusive quality of memorability” (Biggs, 1979).

In the 16th century combinatorics were used in Europe where games of chance had become an

important part of society life. Specific counting methods were developed in order to provide a theory

behind these games. The mathematicians Blaise Pascal and Pierre de Fermat studied combinatorial

problems and laid a foundation of probability theory and thereby provided the basis for enumerative

combinatorics (Abramovich & Pieper, 1996; Katz, 2014).

5.1.2 Enumerative Combinatorics

Enumerative combinatorics is about solving counting problems. More precisely, enumerative com-

binatorics is the theory about counting the number elements in certain finite sets. In solving such

problems, one attempts to answer the question “How many?” through reasoning of the cardinality of

sets and the process of counting.

In the scholarly knowledge, combinatorial definitions and theorems are often expressed using set

theory, and this approach will be used in the present thesis.

Cardinality

A combinatorial problem is solved by counting the number of elements in a certain set. Before

describing how we can count the number of elements in a set, the number of elements in a set is

defined. This is referred to as cardinality to which there are two approaches. One uses cardinal

numbers and the other compares sets using bijections and injections. Here the latter approach is used.

Definition 1 Two sets A and B are said to have the same cardinality if there exists a bijection between

them. A is said to have cardinality less than or equal to the cardinality of B if there exists an injective

function from A to B. A is said to have cardinality strictly less than the cardinality of B if there exists

an injective function from A to B, which is not bijective.
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“Having the same cardinality” is in some sense an equivalence relation, which is reflected in the

following theorem.

Theorem 2 Let A, B and C be arbitrary sets. The following holds

1. A have same cardinality as A.

2. If A has the same cardinality as B, then B has the same cardinality as A.

3. If A has the same cardinality as B and B has the same cardinality as C, then A has the same

cardinality as C.

Proof. Omitted.

The following definition makes the notion of cardinality more explicit.

Definition 3 Let A be a set. Suppose that there exists n ∈N such that there is a bijection between A

and {1, 2, . . . , n}. Then we call A finite and n is called the cardinality of A or the number of elements

of A. If a set A is not finite, we call it infinite. The cardinality of the set A is denoted |A|. We say

that the empty set has 0 elements, that is |∅| = 0.

Thus, A has n elements if there exists a bijection f : A→ {1, 2, . . . , n}. For i ∈ {1, 2, . . . , n} define

ai = f−1(i). Then we can write A = {a1, a2, ..., an}, from which it is clear that A has n elements.

The definition of a bijection excludes the possibility that a set has cardinality n ∈N and m ∈N for

n 6= m.

Counting Methods

There are various methods to determine the cardinality of a set. In some cases, this may be very

simple. For example, one could count that the number of elements in the set {a, b, c} is 3. However,

if the set is very large or described less explicitly, more sophisticated counting methods are useful and

even necessary. One of these methods is the addition principle.

Theorem 4 (The Addition Principle) Let A and B be two disjoint, finite sets. Then it holds that

|A ∪ B| = |A|+ |B|.
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Proof. If A = ∅ or B = ∅, the statement is trivially true. So, assume A, B 6= ∅. A and B are

assumed to be finite sets, thus there exist bijections

f : A→ {1, 2, . . . , n} and g : B→ {1, 2, . . . , m},

for n, m ∈N, i.e. |A| = n and |B| = m. We need to show that there is a bijection

h : A ∪ B→ {1, 2, . . . , n + m}.

Define

h(x) =


f (x) for x ∈ A

n + g(x) for x ∈ B

Note that this map is well-defined on A ∪ B, since A and B are disjoint. Note that h maps A to

{1, 2, . . . , n} and B to {n + 1, n + 2, . . . , n + m}. Thus, h(A ∪ B) = {1, 2, . . . , n} ∪ {n + 1, n +

2, . . . , n+m} = {1, 2, . . . , n+m}, and h is injective. Thus, we have proved that |A∪ B| = n+m =

|A|+ |B|. �

Think of a choice where one must choose between a pool of n options and a pool m other options.

Then the addition principle states that there are n + m options to choose from.

The addition principle can also be extended to include an arbitrary finite number of sets, which is seen

in the following theorem.

Theorem 5 (The Addition Principle) Let n ∈ N and let A1, A2, . . . , An be pairwise disjoint sets.

Then it holds that

|A1 ∪ A2 ∪ · · · ∪ An| = |A1|+ |A2|+ · · ·+ |An|.

Proof. This can be proved by induction using the proof of Theorem 4. �

Other counting methods commonly used are the subtraction and the inclusion-exclusion principles.

The subtraction principle is used to determine the cardinality of a set of favourable outcomes by

calculating the cardinality of the entire set and subtracting the cardinality of the unfavourable subset.

The inclusion-exclusion principle is the generalisation of the addition principle where the sets are not

necessarily disjoint.

Theorem 6 (The Subtraction Principle) Let A be a finite set and let B ⊆ A. Then it holds that

|A\B| = |A| − |B|.
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Proof. Note that (A\B) ∪ B = A and that A\B and B are two disjoint sets. Then the addition

principle gives us that

|A| = |(A\B) ∪ B| = |A\B|+ |B|,

which gives the desired result. �

Theorem 7 (Inclusion-Exclusion Principle) Let A and B be two finite sets. Then it holds that

|A ∪ B| = |A|+ |B| − |A ∪ B|.

Proof. Consider the sets A and B\(A∪ B). These sets are disjoint and hence we can apply the addition

principle. Further, observe that A ∪ (B \(A ∩ B)) = A ∪ B. The addition and the subtraction

principles give that

|A ∪ B| = |A ∪ (B\(A ∩ B))| = |A|+ |B\(A ∩ B)| = |A|+ |B| − |A ∩ B|.

�

The principle soon to be presented serves as a cornerstone in enumerative combinatorics and provides

justification for many basic counting formulas. It goes under several names: the multiplication

principle (as in the present thesis), the rule of product and the fundamental principle of counting

are all common. There are many different phrasings of this principle. The set theoretical formulation is:

Theorem 8 (The Multiplication Principle) Let A and B be two finite sets. Then it holds that

|A× B| = |A||B|.

Proof. If A or B is empty, then A× B = ∅ and hence both sides are equal to zero. So, assume that

A, B 6= ∅. Since A and B are finite sets there exists n, m ∈N such that |A| = n and |B| = m, and

thus also two bijections

f : A→ {1, 2, . . . , n} and g : B→ {1, 2, . . . , m}.

We need to show that there exists a bijection

h : A× B→ {1, 2, . . . , nm}.

Define for a ∈ A and b ∈ B the map

h(a, b) = (g(b)− 1)n + f (a).
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We see that the image of the map b 7→ (g(b)− 1)n is the set {0, n, 2n, . . . , (m− 1)n}. Hence h
maps into

{1, 2, . . . , n, n + 1, n + 2, . . . , n + n, 2n + 1, 2n + 2, . . . , 2n + n, . . . , (m− 1)n + 1, . . . , (m− 1)n + n} = {1, 2, . . . , nm}

Now, we need to prove that h is bijective. Division with remainder (Euclidean division) gives that for

i ∈ Z and d ∈N, there exists unique q, r ∈ Z such that

i = dq + r and 0 ≤ r < d.

Set k = q + 1, j = i + 1, l = r + 1 and d = n = |A| . Then we obtain 1 ≤ l ≤ n and

j− 1 = (k− 1)n + l − 1 with k, l ∈ Z.

That is, there exist unique k, l ∈ Z such that j = (k− 1)n + l and 1 ≤ l ≤ n.

Let j ∈ {1, 2, . . . , nm}. Then we must have 1 ≤ k ≤ m. To see this, first assume that k ≤ 0.

Then j = (k − 1)n + l ≤ 0 since 1 ≤ l ≤ n. Now assume k ≥ m + 1, i.e. k − 1 ≥ m. Then

j = (k− 1)n + l ≥ nm + 1. These two things contradict j ∈ {1, 2, . . . , nm}. So, there exist unique

k, l ∈ Z such that

j = (k− 1)n + l with 1 ≤ k ≤ m and 1 ≤ l ≤ n.

Since f and g are bijective, there exist unique elements a ∈ A and b ∈ B such that f (a) = l and

g(b) = k. By the definition of h this means that there exists a unique element (a, b) ∈ A× B such

that h(a, b) = j, proving that h is bijective, and thus |A× B| = nm = |A||B|. �

As for the addition principle it is possible to formulate the addition principle in terms of the number of

choices. Think of A and B as sets of options, and thus A× B as the set of combined options. That is,

A× B represents that we first need to choose one of the options from A and then one from B. Thus,

we can state the multiplication principle as follows:

If two independent choices are to be made, and the first choice is between n options, and the second

choice is between m options, then the total number of possible choices is nm.

It is necessary that each choice can be achieved in a unique way. Another phrasing of the multiplication

principle (also applicable for the addition principle) is in terms of tasks to be done. If there are n ways

of performing a task and m ways of performing another task, then there are nm ways of performing

the two tasks.
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As for the addition principle, the multiplication principle can be extended to any finite number of sets.

Theorem 9 (The Multiplication Principle) Let n ∈N and let A1, A2, . . . , An be finite sets. Then it

holds that

|A1 × A2 × · · · × An| = |A1||A2| · · · |An|.

Proof. This can be proved by induction using the proof of Theorem 8. �

In terms of choices, the above theorem becomes:

Assume we have to perform k consecutive choices. Assume further that the ith choice has ni options

for i = 1, . . . , k and that each of the choices are independent. Then the combined k choices can be

performed in n1n2 · · · nk ways.

As we have seen, there are various phrasings of the multiplication principle (and the addition principle).

We have seen a set theoretical formulation, which characterises the multiplication principle by

counting structural objects. This phrasing would be categorised as a structural statement according

to Lockwood, Reed and Caughman (2017). However, we also saw phrasings in terms of choices or

tasks to be done. These characterise the principle by determining the number of ways to complete

a counting process. This phrasing would be categorised as an operational statement according to

Lockwood, Reed and Caughman (2017). In a study performed by Lockwood, Reed and Caughman

(2017), the formulations of the multiplication principle in 64 undergraduate textbooks were analysed.

It was found that 45 % of the statements were operational, 30 % structural and 25 % a combination of

both, and even within these groups the authors found great variation in phrasing and mathematical

concepts used. Thus, there is no unambiguous consensus in the mathematical community about the

multiplication principle. Note that we have referred to the multiplication principle as a theorem,

which we proved. This is the approach used by e.g. Lützen (2015) and Beeler (2015). However,

many textbooks providing an operational statement do not present the principle as a theorem and do

not provide a proof (Lockwood, Reed, & Caughman, 2017). The study also addresses the issue of

independence in the operational statements. The authors found great variation among the textbooks

concerning if the statements of the multiplication principle included a condition of independence

(Lockwood, Reed, & Caughman, 2017). However, as the authors argue, independence is a key element

of the multiplication principle. For example, consider the problem:
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How many ways are there to pick a ordered pair of cards from a standard deck (without

replacing the first card) so that the first card is a face card and the second card is a heart?

(Lockwood, Reed, & Caughman, 2017)

In this problem, the number of ways to pick the second card is not independent of the choice of the

first card, since if the first card is a face and a heart, then the number of hearts left in the deck of

cards decreases by 1. If one a applies a statement of the multiplication principle with no mention

of independence it would yield the answer 12 · 13 = 156. This is an overcount, since there are in

fact 9 · 13 + 3 · 12 = 153 ways to pick the desired cards. The variation concerning independence is

another indication that the scholarly knowledge of the multiplication principle is not well-defined.

Permutations and Combinations

Now, we will use the addition and multiplication principles to perform certain counting processes.

First, consider permutations.

Definition 10 Let n, r ∈N0 and let A be a set with n elements. An ordered list consisting of r ≤ n

distinct elements taken from A is called a permutation of r elements taken from A. The number

of different permutations of r elements taken from A is denoted P(n, r). An ordered list of the n

elements is simply called a permutation of A.

Definition 11 Let n ∈N. We define n! (pronounced: factorial) to be the product of the first n natural

numbers, i.e.

n! = 1 · 2 · 3 · · · n

We define 0! = 1.

Theorem 12 The number of permutations of r elements taken from a set containing n ∈N0 elements

is

P(n, r) = n(n− 1)(n− 2) · · · (n− r + 1) =
n!

(n− r)!

Proof. Omitted.

Corollary 13 Let A be a set with n ∈N0 elements. There are n! possible permutations of A. �

Regarding permutations the order of the chosen elements matters. However, in some cases we are

interested in choosing a subset for which the order does not matter. In this context we introduce
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combinations.

Definition 14 Let n, r ∈N0 and let A be a set with n elements. A subset of r ≤ n elements from A

is called a combination of r elements taken from A. The number of combinations of r elements taken

from A is denoted K(n, r) or (n
r).

The difference between a permutation and a combination boils down to whether order matters or

not. As an example, consider the set A = {a, b, c, d, e, f }. Two possible permutations of 3 elements

taken from A is (a, b, c) and (c, b, a). These permutations are considered different, however viewed

as combinations we have {a, b, c}={c, b, a}.

We will now consider the relation between permutations and combinations.

Lemma 15 Let n, r ∈N0 and r ≤ n. It holds that

P(n, r) = r!K(n, r)

Proof. The theorem follows from the multiplication principle and Corollary 13. �

Now consider how to calculate the number of combinations of r elements taken from a set containing

n elements.

Theorem 16 Let n, r ∈N0 and r ≤ n. It holds that

K(n, r) =
n(n− 1)(n− 2) · · · (n− r + 1)

r!
=

n!
r!(n− r)!

Proof. The theorem follows from Theorem 12 and Lemma 15. �

Permutations and Combinations with Repetition

We have just seen how to calculate the number of permutations and combinations of r elements from

a set A. Here we considered r distinct elements. Now, consider the case where repetition is allowed

i.e. the same element from A can occur more than once in the permutations and combinations.

Theorem 17 (Permutations with Repetition) Let n, r ∈N0 and r ≤ n. Let A be a set containing n

elements. When repetition is allowed, there are nr permutations of r elements from A. 1

1 The expression 00 has no agreed-upon value. In the present thesis we define 00 = 1, as is the consensus in combinatorics.
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Proof. The theorem is a special case of the multiplication principle: if we define Ar = A× · · · × A

(r terms), then |Ar| = |A| · · · |A| = |A|r = nr. �

Above we defined a combination as a set. However, this does not make sense when repetition is

allowed. Thus, we redefine a combination to allow repetition, while the order still does not matter. So,

we say that two combinations are the same, if they contain the same number of elements the same

number of times.

Theorem 18 (Combinations with Repetition) Let n ∈N and 0 ≤ r ≤ n. Let A be a set containing

n elements. When repetition is allowed, the number of combinations of r elements taken from A is(
n + r− 1

r

)
Proof. Omitted.

Theorem 12, 16, 17 and 18 represent different counting situations. These four situations are categorised

according to order and repetition status. The theorems are summarised in Table 3.

Permutations Combinations

Ordered subsets Unordered subsets

Repetition not allowed P(n, r) = n!
(n−r)! K(n, r) = n!

r!(n−r)!

Repetition allowed nr K(n + r− 1, r)

Table 3: Different counting situations of r elements taken from a set containing n elements.

The above table is in many combinatorics textbooks referred to as the fourfold way. However, there

exists many more categorisations of counting problems based on various conditions. Richard Stanley

invented the twelvefold way, which organises various counting formulas into a table with twelve

entries (Stanley, 2011). However, this goes beyond the content needed to shed light on the didactic

transposition of scholarly combinatorics into school combinatorics, so we will just leave this as a

remark.

Binomial Coefficients

We previously defined K(n, r) = (n
r) as the number of combinations of r elements from a set contain-

ing n elements. Now some of the properties concerning this quantity are presented.
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Definition 19 The quantity (n
r) =

n!
r!(n−r)! is called a binomial coefficient.

Binomial coefficients are often pronounced “n choose r”, due to the combinatorial interpretation.

The following theorem explains why they are called binomial coefficients. The theorem describes the

algebraic expansion of a binomial and the quantities occur as coefficients in this expansion:

Theorem 20 (The Binomial Theorem) Let x, y ∈ R and n ∈N0. Then it holds that

(x + y)n = xn +

(
n
1

)
xn−1y +

(
n
2

)
xn−2y2 + · · ·+

(
n

n− 1

)
xyn−1 + yn

=
n

∑
r=0

(
n
r

)
xn−ryr

Proof. Omitted.

There are numerous theorems involving identities containing binomial coefficients. Here are a few

examples.

Theorem 21 Let n, r ∈N0 and r ≤ n. Then it holds that(
n
r

)
=

(
n

n− r

)
Proof. The result follows from Definition 19. �

Intuitively, one can argue that choosing r elements from a set of n elements is the same as not choosing

the remaining n− r elements. Such an argument where one counts the elements in the same set in

two different ways in order to obtain the two sides of an identity is called a combinatorial proof.

Now, consider a recursion formula for the binomial coefficients.

Theorem 22 Let n, r ∈N and r < n. Then it holds that(
n
r

)
=

(
n− 1
r− 1

)
+

(
n− 1

r

)
Proof. The result follows from Definition 19. �

Again, it is possible to use a combinatorial proof: (n
r) represents the number of subsets containing r

elements taken from a set A containing n elements. Let us count this number in another way. Now,
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let a1 be a fixed element in A (note that n ≥ 2). We will now divide the subsets of cardinality r into

two disjoint classes. Class 1 is the subsets that contain a1 and class 2 is the subsets not containing

a1. In class 1 we must choose r − 1 elements from the remaining n − 1 elements from A, since

we already chose a1. Thus, there are (n−1
r−1) subsets of cardinality r in class 1. In class 2, we must

choose r elements from n− 1 elements, since we must not choose a1. Thus, there are (n−1
r ) subsets

of cardinality r in class 2. Since the classes are disjoint, the addition principle gives us that there are

(n−1
r−1) + (n−1

r ) ways to choose r elements from n elements. Hence (n
r) = (n−1

r−1) + (n−1
r ).

To obtain an overview of the binomial coefficients one can organise them into a scheme called Pascal’s

triangle, where n increases vertically and r increases horizontally (Figure 7).

Figure 7: First seven rows of Pascal’s triangle with binomial coefficients (Lützen, 2015).

Theorem 22 states that a binomial coefficient is equal to the sum of the two binomial coefficients

above it in Pascal’s triangle. This allows us to recursively calculate the binomial coefficients in the

triangle. The result is depicted in Figure 8.

Figure 8: First seven rows of Pascal’s triangle (Lützen, 2015).
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5.2 K N O W L E D G E T O B E TAU G H T

Before we study the transposition from scholarly knowledge to knowledge to be taught, there will be a

short discussion of the reasons for including the subject of combinatorics in upper secondary school

mathematics.

5.2.1 Why Should We Teach Combinatorics?

There are many reasons for teaching combinatorics in upper secondary school. Many mathematicians

and researchers in mathematics education noted that combinatorial problems are often very accessible

and easy to state but can be quite complicated to solve (e.g. Kapur, 1970; Lockwood, 2014a; Martin,

2001; Tucker, 2002). Hence combinatorics offers challenging problems leading students to discover

the need for more sophisticated mathematics (Kapur, 1970). Further, combinatorial problems train the

students in “(..) enumeration, making conjectures, generalizations, and systematic thinking” (Batanero,

Navarro-Pelayo, & Godino, 1997) and require “logical reasoning, clever insights, and mathematical

modeling” (Tucker, 2002, p. 169).

One can argue that the subject of combinatorics is particularly well-suited for inquiry-based teaching.

It is approached through intuition and modelling and offers the students a possibility to participate in

the modelling process. For example, in the case of differential equations, the modelling is done on

beforehand and the students are handed this model to work with. However, counting problems are

often relatively easy to model which enables the students to engage. The same holds for the creation

of examples: often mathematical examples and problems are stated by the teacher and the students are

expected to solve them. However, in combinatorics it is easy for the students to generate examples

which enables autonomous student work.

Finally, combinatorics has a wide range of applications. As discrete mathematics in general, com-

binatorics is widely applied in computer science. Further, the applications in probability are highly

relevant, since probability is covered in the Danish upper secondary school curriculum.

5.2.2 Combinatorics in Upper Secondary School

The present section aims to determine the mathematical praxeologies concerning combinatorics in

upper secondary school. Praxeologies serve as useful tools in order to analyse the tasks themselves as

the knowledge to be taught (Lundberg & Kilhamn, 2016). Identified types of tasks with corresponding
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techniques will be listed explicitly to establish punctual mathematical organisations. Thus, this section

can be viewed as a “loose” praxeological reference model.

In the official curriculum for STX-A-level mathematics in Danish upper secondary school, the subject

of combinatorics is listed as core material (da: kernestof) (Undervisningsministeriet, 2017). In the

teaching guide it is stated that

The students should know and be able to use factorials, permutations and combinations.

The students should be able to perform simple combinatorial calculations of probabilities

using the principles of addition and multiplication. Tree diagrams, which the students

know from primary school, could be readily included. (translated from Undervisningsmin-

isteriet, 2020)

and further it is noted that “Pascal’s triangle is naturally covered within the topics of combinatorics”

(translated from Undervisningsministeriet, 2020). Thus, the presence of combinatorics is partly due

to its application in probability. This is also reflected by the statement that “The K(n, r) formula

is generalised - e.g. using an example. However, combinatorics is only covered to an extent which

enables the students to understand the binomial distribution (..)” (translated from Undervisningsmin-

isteriet, 2020). However, it is also mentioned in the teaching guideline that one can “(..) underline

or elaborate the discrete methods included in the mandatory curriculum. For example, in relation to

combinatorics (..)” (translated from Undervisningsministeriet, 2020). The probabilistic applications

of combinatorics serve as excellent motivation for the subject itself. However, the individual teacher

may turn combinatorics into a subject in its own right instead of a tool used in probability.

In the following, the progression in Section 5.1.2 (the scholarly knowledge) is followed and the

transposition of the content is studied using the previously mentioned textbooks from upper secondary

school in Denmark. The two books are referred to as MAT A2 (Frandsen, Carstensen, & Studsgaard,

2018) and Lærebog i matematik (Ebbesen & Brydensholt, 2018).

The Addition and Multiplication Principles

In the scholarly knowledge presented in Section 5.1.2, combinatorics is approached using set theory.

In the knowledge to be taught (from now on referred to as school knowledge), different approaches

exist, since set theory is not a mandatory subject in the Danish upper secondary school. In Lærebog i

matematik, the chapter on combinatorics is preceded by a chapter on sets. The latter chapter contains

a definition of cardinality:



5.2 K N O W L E D G E T O B E TAU G H T 40

Definition (Cardinality of a Set) We call the number of elements in a set A the set’s cardinality and

denote it by |A|. If the set A has infinitely many elements, we set |A| = ∞ (translated from Ebbesen

& Brydensholt, 2018, Definition 7.1.2).

In the scholarly knowledge, cardinality is defined using bijections, and we call |A| = n the number

of elements of A, if there is a bijection between A and {1, 2, . . . , n}. Thus, the scholarly definition is

more formal, and the school definition in some sense skipped a step. However, for practical purposes

the definition provided in Lærebog i matematik is how one think of the cardinality of a set.

MAT A2 does not treat set theory very explicitly and includes no parts dedicated to set theory alone.

Specifically, the notion of cardinality is not mentioned. The chapter on combinatorics first states

that combinatorics is about “determining the number of elements in a set” (translated from Frandsen,

Carstensen, & Studsgaard, 2018). There is given no definition of what this means, which is also the

case for Lærebog i matematik (it simply provides a name and a notation). However, at this stage, the

intuitive perception of the number of elements in a set is arguably sufficient for the students to gain

complete combinatorial knowledge later on.

Lærebog i matematik contains the following theorem corresponding to Theorem 7 (Inclusion-Exclusion

Principle) in the scholarly knowledge.

Theorem (Cardinality of a Union) Assume that A and B are finite sets. Then it holds that

|A ∪ B| = |A|+ |B| − |A ∩ B|

(translated from Ebbesen & Brydensholt, 2018, Theorem 7.1.1).

The book provides a set theoretical proof using the addition principle (Theorem 5 in the scholarly

knowledge). However, this principle has not been stated in the book, and is thus used as an “intu-

itive truth” in the proof. Conflictingly, it is afterwards stated that a special case of the theorem is

|A| = |A| + |B| when A and B are disjoint. This is the addition principle that was just used in

the proof. Note that the book does not use the term ‘the addition principle’ here. Subsequently, the

principle along with its name is introduced in an alternative manner. In the textbook r sub-choices

V1, V2, ..., Vr with n1 options at V1, n2 options at V2 etc. are considered and the addition principle is

phrased as follows:
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The Addition Principle (“the either-or principle”) The total number of options in a situation where

we must make exactly one of the choices V1, V2, ..., Vr is

n1 + n2 + · · ·+ nr

(translated from Ebbesen & Brydensholt, 2018, Section 7.2).

Hence Lærebog i matematik provides a structural and an operational phrasing of the addition principle

according to the categorisations by Lockwood, Reed and Caughmann (2017). However, the phrasing

in terms of choices is not related to the set theoretical phrasing. Note that the principle is not called a

theorem as in the presented scholarly knowledge (within which there is no consensus, however), and

no proof is provided. Thus, it is presented as an intuitive truth. It is not stated that the options must be

different, i.e. the that the sets must be disjoint, which makes the principle false in this wording.

In MAT A2 the addition principle is introduced using an example:

Example: The menu at a restaurant offers 4 starters, 7 main courses and 3 desserts. If a person can

only afford one course, and thus must choose between a starter or a main course or a dessert, the

choice can be performed in 4+ 7+ 3 = 14 ways. This is called the addition principle or the either-or

principle (translated from Frandsen, Carstensen, & Studsgaard, 2018, part of Example 9).

There is no general statement of the addition principle as in Lærebog i matematik. In this example, the

sets are disjoint but it is only implied that this is a necessary condition for the principle to hold.

The technology of the addition principle in both textbooks consists of examples in which the principle

is applied. The addition principle being called the “either-or principle” is also part of the technology

since this attempts to explain when the principle is appropriately used.

In the following, the school knowledge of the multiplication principle will be analysed. Lærebog

i matematik states the multiplication principle in terms of choices, which by Lockwood, Reed and

Caughman (2017) would be categorised as operational. In the presented scholarly knowledge, the

principle was formally stated in terms of sets and afterwards rephrased in terms of choices. Again, r

sub-choices V1, V2, ..., Vr with n1 options at V1, n2 options at V2 etc. are considered and the multipli-

cation principle is phrased as follows:
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The Multiplication Principle (“the both-and principle”) The total number of options in a situation

where we must make one of each of the choices V1, V2, ..., Vr is

n1 · n2 · · · nr

(translated from Ebbesen & Brydensholt, 2018, Section 7.2).

MAT A2 also phrases the multiplication principle in terms of choices. In MAT A2 the multiplication

principle is referred to as a theorem, but neither of the books provide a proof.

The technology for the multiplication principle includes examples e.g. containing tree diagrams. MAT

A2 provides an example before the multiplication principle is stated: in the setting of ice cream options,

it is explicitly stated that “we can use a tree diagram to see that this is true” (translated from Frandsen,

Carstensen, & Studsgaard, 2018) and then the example is generalised. The fact that the example and

the tree diagram are presented before the principle makes them function more as a justification than

in Lærebog i matematik, where the example and tree diagram more functioned as an illustration of

a principle that were a priori true. The multiplication principle is in both textbooks referred to as

“the both-and principle”, which again helps explaining when the principle is applied. In MAT A2 this

technology is elaborated: “The multiplication principle is called the both-and principle, since one

must perform both the first choice, and the second choice, and ... and the nth choice” (translated from

Frandsen, Carstensen, & Studsgaard, 2018, Section 7.3).

Lærebog i matematik does not state that the choices must be independent in order to apply the addition

priciple. The same holds in MAT A2, but here the following example is presented after the principle:

Example: The menu at a restaurant offers 4 starters, 7 main courses and 3 desserts. A menu consists

of a starter, a main course and a dessert. Since the courses can be chosen independently from each

other, there can be made 4 · 7 · 3 = 84 different menus (translated from Frandsen, Carstensen, &

Studsgaard, 2018, part of Example 9).

Here it is acknowledged that the choices need to be independent in order to apply the principle, even

though it is not stated in the phrasing of the principle itself.

Table 4 lists the types of tasks and corresponding techniques related to the two counting principles

found in the two textbooks.
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Type of task Technique

Tadd : Determine the number of possible options

when you can choose between x options and y

other options (may contain more than two sets of

options).

τadd : Apply the addition principle: x + y possible

options to choose from.

Example: In a class with 12 boys and 13 girls

we shall choose one representative for the student

counsel. It has to be either a boy or a girl (trans-

lated from Ebbesen & Brydensholt, 2018, Example

7.2.1).

Example: There are 12 + 13 possibilities for the

representative.

Tmult : Determine the number of possible options

when you must choose one of x options and one

of y options (may contain more than two sets of

options).

τmult : Apply the multiplication principle: x · y

possible options to choose from.

Example: In a class with 12 boys and 13 girls we

shall choose two representatives for the student

counsel. They have to be a boy and a girl (trans-

lated from Ebbesen & Brydensholt, 2018, Example

7.2.2).

Example: There are 12 · 13 ways to choose the

two representatives.

Table 4: Types of tasks and techniques related to the addition and the multiplication principles.

The textbooks also contain exercises, where the solutions require both the addition and the multiplica-

tion principle:

Example: In a restaurant we can choose between 4 starters, 3 main courses, and 5 desserts. A menu

consists of either main course and starter or main course and dessert. How many menus can we choose

from? (translated from Ebbesen & Brydensholt, 2018, Exercise 7.2.2).

Such an exercise consists of the two types of tasks Tadd and Tmult and the two techniques τadd and

τmult are needed to solve it: 3 · 4 + 3 · 5.

Permutations and Combinations

In Lærebog i matematik the following definition of a permutation is given:
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Definition (Permutation) Let A = {a1, a2, ..., an} be a finite set. A permutation of the elements in

A is an arrangement of the elements in A in a specific order (translated from Ebbesen & Brydensholt,

2018, Definition 7.2.2).

This definition is essentially the same as the scholarly definition: in particular the definition is phrased

in terms of sets. An ordered list consisting of r distinct elements taken from n elements is in Lærebog

i matematik referred to as an r-permutation:

Definition (r-Permutation in n-set) Let A be an n-set [i.e. a set containing n elements] and let r be

an integer, 0 ≤ r ≤ n. A r-permutation of the elements in A is an arrangement of r elements from A

in a specific order (translated from Ebbesen & Brydensholt, 2018, Definition 7.2.4).

The definition of permutations in MAT A2 is similar to the one in Lærebog i matematik, though the

former is defined less explicitly and in the context of an example with four people standing in a line.

The theorem corresponding to Corollary 13 in the scholarly knowledge is presented similarly both in

Lærebog i matematik and MAT A2:

Theorem (Number of Permutations of a n-set) For an n-set A the number of permutations is n!

(translated from Ebbesen & Brydensholt, 2018, Theorem 7.2.1).

Lærebog i matematik provides a general proof after stating this theorem. In MAT A2 a specific example

is without further justification generalised into the theorem.

In both textbooks the technology consists of examples. For instance, Lærebog i matematik discusses

the different orders (da: rækkefølger) one can make from the elements in the set A = {1, 2, 3, 4}

(Ebbesen & Brydensholt, 2018, Example 7.2.5). In this example it is explained that “to determine

the number of different ways in which the four numbers can be ordered we apply the multiplication

principle. An order is determined when we have decided which numbers occupy the first, second,

third and fourth spot” (translated from Ebbesen & Brydensholt, 2018, Example 7.2.5). It is further

elaborated that “in the first spot we can choose between all of the 4 numbers. In the second spot

the number of options is reduced to 4− 1 = 3, since we already placed a number in the first spot”

and so on (Ebbesen & Brydensholt, 2018, Example 7.2.5). Thus, the technology of the number

of permutations is based on conceptualising the counting process as “filling the spots” and this is

identified repeatedly in the book. In MAT A2, the technology for the number of permutations is similar.
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The theorem corresponding to Theorem 12 is presented in the following way in Lærebog i matematik:

Theorem (Number of permutations P(n, r)) Given an n-set A and an integer r, 0 ≤ r ≤ n. Then

the number of r-permutations P(n, r) in A is

P(n, r) = n · (n− 1) · (n− 2) · · · (n− (r− 1)) =
n!

(n− r)!

(translated from Ebbesen & Brydensholt, 2018, Theorem 7.2.2).

Lærebog i matematik provides a general proof based on the multiplication principle after stating the

theorem. In MAT A2 a specific example is without further justification generalised into the theorem.

The technology for the number of permutations of r elements taken from n elements is similar to the

technology described above for the case r = n.

Lærebog i matematik defines combinations as follows:

Definition (r-Combination of n-set) Let A be an n-set and let r be an integer, 0 ≤ r ≤ n. A subset

consisting of r elements from A is called a r-subset or a r-combination from A (translated from

Ebbesen & Brydensholt, 2018, Definition 7.3.1).

MAT A2 provides a similar definition. In MAT A2, the definition is preceded with an example in

which the number of ways to place 3 of out of 4 people on 3 chairs is calculated and it is stated

that “a permutation (..) is characterised by the fact that the order matters” (translated from Frandsen,

Carstensen, & Studsgaard, 2018, Section 7.3). Then the example is extended to the case where we wish

to choose 3 out of 4 people, but not in a certain order. This situation is referred to as a combination.

Based on this example it is made explicit that “Elements taken from a set is a combination if the order

does not matter, and a permutation if the order does matter” (translated from Frandsen, Carstensen, &

Studsgaard, 2018, Section 7.3). The example and the statement constitute a technology distinguishing

permutations and combinations. A similar technology is found in Lærebog i matematik.

The theorem for the number of combinations is phrased as follows in Lærebog i matematik:

Theorem (Number of r-Combination) Let A be an n-set and let r be an integer, 0 ≤ r ≤ n. Then

the number of r-combinations of A is given by

K(n, r) =
n!

r!(n− r)!
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(translated from Ebbesen & Brydensholt, 2018, Theorem 7.3.1).

MAT A2 phrases the theorem similarly and both books provide proofs based on the formula for P(n, r).

The technology for the number of combinations consists of examples and adaptions of the technology

for permutations (i.e that the formula P(n, r) needs to be corrected for the fact that order does not

matter).

Table 5 lists types of tasks and techniques related to permutations and combinations found in the two

textbooks.

Type of task Technique

Tperm(n) : Determine the number of permutations

(also called e.g. orders) of n elements.

τperm(n) : Apply the formula for the number of

permutations: n!

Example: A football coach selects 11 players to

play the game. In how many ways can the coach

line up the 11 players (goalkeeper, left back etc.)?

(translated from Ebbesen & Brydensholt, 2018, Ex-

ercise 7.2.4).

Example: The coach can line up the players in 11!

different ways.

TP(n,r) : Determine the number of permutations

(also called e.g. orders) of r elements taken from n

elements.

τP(n,r) : Apply the formula P(n, r) = n!
(n−r)!

Example: A ringtone consists of three different

tones chosen from the tones a, b, c, d, e, f and

g. How many different ringtones can we make

from the seven tones? (translated from Ebbesen &

Brydensholt, 2018, Exercise 7.2.5).

Example: One can make P(7, 3) = 7!
(7−3)! differ-

ent ringtones.

TK(n,r) : Determine the number combinations of r

elements taken from n elements.

τK(n,r) : Apply the formula K(n, r) = n!
r!(n−r)!

Example: A class with 24 students must choose

a team of 4 to clean the classroom. In how

many ways can the class choose the team? (trans-

lated from Ebbesen & Brydensholt, 2018, Exercise

7.3.2).

Example: The class can choose the team in

K(24, 4) = 24!
4!(24−4)! ways.

Table 5: Types of tasks and techniques related to permutations and combinations.
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As previously noted, exercises can consist of multiple types of tasks according to the categorisations

in Table 4 and 5. Consider the following exercise:

Exercise: A class consists of 17 girls and 14 boys. There must be chosen 2 girls and 2 boys for a

party committee. In how many ways can we choose the party committee? (translated from Ebbesen &

Brydensholt, 2018, Exercise 7.3.3).

This exercise consists of the two types of tasks TK(n,r) and Tmult and the two techniques τK(n,r) and

τmult are needed to solve the exercise: K(17, 2) · K(14, 4).

Similarly, the following exercise consists of the types of tasks TK(n,r), Tmult and Tadd:

Exercise: A herd of animals consists of 10 sheep, 3 goats and 2 wolves. In how many ways can we

choose 6 animals from the herd when we must choose at most 3 sheep (translated from Ebbesen &

Brydensholt, 2018, Exercise 7.3.5).

We assume that we can distinguish between animals of the same species. This problem can be broken

into the cases with exactly 1, 2 or 3 sheep (we can not choose 0 sheep, since we must choose 6

animals). Each of these cases is solved by using τK(n,r) and τmult and the cases are combined using

τadd: (10
3 )(

5
3) + (10

2 )(
5
4) + (10

1 )(
5
5).

Note that the types of tasks observed in the two textbooks are phrased using various implicit combina-

torial models (Batanero, Navarro-Pelayo, & Godino, 1997). The selection model and the distribution

model were observed in both textbooks. For example, an exercise asked how many ways one can select

3 tones out of 7, and another asked how many ways one can distribute 3 seats between 12 people. The

techniques used to solve these types of tasks are the same irrespective of the implicit combinatorial

model. Since there is a one-to-one correspondence between types of tasks and techniques, two tasks

with different implicit combinatorial models are in fact the same type of task even though they are

modelled differently.

The formulas for the number of permutations and combinations with repetition, respectively, are not

explicitly stated in the textbooks (Theorem 17 and 18 in the scholarly knowledge). In the case of

permutations with repetition there are tasks concerning this, essentially Tmult, whereas combinations
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with repetition is not part of combinatorics in the school knowledge.

The theory of binomial coefficients consists of different elements in the two textbooks reflecting that

the teachers themselves can choose which elements to transpose from scholarly knowledge. Lærebog i

matematik states and proves theorems corresponding to Theorem 21 and 22 in the scholarly knowledge.

The relation K(n, r) = K(n− 1, r− 1) + K(n− 1, r) is used to discuss Pascal’s triangle. In MAT

A2, these relations are not discussed. However, MAT A2 provides cases of the binomial theorem and

uses these to discuss Pascal’s triangle.



6

M AT H E M AT I C A L A N D D I D A C T I C D E S I G N

Chapter 6 presents the first teaching design of the thesis. First, the institutional conditions and the aim

of the teaching are presented. Second, the generating question is presented. Third, the teaching design

is described, analysed and discussed.

6.1 I N S T I T U T I O N A L C O N D I T I O N S A N D A I M O F T E AC H I N G

The SRP used in the teaching design has to meet the conditions and official requirements stated

by the educational institution. The design is intended for a Danish upper secondary school A-level

mathematics class. The official requirements are determined by the Danish Ministry of Education in

the official curriculum (da: læreplanen) (Undervisningsministeriet, 2017) and the teaching guidelines

(da: vejledningen) (Undervisningsministeriet, 2020) for A-level mathematics (see Section 5.2).

6.1.1 The Context of the Test Class

The design was to be tested in a second year STX-A-level mathematics class at Herlev Gymnasium &

HF. The usual teacher was planned to conduct the teaching. The class consists of 22 students described

by the teacher to be above average academically. The teaching design consists of five lessons of 95

minutes each. The class is divided into five mixed groups according to the teacher’s assessment of

mathematical skill to accommodate that no group gets completely stuck. After the five lessons, the

groups hand in a report based on the questions and answers which arose during the lessons.

49
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6.1.2 Aim of the Teaching Design

In the Danish official curriculum for A-level mathematics, certain academic goals (da: faglige mål)

are described. The goals can be seen as a set of competences to be acquired. The teaching design

aims to help obtaining the academic goal “apply notions and methods from discrete mathematics

within chosen fields” (translated from Undervisningsministeriet, 2017). In this case the chosen field

is combinatorics. The teaching design also aims to achieve the more general goals: “work with

formulas, be able to establish and account for descriptions of relations between variables involving

symbols, and be able to solve mathematical problems using symbol-based language” (translated

from Undervisningsministeriet, 2017) and “operate with and account for mathematical reasonings

and proofs as well as the inductive and deductive aspects of the building of mathematical theory”

(translated from Undervisningsministeriet, 2017). Further, the teaching design enables the students to

“communicate actively in, with and about mathematics, both in oral and written form” (translated from

Undervisningsministeriet, 2017). Specifically, this skill is needed for the conferences (described later)

and for the report. The study part of the SRP further enables the students to work with mathematical

texts in English to help fulfil the goal “read mathematical texts in English as well as, when it is

possible, in other languages” (translated from Undervisningsministeriet, 2017).

In the official curriculum, the specific A-level topics are referred to as the core material (da: kernestof)

in which combinatorics is explicitly stated. The teaching guide (da: vejledningen) elaborates on

the parts of combinatorics to be included. This was accounted for in Section 5.2 in relation to

the didactic transposition of the subject. The aim of the teaching is for the students to develop the

praxeologies described in Section 5.2. Note that Pascal’s triangle is not included in the teaching design.

In addition to meeting the official requirements, an aim of the teaching design is to introduce the

subject of combinatorics in a way that may ameliorate some of the difficulties described in Chapter 4.

Research indicates that combinatorics is prone to becoming a simple matter of matching problems

to predetermined types and memorising formulas (e.g. Batanero, Navarro-Pelayo, & Godino, 1997;

Lockwood, 2011). Thus, an aim of the teaching design is for the students to know not only when but

also why to apply a formula and to base their application of formulas on the multiplication principle.

In Chapter 4, a study with students reinventing counting formulas was summarised (Lockwood,

Swinyard, & Caughmann, 2015). This study suggests that students could benefit from playing a

bigger role in the deriving of counting formulas. The teaching design of the present thesis is based on



6.2 T H E G E N E R AT I N G Q U E S T I O N 51

the same principle which arguably makes counting formulas seem more meaningful to the students

thereby reducing common difficulties.

Further, a more specific challenge that students encounter is the issue of overcounting. Thus, to

address overcounting is also an aim. Another aim is for the students to gain a set-oriented perspective

which has been suggested to be beneficial when solving counting problems (Lockwood, 2014b).

The final aim is for the students to experience how to use prior mathematical knowledge in new

situations. For example, as described later, the students will get to work with logarithms and different

types of growth. The implementation of already taught knowledge in a natural and meaningful way

can help the students experience mathematics as a connected whole, and not just as random “visited

monuments” (Chevallard, 2015) (see Chapter 2).

6.1.3 Prior Knowledge

The a priori combinatorial experience of the students is limited to primary school where the multipli-

cation and addition principles were covered. Thus, the teaching design will be their first encounter

with combinatorics in upper secondary school. The teaching is designed such that no prior knowledge

of combinatorics is needed. However, the students need to use other mathematical knowledge of

logarithms, exponentials, power functions and algebraic manipulations.

6.2 T H E G E N E R AT I N G Q U E S T I O N

In this section the generating question of the SRP is presented. Further, the process of identifying and

formulating such a question within the subject of combinatorics is discussed.

6.2.1 Choosing the Generating Question

As described in Chapter 2, a main purpose of an SRP is for the students to work with meaningful

questions. A good generating question induces various explorations, demands study and research, and

invokes the interest of the students. However, creating a good generating question within the subject

of combinatorics proved to be difficult.

Educational books on combinatorics (e.g. Ebbesen & Brydensholt, 2018; Frandsen, Carstensen, &

Studsgaard, 2018; Martin, 2001; Tucker, 2002) include repeating contexts of exercises and examples.
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Common questions ask for the number of different menus, combinations of clothes, committees or

seating arrangements. While such questions are accessible and may serve as appropriate bases for

working with counting principles and formulas, they fail to show the applicability of combinatorics.

The answers to counting problems used in teaching contexts are often numerical and seldom have any

use. For example, the importance of knowing that a restaurant has 252 different menus is hard to see.

The process of creating the generating question revealed extremely few counting problems yielding a

useful answer. The counting problems commonly used in education are not necessarily uninteresting.

However, one can easily conclude that the specific answers are not interesting, but the theory used to

yield them is. Unfortunately, this clashes with the idea behind study and research paths. As mentioned,

the intention is to put “important and meaningful questions at the forefront of teaching” (Winsløw,

Matheron, & Mercier, 2013). Of course, there are many important applications of combinatorics.

However, many of these applications are not feasibly introduced at secondary level and especially

not as an introduction to combinatorics. For example, creating a generating question in a biological

context, where combinatorics is used, arguably requires more knowledge of biology/chemistry than

could be expected at secondary level (e.g. Fertin, Labarre, Rusu, Tannier, & Vialette, 2009).

Thus, it is difficult to create a meaningful generating question the students should be able to answer

given their academic background. In addition, the generating question needed to be formulated such

that the SRP based on it, would lead to the students developing the aimed praxeologies.

6.2.2 The Chosen Generating Question

Based on the considerations described in the previous section, the generating question was chosen to

be

How could you construct a secure password?

The students can relate to passwords as something they encounter in their daily life. The question

might not evoke immediate interest since many people find it annoying to change and keep track of

their passwords. However, a secure password is very important to keep personal information safe.

The answer to the question is not merely numerical. On the contrary, in order to answer the question,

one needs to work on various subquestions which characterises a good generating question.

Initially, the question was formulated as “How can you make a good password?”. This question is

more open as the students themselves would need to define what a “good” password is. However,

the intention behind the SRP is for the students to generate mathematical subquestions, and thus the

word secure would arguably help fulfilling this intention. However, both formulations may lead to
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subquestions which will not target the aim of the design (described in Section 6.1.2). For example,

social factors are very important in password security (e.g. avoid choosing your son’s name) but these

considerations will not lead to the aimed combinatorial knowledge. Nevertheless, the question also

has the potential of generating many different combinatorial questions which is discussed in the a

priori analysis (Section 6.4).

6.3 L E S S O N P L A N S

This section gives an overview of the lessons of the teaching design. A more detailed description of

the teaching design is given in the a priori analysis (Section 6.4). An SRP can be presented by an SRP

diagram suggesting a nonlinear working process. However, questions are posed in a string and it is

the connection between them that is nonlinear. The lesson plans suggest that the teaching design is to

some extend directed by the teacher. This is done to ensure the teaching objective and ensure that

each groups will follow the same ”paths” in the diagram (not necessarily the same questions) at the

same time. Thus, the lesson plans are designed to render the SRP more linear.

Priori to the posing of the generating question the assignment in Figure 22 is given to the students

(see Appendix B for Danish version).
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How could you construct a secure password?

In the past years there has been an increase in the number of hacker attacks on passwords, and

thousands of passwords from big companies and websites have been leaked. Some resources

now report that hackers can check up to 1 billion passwords per second.

The CEO of the social media Youface is worried by this news and wants someone to take a

closer look at their password policy to ensure the users’ privacy. The current password policy

used by Youface is as follows:

Every password must be of 5-8 characters and can contain letters or digits. The system does

not distinguish between upper- and lower-case letters and special signs are not allowed.

Write a report, where you assess the security of Youface’s current password system. You must

discuss and assess the security of the system using various measures of security. Further, you

must produce a written proposal for a safer password system and discuss the security of this

system, again, using various measures of security. You must also explain the theory behind the

measures you use.

The report must be written in a way such that a person with a high school mathematical

background can follow your arguments and you must give detailed calculations to support your

statements. You must include a list of references.

Figure 9: Assignment given to the students in the beginning of lesson 1.

The assignment “frames” the lessons and motivates the generating question. The students are asked

to explore the question to be able to answer the request of Youface. Thus, the generating question

becomes natural to work with since its answer will enable the students to write the report. It is also

necessary to work with the generating question, since the formulation of the written report probably

challenges the students given their limited prior knowledge of combinatorics and password security.

Further, the written report serves to evaluate the teaching sequence.

From the first lesson the students are introduced to the structure of the SRP lessons. They are told to

set the scene i.e. to pose questions themselves and not only answer them. They are also encouraged to

use the Internet during the lessons. Every student receives a logbook to write down all their questions,

answers, calculations, resources etc. during the five lessons. The logbooks allow the students to
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collect ideas for the written assignment and are useful in a posteriori analysis.

The lessons consist of autonomous group work and conferences, where the groups share their questions

and answers. The conferences are structured as follows: the blackboard is divided in five parts (one

per group) within which the groups are expected to show selected results from their group work. In

this way the work is visible and presented on the blackboard. The order in which the groups present

their work is determined by the teacher after the empty spaces have been filled in order to choose

a feasible order. For example, it could be meaningful to choose the simplest cases first etc. The

conferences are held in a similar manner every time to reduce confusion.

The conferences ensure progress in all groups and serve to share ideas and to gain experience in

communicating mathematical content. The conferences may help the students focus, knowing they

have to present their work at a given time. Further, the conferences serve as a “safety net” of the

teaching design in the sense that they allow the teacher to guide the student discussion to ensure that

the teaching objective is achieved.

The lesson plans can be found in Table 6-10.
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Lesson 1

Time (min) Time acc. (min) Activity

10 10 In plenum: Introduction to the project.

15 25 In plenum: Motivational presentation of the context, the written assign-

ment and the generating question (see Appendix B).

Devolution: The groups are told to pose at least three questions that

might help answer the generating question and write them in their

assigned space on the blackboard.

10 35 Groups: Initial discussion of the generating question and posing of

subquestions.

15 50 Conference 1: The groups present their subquestions.

The teacher poses the question: “How can we investigate how password

length and the number of characters influence the number of possible

password?” and provides the students with the steppingstone: “How

many 3-character passwords can you make from A and B?”.

Devolution: The groups are told to answer the steppingstone question

above and pose and solve other similar questions. They are told to write

down their answer to the steppingstone question and select at least one

other question with answer and write these on the blackboard.

15 65 Groups: Working on the question “How many 3-character passwords

can you make from A and B?” and similar questions posed by them-

selves with changed parameters.

20 85 Conference 2: The groups present their questions and answers.

The teacher ensures that different solutions to the steppingstone question

are discussed. If not asked by a student, the teacher asks the questions

“How many r-character passwords can we construct from n different

characters?” and “How many k- or r-character passwords can we con-

struct from n different characters?” and these are answered collectively

in class, if they are not already suggested by some of the groups.

10 95 In plenum: Institutionalisation of the multiplication and addition prin-

ciples.

Table 6: Lesson plan for the first lesson.
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Lesson 2

Time (min) Time acc. (min) Activity

5 5 In plenum: Recap from last lesson.

5 10 In plenum: Teacher poses (or repeats) the question “How can we

measure password security?”.

Devolution: The students are told to search the Internet for an answer

(in English). The groups are told to write their suggestions of measures

of security and an example on the blackboard. They will also be told to

share their resources.

15 25 Groups: Working on the question.

20 45 Conference 3: The groups present their security measures and their ex-

amples. The webpages (Pleacher, Password Entropy, n.d.) and (Pleacher,

Calculating Password Entropy, n.d.) (Appendix A) are shared in class

by the teacher, if not by the students. The teacher ensures that time to

crack is discussed as a measure of security.

Devolution: The groups are told present the solution to one of tasks on

the webpages above on the blackboard.

10 55 Groups: Further work with entropy as a measure of password security.

The students work with the content and tasks on (Pleacher, Calculating

Password Entropy, n.d.).

15 70 Conference 4: The groups present their calculations and assessments

of the passwords from the tasks.

The teacher ensures that it is discussed why it is advantageous to use

entropy as a measure of security and further that it is discussed what it

means to use the base-2 logarithm.

The question “In precisely which way does length and the pool of

characters, respectively, influence the password security? How can we

investigate this?” is posed (or repeated) by the teacher.

Devolution: The groups will be told investigate the question by produc-

ing various plots. They will be told to be ready to present these plots in

the conference.

15 85 Groups: Working on the question.

10 95 Conference 5: Some groups present their plots. The teacher will facili-

tate a discussion of which kinds of growth the length and the pool of

characters entail.

Table 7: Lesson plan for the second lesson.

https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
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Lesson 3

Time (min) Time acc. (min) Activity

5 5 In plenum: The teacher poses the question: “Which is the most impor-

tant factor in password security? Length or the pool of characters?”.

Devolution: The groups are told to write a hypothesis with an explana-

tion on the blackboard. If needed, the teacher will suggest to look at

concrete examples and/or try plotting functions in CAS.

20 25 Groups: Working on the question. If necessary, the teacher elaborates

with the question “If we have nr possible passwords will it make the

password more secure to increase the length or the pool of characters?”.

20 45 Conference 6: The groups present their hypotheses and their reasoning

behind these. Plots and/or calculations are presented.

Teacher poses (or repeats) the question: “Which restrictions can we

put on a password to make it more secure?” and emphasises the at

least-constraint probably already discussed in lesson 1 and poses the

question: “How many 3-character passwords made from A, B and 1 are

possible if the password must contain 1?”

Devolution: The groups are told to write down their solution to the

question on the blackboard.

10 55 Groups: Working on the question.

20 75 Conference 7: The students present their work. The teacher ensures

different methods of solving the problem are discussed including the

breaking into cases method. The teacher poses the question “What if a

6-character password must contain letters and at least one digit? How

many possible passwords are there then?”

Devolution: The groups are told to present their method and numerical

answer (if possible) in the next conference.

20 95 Groups: Working on the question.

Table 8: Lesson plan for the third lesson.
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Lesson 4

Time (min) Time acc. (min) Activity

20 20 Conference 8: The groups present their work on the question.

The teacher goes through the problem using student contribution and in-

stitutionalises the formula for the number of permutations of n elements

and the factorial notation (see slides in Appendix B). The teacher poses

the question: “Can we find a general formula for the number of ways to

choose r objects out of n?”

Devolution: The students are told to write down their suggestions to a

general formula on the blackboard and be ready to present the reasoning

behind it. They will be told that they are allowed to use the Internet.

10 30 Groups: Working on the question.

20 50 Conference 9: The groups present their formulas and explain these.

Based on the students formulas the teacher institutionalises binomial

coefficients. The answer to “What if a 6-character password must

contain letters and at least one number? How many possible passwords

are there then?” is finalised using the new notation. Teacher poses the

question: “What if a password must be of length r and contain letters

and at least one number? How many possible passwords are there

then?”

Devolution: The groups are told to write down their solution to the

question on the blackboard.

10 60 Groups: Working on the question.

15 75 Conference 10: The groups present their formulas.

The teacher asks if the formula can be further generalised and this is

answered in a class discussion.

The teacher returns to the question “What if a 6-character password

must contain letters and at least one number? How many possible

passwords are there then?” and gives two other solutions (a correct and

an incorrect) and asks the students to assess the statements.

Devolution: The groups are told to write on the blackboard whether

they think the solutions yield the correct results and explain.

10 85 Groups: Working on the question.

10 95 Conference 11: The students present their assessment of the solution.

The teacher ensures the issue of overcounting is addressed using partic-

ular examples of outcomes.

Table 9: Lesson plan for the fourth lesson.
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Lesson 5

Time (min) Time acc. (min) Activity

5 5 In plenum: The teacher poses (or repeats) the question of the security

of passphrases: “Is it secure to choose one or more different dictionary

word as a password?”

Devolution: The groups are told to present calculations to assess the

security of passwords consisting of one or more dictionary words.

15 20 Groups: Working on the question.

15 35 Conference 12: The groups present their calculations.

The teacher ensures the solution method using binomial coefficients is

discussed. The teacher poses the question “What if you use r different

words? What must r be in order for the password to be secure?”

Devolution: The groups are told to present their solution to the number

of passwords when using r words and a suggestion of which r provides

security.

10 45 Groups: Working on the question.

20 65 Conference 13: The groups present their work.

The teacher poses the question “Can we find a general formula for

the number of arrangements of r objects taken from n objects, when

repetition is not allowed?”, which is answered collectively in class based

on the content already on the blackboard from the conference.

Institutionalisation of permutation formula.

30 95 Groups: The students work on the assignment, which they finalise at

home.

Table 10: Lesson plan for the fifth lesson.
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6.4 A P R I O R I A N A LY S I S O F T H E T E AC H I N G D E S I G N

Section 6.4 provides an a priori analysis of the teaching design. Further, the choices made in the

design will be explained. The analysis includes questions and (some of the) answers which are likely

to be produced by the students. These will arise from the generating question and other questions

posed by the teacher or the students themselves. Some questions will likely be posed by a student

(e.g. in the initial discussion of Q0), but then, due to the linearity of the lesson plans, they will be

postponed and eventually repeated by the teacher. If certain questions do not naturally arise from the

students, the teacher will ensure they are included such that the teaching objective is fulfilled.

The analysis includes diagrams as the one presented in Figure 3 in Chapter 2. In the diagrams the

teacher-posed questions appear in black. The answers A1, A2 etc. are not included in the diagrams for

simplicity. The answers Ax to Qx are presented in the text. The SRP of the design consists of many

questions which complicates the indexing. To ameliorate this problem, define Qxy = xQy, where x

and y are arbitrary sequences of digits. For instance, if many subquestions arise from Q1121, then

these will be denoted 1121Q1, 1121Q2 etc. The analysis of different “paths” or ”branches” of questions

are split and the subgroups are colour-coded in the SRP diagrams. The full SRP diagram and the full

list of questions can be found in Appendix C.

6.4.1 Lesson 1

The teaching sequence is introduced by a motivational presentation serving to emphasise the impor-

tance of secure passwords (see Appendix B1). The presentation concerns recent news on password

leaks and the fast development of technology used by hackers. Further, the most frequently used

passwords of 2019 (which can surely be classified as non-clever) are presented to evoke the students’

feelings of necessity of secure password policies. Then the written assignment is introduced. The

students are given time to read the assignment but are then directed to focus on the generating question.

After the presentation of the generating question, the students produce questions and perhaps some

preliminary answers based on their prior knowledge. The SRP diagram in Figure 10 illustrates

questions that may arise.

1 Click here to open the file.

https://1drv.ms/p/s!AvbJQbbxLmvGkyrDdRnBA5UgNlYz
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Figure 10: SRP diagram based on Q0.

The questions represented in Figure 10 are written below. The answers to these questions are not

given, since many of them are answered through the answering of subquestions in later activities.

Q0: How could you construct a secure password?

Q1: What does it mean for a password to be secure?

Q11: What makes a password hard to guess?

Q111: What makes a password easy to guess?

Q1111: What are “stupid” passwords?

Q112: Which restrictions can be put on a password to make it harder to guess?

Q1121: How does length affect password security?

Q1122: How does the pool of characters affect password security?

Q1123: What if the password must contain at least one digit?

Q12: How can we measure password security?

Q2: Why does a password need to be secure?

Q21: How can a password be “attacked”?
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Q211: How fast can passwords be cracked by technology?

Q3: What are common password guidelines?

Q31: Which password policies do various sites use?

Q311: Are these secure?

Q4: Does it matter whether you use the same password for multiple sites?

Q5: Does it matter how long you keep the same password?

Q6: How can you make a secure password which is also easy to remember?

In conference 1, the groups present at least three subquestions and perhaps some initial answers. The

teacher ensures the questions of how length and the pool of characters affect the number of possible

passwords are posed. At the end of the conference, the students are asked to work on the question

“How can we investigate how password length and the number of characters influence the number

of possible passwords?” (1121Q1). Further, the teacher asks the question “How many 3-character

passwords can you make from A and B?” (1121Q11) as a steppingstone for the students to generate

similar questions. The steppingstone also enables all groups to work on at least one identical question

to be solved collectively, and the groups will likely provide different solution methods to enrich the

discussion.

The diagram in Figure 11 describes questions which are likely to arise. Note that the parameters will

vary and these questions are merely examples.
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Figure 11: SRP diagram based on 1121Q1 and 1121Q11.

1121Q1: How can we investigate how password length and the number of characters influence the

number of possible passwords?

1121Q11: How many 3-character passwords can you make from A and B?

1121Q111: How many 4-character passwords can you make from A and B?

1121Q112: How many 4-character passwords can you make from A, B and C?

1121Q113: How many 3- or 4-character passwords can you make from A and B?

1121Q1131: How many passwords can you make from A and B with maximum 4 characters?

1121Q12: How many 3-character passwords can you make from all the letters in the alphabet?

1121Q121: How many 3-character passwords can you make from all the letters in the alphabet and all the

digits?

1121Q122: What if we distinguish between upper- and lower-case letters?

1121Q1211: What if we construct passwords of length r?
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1121Q12111: How many r-character passwords can we construct from n different characters?

1121Q121111: How many k- or r-character passwords can we construct from n different characters?

1121Q121112: How many passwords can we construct from n different characters with a maximal length of r?

The literature summarised in Chapter 4 suggested that a set-oriented perspective (Lockwood, 2014b)

could benefit students when solving counting problems. Thus, listings and tree diagrams are empha-

sised in the lesson. In many counting problems of the teaching design, complete listing is impossible

due to large numerical values. Thus, it is important that the initial problems enable listing. Never-

theless, partial listing may still be beneficial when numerical values are large, and the students are

encouraged to provide examples and non-examples of desirable outcomes in these cases. Below,

some possible answers to 1121Q11 are given. Answers to the other questions are based on similar

argumentation.

1121A11 : How many 3-character passwords can you make from A and B?

The students can approach this question in various ways. The cardinality of the set of outcomes is

small and complete listing is feasible:

AAA, AAB, ABA, ABB, BAA, BAB, BBA, BBB

One could also construct a tree diagram to organise the listing as seen in Figure 12.

Figure 12: Tree diagram of the number of 3-character passwords made of characters A and B.
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Further, one could argue directly using the multiplication principle: there are two options for each

spot in the password, so that there are 2 · 2 · 2 = 23 = 8 possible passwords. A less obvious way of

solving the problem is to focus on one of the characters, say A. One could produce a table according

to the number of A’s in the password (Table 11).

Number of A’s Number of passwords

0 1

1 3

2 3

3 1

Table 11: Number of 3-character passwords made from A and B.

Based on Table 11, one could then apply the addition principle to yield the answer: 1+ 3+ 3+ 1 = 8

passwords2.

In conference 2, the groups share their work on the question “How many 3-character passwords

can you make from A and B?” (1121Q11) and at least one other question posed by themselves. The

teacher ensures that different solution methods are discussed (tree diagram, listing, 2 · 2 · 2 = 23).

The question “How many 4-character passwords can you make from A and B?” (1121Q111) is likely

posed by some students. The teacher combines this question with the steppingstone question to “How

many 3 or 4-character passwords can you make from A and B?” (1121Q113), and this is answered

collectively in class. The teacher makes sure that the questions “How many r-character passwords can

you make from n different characters?” (1121Q12111) and “How many k or r-character passwords can

you make from n different characters?” (1121Q121111) are eventually answered in the class discussion.

Conference 2 facilitates the institutionalisation of the multiplication principle, the addition principle

and the formula for the number of possibilities when repetition is allowed and order matters (nr).

In the institutionalisation, the principles are formulated as in the official list of formulas for A-level

mathematics (Schomacker, Bang-Jensen, Bruun, & Dejgaard, 2018), which was requested by the

teacher of the class (Table 12).

2 Note that the rightmost column represents the fourth row in Pascal’s triangle. Similarly, the number of 4-character passwords

made from A and B would represent the fifth row of Pascal’s triangle. A study used this approach to facilitate the students’

deduction of the binomial theorem (Lockwood & Reed, 2018). However, this activity requires prior knowledge of binomial

coefficients and more general experience with counting problems.
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Multiplication principle

Number of ways to choose one element from N and one element from M,

where N consists of n elements and M consists of m elements.

................n ·m

Addition principle

Number of ways to choose one element from N or one element from M,

where N consists of n elements and M consists of m elements.

.............. n + m

Table 12: The multiplication and addition principles as stated in (Schomacker, Bang-Jensen, Bruun, & Dejgaard,

2018)

The teacher emphasises the necessity of independence, i.e. that the multiplication principle can only

be applied when the first choice does not affect the number of options at the second choice. The

teacher illustrates this in an example where one must create a menu and the courses can be chosen

independently of each other. Further, the example from Chapter 5, where one must calculate the

number of ways to pick two cards so that the first card is a face card and the second is a heart, is given.

This is done in order to illustrate when two choices are not independent.

Similarly, the teacher addresses the disjointedness assumption in the addition principle using the

following examples:

Example: You have two drawers with socks in them. The first drawer contains one pair of red socks

and one pair of blue socks. The second drawer contains one pair of green socks and one pair of yellow

socks. How many colours of socks can you choose from?

Example: You have two drawers with socks in them. The first drawer contains one pair of red socks

and one pair of blue socks. The second drawer contains one pair of green socks, one pair of yellow

socks and one pair of red socks. How many colours of socks can you choose from?

These examples illustrate when the addition principle is applicable and when it is not. Note that the

addition principle as stated in Table 12 is not wrong if you consider an element to be different whether

it was chosen from N or M. That is, if it matters whether you chose the red sock from the first or the

second drawer (however, this is rarely the case).
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6.4.2 Lesson 2

First a recap of lesson 1 is given. Then the teacher poses (or repeats) the question “How can we

measure password security?” (Q12). The students are told to investigate this question using the Internet

and that it is feasible to do the search in English. The diagram in Figure 13 describes possible questions.

Figure 13: SRP diagram based on Q12.

Q12: How can we measure password security?

12Q1: How can we use the number of possible passwords to measure the security?

12Q2: How can we calculate the time it will take to crack a password?

12Q3: What is “entropy” and how can it be used to measure security of a password?

12Q31: What is a secure password in terms of entropy?

21Q32: What is the advantage of using entropy as a measure of password security?

Possible answers to the questions are presented below. Further, possible online resources found by the

students are presented. The question Q12 is answered by answering its subquestions.

12A1 : How can we use the number of possible passwords to measure the security?

An obvious way to measure the security of a password (often referred to as password strength) is

the number of guesses it would take to crack it, i.e. the number of possible passwords. The students
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already worked with this measure in the first lesson.

12A2 : How can we calculate the time it will take to crack a password?

Another password security measure is time to crack given a specific number of passwords a hacker

can test per second. The students will likely think of this measure, since it is implicitly suggested in

the written assignment. Different hacking times are suggested by different resources. In the written

assignment it is stated that a computer can test 1 billion possibilities per second (Dalahaye, 2019).

Most likely, the students will use this estimate to calculate cracking times, but some may look up

others on the Internet. For example, the students could consider 8-character passwords made from

lower-case and upper-case letters and digits3. This yields (26 + 26 + 10)8 = 628 different passwords,

which means that the time to crack the password would be

628 passwords
109 passwords/second

≈ 218.340 seconds ≈ 60 hours.

The fast cracking time would likely astonish the students and further underline the importance of

secure passwords.

12A3: What is “entropy” and how can it be used to measure security of a password?

When the students search for ways to measure password security, likely search strings would be

“secure password measure” or “how to measure password security”. Typing these words could lead to

the Wikipedia page (Password strength, 2020). One of the sections of the article is titled “Entropy as

a measure of password strength”, and here the students may gain knowledge hereof. However, the

information is relatively sparse and thus, the students may search for other webpages which explain

the concept better. Typing “entropy password” could lead to the pages (Pleacher, Password Entropy,

n.d.) and (Pleacher, Calculating Password Entropy, n.d.). These pages are intended for teaching and

the content could enable the students to apply entropy as a measure of password security. There are

multiple similar webpages leading to entropy as a measure of password security. However, based on

the mentioned webpages, the students are expected to produce the following answer:

Password entropy is a measure of how unpredictable a password is. That is, it is a measure of disorder,

and the higher the entropy, i.e. the less ordered the password is, the more secure it is. Entropy is

calculated as

E = log2(RL),

3 The letters æ, ø and å will be excluded.

https://en.wikipedia.org/wiki/Password_strength
https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
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where E stands for entropy, which is measured in bits, R is the cardinality of the pool of unique

characters and L is the length of the password. As an example, consider the password “password”.

Here R = 26 for the 26 letters of the alphabet and L = 8 because the word contains 8 letters. Thus,

the entropy is

E = log2(268) ≈ 38.

As another example, consider the password “Password1”. Here R = 26 + 26 + 10 = 62 for the 26

lower-case letters of the alphabet, the 26 upper-case letters of the alphabet and the 10 digits. Here

L = 9, so the entropy is

E = log2(629) ≈ 54.

Note that “RL” is the formula that the students already worked with in lesson 1 (nr). Entropy is

defined using the base-2 logarithm, and this means that an entropy of e.g. 54 bits would take 254

attempts to exhaust. In other words, a password of 54 bits is as strong as string of 54 fair coin tosses.

Further, if you increase the entropy of a password by one bit, the number of guesses required doubles,

and thereby also doubling the time it will take to crack it.

Whether students will be able to produce these statements depends on their prior knowledge of

logarithms which may vary considerably between students. The teacher facilitates a discussion at

conference 4 to ensure that all students have the necessary knowledge of logarithms.

12A31 : What is a secure password in terms of entropy?

Resources provide different categorisations of password security in terms of entropy. A common

categorisation is listed in Table 13 and can be found on the mentioned page (Pleacher, Password

Entropy, n.d.).

Entropy (bits) Password strength

0-28 Very weak

29-35 Weak

36-59 Reasonable

60-127 Strong

128+ Very strong

Table 13: Password strength (Pleacher, Password Entropy, n.d.).

https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
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The example above with the number of 9-character passwords made from lower- and upper-case

letters and digits resulted in an entropy of 54 bits, which would be a ‘reasonable’ password strength

according to the categorisation in Table 13.

12A32 : What is the advantage of using entropy as a measure of password security?

There are often an enormous number of possible passwords. By measuring using entropy, the numbers

are more manageable. However, one must keep in mind that a small change in entropy corresponds to

a much larger change in the number of possible passwords.

In conference 3, the groups present the security measures studied and provide an example. E.g.

like the ones presented in the answers above (time to crack and/or entropy calculations). Then the

webpages (Pleacher, Password Entropy, n.d.) and (Pleacher, Calculating Password Entropy, n.d.) are

shared with the class (if necessary by the teacher). The students are told to solve the tasks on the

page (Pleacher, Calculating Password Entropy, n.d.) to ensure that all students are able to calculate

entropies. Each group presents a task in conference 4. The teacher also ensures that it is discussed

why the use of entropy is advantageous as a security measure and that it is discussed what it means to

use the base-2 logarithm.

Given that the students have now seen how the entropy changes with length and the cardinality of the

pool of characters, the following question is posed “In precisely which way does length and the pool

of characters, respectively, influence the password security? How can we investigate this?” (1121Q2).

First, the class discusses the question and it may be suggested to produce some plots (otherwise the

teacher makes the suggestion). Thus, the students work on the question by plotting the number of

passwords, for different character pool sizes and lengths.

The plot in Figure 14 shows the number of 6-, 8-, 10- and 12-character passwords as a function of the

size of the pool of characters. Note that the functions are plotted on a continuous x-axis, which is of

course incorrect, since the length and pool of characters are natural numbers. One should have created

a point-plot, but it is likely that the students will not think of this.

https://www.pleacher.com/mp/mlessons/algebra/entropy2.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
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Figure 14: Plot produced in TI-Nspire of the number of 6-, 8-, 10- and 12-character passwords as a function of

the pool of characters.

The plot in Figure 15 shows the number of x-character passwords for pools of 10, 30, 50 and 70

characters, respectively.

Figure 15: Plot produced in TI-Nspire of the number of x-character passwords for a fixed pool of 10, 30, 50

and 70 characters, respectively.

The plots could also be made with entropy and time to crack as measures of security.

In conference 5, the teacher selects one or more groups to present their plots. The plots visualise how

security depends on length and the pool of characters, and the students experience that just adding a
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single digit or letter may increase security substantially. Further, the plots raise the question of which

kind of growth the plots represent of which the teacher facilitates a class discussion: given a pool of

characters of size n, the number of passwords increases exponentially with the password length, and

for a given password length r, the number of passwords follows a power function.

6.4.3 Lesson 3

In lesson 2 it was established how the number of possible passwords depends on the password length

and the size of the pool of characters. Subsequently, the question “Which is the most important

factor in password security? Length or the pool of characters?” (1121Q21) is posed (or repeated) by

the teacher. Note that it is possible that the question was already raised by the students in lesson 2

during their work with the question “In precisely which way does length and the pool of characters,

respectively, influence the password security?” (1121Q2). The diagram in Figure 16 describes possible

questions.

Figure 16: SRP diagram based on 1121Q2.

1121Q21: Which is the most important factor in password security? Length or the pool of characters?
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1121Q211: If you have the password “password1” would it be wiser to change it to “password10” or

“Password1” in order to make it more secure?

1121Q212: If we have nr possible passwords will it make the password more secure to increase the length

or the pool of characters?

1121Q2121: Consider the number of 3-character passwords made from A and B. Will there be a larger

increase in the number of passwords if we include the letter C or if we increase the length by

one?

1121Q21211: Consider the number of 8-character passwords made from 20 different characters. Will there be

a larger increase in the number of passwords if we now have 21 different characters or if we

increase the length by one?

1121Q2122: When does nr+1 ≥ (n + 1)r hold?

1121Q21221: How can we investigate this?

The students may try to answer the first question, 1121Q21, by searching the Internet. Many pages state

that password length is the most important factor in password security. However, it is unlikely that the

students will find an answer to why this is the case. The answer may be found via other questions:

1121A211 : If you have the password “password1” would it be wiser to change it to “password10”

or “Password1” in order to make it more secure?

One could imagine students posing a question of this type. The question gives the students the

opportunity to apply their knowledge of entropy as a measure of password security. The password

“password1” has an entropy of log2(369) ≈ 47 bits. Changing the password to “password10” would

increase the entropy to log2(3610) ≈ 52 bits, while changing the password to “Password1” would

increase the entropy to log2(629) ≈ 54 bits. These values may leave the students with the hypothesis

that length is the most important factor in password security, given that the pool of characters increased

by 26 and the length increased by only one, but the resulting entropies were similar. Some may also

think that the pool of characters is the most important factor since 54 > 52. However, they will likely

feel the necessity to investigate further in order to answer 1121Q21.

If the groups get stuck during the group work, the teacher will pose the following question:

1121 A212 : If we have nr possible passwords will it make the password more secure to increase the

length or the pool of characters by one?
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The students will likely approach this question by first considering some special cases as described in

the following questions:

1121A2121 : Consider the number of 3-character passwords made from A and B. Will there be a

larger increase in the number of passwords if we include the letter C or if we increase the length

by one?

The number of 3-character passwords made from A and B is 23 = 8. Including C in the pool of

characters results in 33 = 27 passwords, while increasing the length by one yields 24 = 16 passwords.

Thus, in this case the pool of characters is the most important factor.

1121A21211 : Consider the number of 8-character passwords made from 20 different characters.

Will there be a larger increase in the number of passwords if we now have 21 different characters

or if we increase the length by one?

The number of 8-character passwords made from 20 different characters is 208 = 25.600.000.000.

Including one extra character in the pool of characters results in 218 = 37.822.859.361 passwords,

while increasing the length by one yields 209 = 520.000.000.000 passwords. Thus, in this case length

is the most important factor.

Hopefully, the students pose questions leading to different conclusions as exemplified above. The

inconclusiveness could lead to the questions below, which the teacher will help pose if necessary.

The teacher may choose to only help some groups pose these question depending on the status in the

various groups.

1121A2121 : When does nr+1 ≥ (n + 1)r hold? and 1121A21211 : How can we investigate this?

The students are not expected to produce a complete formal answer to the questions above. However,

they may investigate the situation graphically (suggested by the teacher if necessary). For example,

one could plot the two sides of the inequality for fixed values of the length r. Define

f1(n) = nr+1 and f2(n) = (n + 1)r
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Figure 17: Plots produced in TI-Nspire of the number of passwords as a function of the pool of characters (x)

for a) length r = 1, b) length r = 4, c) length r = 8, and (d) length r = 12.

It is seen from Figure 17 that up to a certain cardinality of the pool of characters, it will yield more

possible passwords to add a character to this pool and hereafter it will yield more to increase the length

by one. It appears that for larger values of r, length becomes the most important factor for larger n.

Given that passwords are often constructed from a rather large pool of characters one concludes that

for practical purposes it is often most feasible to increase length. Of course, this answer is incomplete,

but the students are expected to produce a similar answer. Further, to answer the generating question

and the written assignment this informal approach suffices.

After the group work the results are shared in conference 6. Each group writes a hypothesis about

which factor is most important. For example, a group managing to produce some plots could show

these to the class and other groups might show specific calculations from their examples.

The next part of the teaching design aims to develop the praxeologies of combinations and permutations.

The diagram in Figure 18 describes the structure:
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Figure 18: SRP diagram based on Q112 and Q1123.

Q112: Which restrictions can we put on a password to make it more secure?

Q1123: What if the password must contain at least one digit?

1123Q1: How many 3-character passwords made from A, B and 1 are possible if the password must

contain 1?

1123Q11: What if a 6-character password must contain letters and at least one digit? How many possible

passwords are there then?

1123Q111: What if a 6-character password must contain letters and exactly one digit? Exactly two? Exactly

three? Etc.

1123Q1111: In how many ways can we arrange n objects?

1123Q1112: Can we find a general formula for the number of ways to choose r objects out of n?

1123Q1113: How can we use 1123Q111 to answer 1123Q11?

1123Q112: What if a password must be of length r and contain letters and at least one digit? How many

possible passwords are there then?
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1123Q1121: Can we further generalise this?

Note that many of the questions above are posed in the slides (Appendix B4). The green questions are

hopefully posed by at least some groups so that they only need to be repeated in the slides.

The teacher poses (or repeats) the question: “Which restrictions can we put on a password to make it

more secure?” (Q112), emphasises the at least-constraint probably already discussed in lesson 1 and

leads to the question: “How many 3-character passwords made from A, B and 1 are possible if the

password must contain 1?” (1123Q1).

1123A1 : How many 3-character passwords made from A, B and 1 are possible if the password

must contain at least one 1?

There are multiple ways of solving this counting problem. One approach is to break the problem into

disjoint cases: exactly one 1, exactly two 1’s and exactly three 1’s. The number of passwords in each

of these three cases can be determined via listing (Table 14).

Passwords with exactly one 1 Passwords with exactly two 1’s Passwords with exactly three 1’s

1AA 11A 111

1AB 11B

1BA 1A1

1BB 1B1

A1A A11

A1B B11

B1A

B1B

AA1

AB1

BA1

BB1

Table 14: Solution to 1123Q1.

One could also use the multiplication principle: when there are exactly one 1, the digit can be placed in

three spots. For the remaining two spots there are two options for each, A or B, yielding 3 · 2 · 2 = 12

passwords. The presence of exactly two 1’s leaves three pairs of spots in which to place these two

4 Click here to open the file.

https://1drv.ms/p/s!AvbJQbbxLmvGkyhuzavPty_tR6Kp
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digits. The remaining spot has two options, A or B. This yields 3 · 2 = 6 passwords. Finally, there is

only one way of placing three 1’s. Thus, by the addition principle, the total number of passwords is

12 + 6 + 1 = 19. This kind of reasoning will also be used in the next question, but where the students

do not have the listing to support them. One could also argue using binomial coefficients (as in the

next question). For now, however, the aim is to use the counting principles.

Another approach is to calculate the number of 3-character passwords made from A, B and 1 and

then subtract the one without any 1’s. There are 33 = 27 3-character passwords made from A, B and

1 and 23 = 8 3-character passwords made from A and B, yielding 27− 8 = 19 passwords. Some

students may use this reasoning. If not the teacher should not mention the method, since the approach

of breaking the problem into cases leads to the use of binomial coefficients, and knowledge hereof is

an aim of the teaching design. The introduction of this, arguably simpler, approach may attenuate the

students’ motivation to work with binomial coefficients in relation to the next question.

A tempting, but incorrect solution is to argue that the required 1 can be placed in three spots and then

we can fill out the remaining two spots with any of the three characters since the at least-constraint is

already met. This approach yields 3 · 3 · 3 = 27 passwords with at least one 1. However, this counting

process overcounts the total number of desirable outcomes (see the discussion of the next question).

Some students may use this reasoning, but since the total number of passwords made from A, B and 1

also equals 33 = 27, they ought to realise the mistake. However, they may not realise why the error

was produced. The issue of overcounting is postponed to the discussion of the next question.

At conference 7, the groups present their solutions on the blackboard. The work serves as preparation

for the next question which has the same structure, but where listing is infeasible. Thus, the teacher

should ensure that the approach of breaking into cases is discussed thoroughly. Otherwise, some

students may have notable difficulty approaching the next question, since they have limited experience

with counting problems in general and binomial coefficients in particular.

After conference 7, the teacher poses the question:

1123A11 : What if a 6-character password must contain letters and at least one digit? How many

possible passwords are there then?

Question 1123Q11 represents a relatively difficult counting problem. Nevertheless, the students should

be capable of trying to solve the problem given the work on the previous question. However, re-

applying the same procedure is not feasible, since the numerical values are now larger. For example, it
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is easy to see that there are three ways of placing two objects in three spots, but in the current problem

the number of placings is not easily realised. In this context the need for binomial coefficients arises.

It is likely that the students will try to break the problem into cases, and thus approach the problem by

considering the following questions:

1123A111 : What if a 6-character password must contain letters and exactly one digit? Exactly two?

Exactly three? Etc.

A suggestion of how the problem could be solved given the students’ prior knowledge is presented

below. However, it is unlikely that all groups will be able to produce an answer to this question. Thus,

the problem will be discussed in detail in the beginning of lesson 4 (see slides in Appendix B5 based

on the solution presented below).

First, consider the case with exactly one digit. In one of the spots we can choose between the 10

different digits and in the other five spots can we choose from the 26 letters. If we place the digit

in the first spot, we have 10 · 26 · 26 · 26 · 26 · 26 = 10 · 265 passwords. Similarly, if we place the

digit in the second spot, we have 26 · 10 · 26 · 26 · 26 · 26 = 10 · 265 passwords. Thus, the number of

possible passwords is 6 · 10 · 265.

Now, consider the number of 6-character passwords with exactly two digits. If we place the two digits

in the first two spots, we have 10 · 10 · 26 · 26 · 26 · 26 = 102 · 264 passwords. Similarly, if we place

the digit in the second and third spot, we would have 26 · 10 · 10 · 26 · 26 · 26 = 102 · 264 passwords.

In the first example, we considered the number of ways to place the digit, so now we need to consider

the number of ways to place two digits in six spots. So the question is: in how many ways can you

choose 2 spots out of 6?

There are 6 ways to choose the first spot, and then 5 choices for the second spot. This gives 6 · 5

different combinations of spots. However, it does not matter whether we first choose e.g. spot 1 and

then spot 3 or vice versa – the result is the same. Thus, every 2-spot choice is counted twice, so we

need to divide by 2 (two is the numbers of ways to arrange the two spots). We get 6·5
2 = 15 different

ways of choosing two out of 6 spots. Hence, we have 15 · 102 · 264 possible 6-character passwords

with exactly two digits.

The same argument applies if the password must contain exactly three digits, and thus we need to

find the number of ways to choose 3 spots out of 6 spots. For the first spot we have 6 options, for the

second we have 5 options and for the third we have 4 options. Again, some of these are the same, and

we need to divide by the number of ways to arrange 3 objects. When arranging 3 objects, we have 3

5 Click here to open the file.

https://1drv.ms/p/s!AvbJQbbxLmvGkyhuzavPty_tR6Kp
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options for the first spot, 2 for the second and 1 for the third. That is, there are 3 · 2 · 1 ways to arrange

3 objects. Thus, the number of ways to choose 3 spots out of 6 is

6 · 5 · 4
3 · 2 · 1 = 20

Hence the number of possible passwords is

20 · 103 · 263.

1123A1111 : In how many ways can we arrange n objects?

This question is likely to arise, since the students also need to calculate the number of ways to

arrange 4, 5 and 6 objects, respectively, in order to answer 1123Q11. They may only look at special

cases. However, some students may consider the generalisability. Otherwise it will be discussed at

conference 8 on the teachers’s initiative (see slides). The students might reason as above in order

to achieve the formula n(n− 1) · (n− 2) · · · 2 · 1 or search the Internet for the answer and find the

factorial notation:

n! = n · (n− 1) · (n− 2) · · · 2 · 1.

6.4.4 Lesson 4

The questions answered above will be discussed in conference 8 (and also presented by the teacher

based on the slides) in the beginning of lesson 4. In particular, the number of permutations of n

elements will be institutionalised and the factorial notation will be introduced. In the solving of

1123Q11, the students will see that the notation gets more complicated for larger numerical values of

the parameters. Thus, the teacher poses the question below to ease the calculations. The question may

have been posed by the students in the work with the previous question, but probably not by all the

groups.

1123 A1112: Can we find a general formula for the number of ways to choose r objects out of n?

The question can be approached in several ways. Some may use the same reasoning as in the previous

question and produce the following formula:

n · (n− 1) · (n− 2) · · · (n− (r− 1))
r · (r− 1) · (r− 2) · · · 2 · 1 =

n · (n− 1) · (n− 2) · · · (n− r + 1)
r!
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Some students may search the Internet for a solution. Google searches in English or Danish lead to

multiple webpages where the students would encounter the following formula and notation as well as

the notion of binomial coefficient:

K(n, r) =
(

n
r

)
=

n!
r!(n− r)!

The students could consult the calculated special cases and maybe the formula they deduced earlier to

see that these correspond. For example

K(6, 3) =
(

6
3

)
=

6!
3!(6− 3)!

=
6 · 5 · 4 · 3 · 2 · 1

(3 · 2 · 1) · (3 · 2 · 1) =
6 · 5 · 4

6
= 20

At conference 9 the groups will present how they arrived at their formulas and the teacher institution-

alises the K(n, r) formula. Then, the following question is answered in class using the new notation.

1123A1113: How can we use 1123Q111 to answer 1123Q11?

We already calculated the number of 6-character passwords with exactly one, two and three digits,

respectively. The number of 6-character passwords with exactly 4, 5 and 6 digits are calculated using

the newly introduced notation:(
6
4

)
· 104 · 262 =

6!
4!(6− 4)!

· 104 · 262 = 15 · 104 · 262(
6
5

)
· 105 · 261 =

6!
5!(6− 5)!

· 105 · 26 = 6 · 105 · 26(
6
6

)
· 106 · 260 =

6!
6!(6− 6)!

· 106 = 106

By the addition principle, the number of 6-character passwords with at least one digit is(
6
1

)
· 101 · 265 +

(
6
2

)
· 102 · 264 +

(
6
3

)
· 103 · 263 +

(
6
4

)
· 104 · 262 +

(
6
5

)
· 105 · 261 +

(
6
6

)
· 106 · 260

Next, the teacher poses a question which aims to generalise 1123A11. Such a generalisation will be

useful in order to complete the written assignment.

1123A1114 : What if a password must be of length r and contain letters and at least one digit? How

many possible passwords are there then?

Considering passwords of length r we arrive at the following expression:(
r
1

)
· 101 · 26r−1 +

(
r
2

)
· 102 · 26r−2 + · · ·+

(
r

r− 1

)
· 10r−1 · 261 +

(
r
r

)
· 10r · 260 =

r

∑
i=1

(
r
i

)
· 10i · 26r−i
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At conference 10 this formula will be discussed, and the following question will be posed by the

teacher, if not by a student, and discussed in class:

1123A11141 : Can we further generalise this?

The formula can be generalised further by considering arbitrary pools of characters, i.e. consider a

pool containing x characters and a pool containing y other characters. The number of r-character

passwords containing at least one character from the pool with x characters is(
r
1

)
· x1 · yr−1 +

(
r
2

)
· x2 · yr−2 + · · ·+

(
r

r− 1

)
· xr−1 · y1 +

(
r
r

)
· xr · y0 =

r

∑
i=1

(
r
i

)
· xi · yr−i

Further, one could choose to consider the number of r-character passwords with at least m ≤ r

characters from the pool of x characters:(
r
m

)
· xm · yr−m +

(
r

m + 1

)
· xm+1 · yr−(m+1)+ · · ·+

(
r

r− 1

)
· xr−1 · y1 +

(
r
r

)
· xr · y0 =

r

∑
i=m

(
r
i

)
· xi · yr−i

The next activity aims to address the issue of overcounting which the literature review in Chapter

4 mentioned as a common pitfall in combinatorics. The activity is inspired by that of the article

(Lockwood, 2014a). The teacher returns to the question “What if a 6-character password must contain

letters and at least one digit? How many possible passwords are there then?” (1123Q11) and provides

two other ways of solving the problem:

Solution 2: 366 − 266 Solution 3:
(

6
1

)
· 10 · 365

Solution 2 is correct, while solution 3 leads to an overcount. The teacher explains the reasoning

behind the expressions. In solution 2, we subtract the unfavourable outcomes from the entire set of

outcomes, i.e. the number of 6-character passwords with no digits is subtracted from the total number

of 6-character password containing letters or digits.

In solution 3, we first choose where to place the required digit (can be done in (6
1) ways) and there are

10 options for this digit. Then the remaining five spots are filled out by either letters or digits of which

there are 36 in total. In this way we are guaranteed to have at least one digit.

The students are asked to assess the two solutions and write on the blackboard if they think they

are correct or not (and why). It is hinted that writing down examples of outcomes can be helpful.

Otherwise the students may not know how to investigate why the reasoning of solution 3 is incorrect.

First, the students will likely calculate the numerical values of the expression leading them to see
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that the answer in solution 2 is correct and the answer in solution 3 is incorrect, since it was already

determined that the solution of breaking into cases was the correct one. Next, the students need to

think about why it is the case. The numerical value of the incorrect solution is larger suggesting that

some outcomes are counted more than once. For instance, consider the outcome “1abcd2”. This

outcome is counted when you choose the first spot for the digit 1 and then fill out spots 2-6 with a,

b, c, d and 2. However, it also gets counted when you choose the last spot for the digit 2 and fill out

spots 1-5 with 1, a, b, c and d. Thus, the error can be explained by identifying a problematic outcome.

The teacher makes sure that such an example is provided and facilitates a discussion to address the

issue of overcounting.

6.4.5 Lesson 5

The purpose of the last part of the teaching sequence is for the students to apply some of the

institutionalised content from the previous lessons including the multiplication principle and binomial

coefficients. Another purpose is to equip the students with additional ideas for the written assignment.

The last activity concerns security of passphrases, which are sequences of dictionary words used as

passwords. The teacher poses the question “Is it secure to choose one or more different dictionary

word as a password?” (11Q3). The students are told that the pool of characters is now all the Danish

dictionary words. The diagram in Figure 19 describes the structure of this activity.

Figure 19: SRP diagram based on Q11.

11Q3: Is it secure to choose one or more different dictionary word as a password?
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11Q31: How many possible passwords are there if you choose a single dictionary word? If you choose

two different dictionary words?

11Q311: Are these secure?

11Q32: What if you use r different words? What must r be in order for the password to be secure?

11Q321: How many passwords with r words are there?

11Q322: Can we find a general formula for the number of arrangements of r objects taken from n objects,

when repetition is not allowed?

Possible answers to the questions are provided below.

11A31 : How many possible passwords are there if you choose a single dictionary word? If you

choose two different dictionary words?

A Google search on the number of words in the Danish dictionaries provides differing estimates. It

is not important exactly which estimate the students choose. The estimate of 200.000 words will be

used. Thus, there are 200.000 possible single-word-passwords.

Consider the case where the password consists of two consecutive, different words. There are various

ways of calculating the total number of such passwords. One way is to apply the multiplication

principle and argue that for the first word there are 200.000 options and 199.999 options for the second

word, yielding 200.000 · 199.999 = 39.999.800.000 possible passwords.

Another way of solving the problem is to use binomial coefficients. We must choose 2 of the 200.000

words, i.e. (200.000
2 ). However, order matters, i.e. the password “appleorange” is not the same password

as “orangeapple”. Thus, we multiply by the number of ways to arrange 2 words. Thus, the number of

passwords is(
200.000

2

)
· 2! =

200.000!
2!(200.000− 2)!

· 2! =
200.000!

(200.000− 2)!
= 39.999.800.000.

Yet another way of arguing is to use the formula for the number of permutations of r elements taken

from n elements, P(n, r). However, this formula has not yet been institutionalised, and the students

are more likely to suggest the two other approaches.
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11A311 : Are these secure?

Using time to crack as a measure of security, with the estimate of 1 billion passwords per second,

yields:

One word :
200.000 passwords

109 passwords/second
≈ 0.0002 seconds

Two words :
39.999.800.000 passwords

109 passwords/second
≈ 40 seconds

In conference 12 the groups present their calculations written on the assigned spaces on the blackboard.

Hopefully, the different groups provide different answers as shown above. The teacher makes sure

that the answer using binomial coefficients is suggested.

Next, the teacher poses the question “What if you use r different words? What must r be in order for

the password to be secure?” (11Q32).

11A321: How many passwords with r words are there?

In order to determine how many words the password must contain to be secure, one must first calculate

the number of r-word passwords. As for the special cases, this can be done in various ways. We could

argue using the multiplication principle:

200.000 · 199.999 · 199.998 · · · (200.000− (r− 1)) = 200.000 · 199.999 · 199.998 · · · (200.000− r + 1)

Or we could argue using binomial coefficients:(
200.000

r

)
· r! =

200.000!
r!(200.000− r)!

· r! =
200.000!

(200.000− r)!

Now, the students are able to answer the posed question:

11A32 : What if you use r different words? What must r be in order for the password to be secure?

Using time to crack, one could e.g. choose that 1 year would be a sufficient cracking time to consider

the password secure. The expression below can be used to calculate the cracking time.

200.000!
(200.000−r)! passwords

109 passwords/second

If you choose r = 4, i.e. a password with 4 words, it would take ≈ 1.6 · 1012 seconds ≈ 50.000

years to crack the password. Note, however, that if you choose 3 words, it would only take ≈ 8 · 106

seconds ≈ 3 months to crack the password.
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In conference 13, the students present their calculations as usual. This time it is highly likely that at

least some groups have suggested the solution using binomial coefficients since it was discussed in

the previous conference.

Then the teacher poses the question “Can we find a general formula for the number of arrangements of

r objects taken from n objects, when repetition is not allowed?” (11Q322) and the question is answered

in a class discussion. The answer is almost already on the blackboard, and the students are not given

time to work in groups. Now it is possible for the teacher to institutionalise the permutation formula:

P(n, r) =
n!

(n− r)!
.

6.5 S O L U T I O N T O T H E W R I T T E N A S S I G N M E N T

Section 6.5 presents possible solutions to the written assignment. An indication of what the students

may do is presented, but a complete solution is omitted.

First, the student have to assess the security of the current password policy of Youface:

“Every password must be of 5-8 characters and can contain letters or digits. The system does not

distinguish between upper- and lower-case letters and special signs are not allowed.”

The pool of characters consists of 26 letters and 10 digits, thus the number of possible passwords is

365 + 366 + 367 + 368 = 2.901.711.320.064

In order to assess the security, the students could work with entropy and time to crack as security

measures. The students are expected to explain the theory behind these measures. When working

with entropy to assess the security of a password system and not a single password, one could instead

work with the minimum and maximum entropy possible within the system in question. In this case,

the password with the smallest entropy would be a 5-character password containing only digits. This

would yield an entropy of

E = log2(105) ≈ 17 bits.

The password with the largest entropy would be an 8-character password containing both letters and

digits. This would yield and entropy of:

E = log2(368) ≈ 41 bits.
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Thus, the password system has an entropy of 17− 41 bits ranging from “very weak” to “reasonable”

according to the scale that the students have worked with.

To strengthen the analysis, the students could also calculate the time to test all possible passwords in

the system:
2.901.711.320.064 passwords

109 passwords/second
≈ 2900 seconds ≈ 48 minutes.

The above expression is based on the hacking estimate provided in the written assignment but other

estimates are possible. Based on the calculation one would find the password policy of Youface

insecure. Hence, the students must create a more secure system. For example, one could require a

higher minimal length or include a larger pool of characters. The students are likely to include at

least-constraints given the questions they worked with during the lessons. Another possibility is that

the students would require a very large minimal length based on the activity with dictionary words

and since they learned that the length is the most important factor in password security. That is, the

students could require a minimal length of e.g. 16 but with no at least-restrictions.

6.6 D I S C U S S I O N O F T H E T E AC H I N G D E S I G N

As mentioned in section 6.2, the generating question “How could you construct a secure password?”

can lead to non-mathematical subquestions. Important factors influencing password security include

avoiding passwords of personal relevance, refraining from writing your password down or telling your

password to anyone. However, questions concerning such factors do not help fulfilling the aim of the

teaching design. The fact that the generating question can be partly answered in a non-mathematical

way poses a challenge of the design. To accommodate this challenge the teaching sequence has been

planned such that several questions are posed by the teacher. This leaves less space for student action,

but this is assessed to be necessary to achieve the teaching objective.

The phrasing of the generating question “How could you construct a secure password?” is open, since

it could lead to many subquestions covering various disciplines. Of course, combinatorics is one of

these disciplines, but one could also imagine subquestions regarding e.g. cryptography and disciplines

concerning human behaviour. Despite the open form of the generating question, the multiple teacher-

posed questions, the directed structure suggested by the lesson plans, and the well-defined teaching

objective render the SRP targeted. The teacher could choose to pose fewer questions and leave the

students with more space to generate their own questions and perform autonomous study and research.

However, an aim of the teaching design was to fulfil the official requirements within the subject of

combinatorics during a time period of five lessons. Without the many teacher-posed questions it would
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probably require more than five lessons to answer the generating question in a way that fulfils the aims.

If the students had prior knowledge of combinations, permutations etc. it could be possible to leave

more space for student action, since they would be more likely to pose combinatorial subquestions.

The structure of the lesson plans indicates that certain paths were chosen in this teaching design.

Other questions (posed by teacher or student) could have taken the path of study and research in many

other directions. For example, when working with the question “What if a 6-character password must

contain letters and at least one digit? How many possible passwords are there then?” (1123Q11) and

its generalisation, one could pose questions leading to the binomial theorem:

Qa: What if we go back to the case where all the spots can be filled out by either digits or letters?

Can we add something to the formula above to describe this situation?

Qb: How do we usually calculate the number of r-character passwords where we can choose from

digits and letters?

Qc: What does Qa and Qb imply?

Qd: Can we further generalise this result?

One could also investigate the intrinsic pattern of binomial coefficients as a derived question:

(
n
r

)
=

(
n

n− r

)
The students themselves may notice a pattern from the special cases, and thus it is natural to investigate.

This pattern and the binomial theorem could equip the students with a deeper theoretical knowledge

of combinatorics. Such activities would enable the students to engage in autonomous proving activity

and further they could acquire a different view on counting in the sense that many counting problems

can be solved in various ways. It is only due to time constraints that such activities were not included

in the teaching design. The included activities were deemed more relevant in order to enable the

students to complete the written assignment. However, if the students had prior knowledge of basic

counting principles and formulas, or if more time was available, these activities would be interesting

to implement.

Including social factors could be another interesting activity. As mentioned, many natural questions

arising from the generating question do not lead to combinatorial answers because they concern
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human behaviour. However, it is possible to pose counting problems that take human behaviour into

account. For example, if the students found out that many people place digits at the end and capital

letters at the front they could investigate the number of passwords that does not follow these placings.

Creating a password system that does not allow certain positions of numbers could also be used in the

written assignment. As another example, one could investigate how it would affect password security

if a hacker knew part of the password. For instance, if the hacker knew that the password began

with the person’s initial or ended with the digits of the year. Such an activity would also provide an

opportunity for the students to see how the password security is affected by the length. Again, such

activities were omitted due to time constraints.

Finally, one could implement activities concerning graphic passwords. Such an activity would provide

another, more visual, view on combinatorics and could expand the students’ knowledge of how

combinatorics can be applied. This would also be relevant for the students, since many phones use

graphic passwords. Further, it could be beneficial for some students to be able to physically assess

different password combinations e.g. using a phone. Again, due to time constraints this activity was

not implemented.

As mentioned in the literature review in Chapter 4, students’ difficulty in solving counting problems

vary with the implicit combinatorial model (selection, distribution, partition) (Batanero, Navarro-

Pelayo, & Godino, 1997). Not all questions in the SRP have been phrased according to one of these

models. However, the selection model can be found: “How many possible passwords are there if you

choose a single dictionary word? If you choose two different dictionary words?” (11Q31). Research

also indicates that the nature of the elements considered in the problems affect the student difficulty

(Batanero, Navarro-Pelayo, & Godino, 1997; Fischbein & Gazit, 1988). It has been found that the

problems with letters or numbers are easier for students than problems with e.g. committees or

coloured flags. An improvement of the design would be to incorporate counting problems based on

different implicit models and concerning different types of elements. Otherwise, it would be wise to

provide the students with such problems after the five lessons for the students to gain experience with

mathematically isomorphic problems in different contexts.
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M E T H O D O L O G Y

This chapter describes the type of the collected data and the methods used in the analysis hereof.

7.1 T H E RO L E O F T H E R E S E A R C H E R

In the empirical part of the thesis, the role of the researcher was to observe. After a personal

introduction to the thesis project the role was restricted to observing the interactions of the students

with the teacher and each other.

7.2 DATA C O L L E C T I O N

The teaching sequence was planned to span five lessons of 95 minutes over two weeks. However,

only the first lesson was completed due to the closing of the Danish schools announced on March 11,

2020. The completed lesson was executed in a second year STX-A-level mathematics class at Herlev

Gymnasium & HF. The class consisted of 22 students. The students were divided into five groups.

The following data were collected:

• Logbooks: each student was told to write down the questions, answers and general work

produced in the groups.

• Sound recordings: sound was recorded in the entire class to gather data from the conferences.

Further, a focus group was chosen whose work was also recorded. The focus group was chosen

in collaboration with the teacher to select students expected to be active in discussions. This

group is denoted as Group 1.

• Pictures of blackboards: at the conferences each group wrote down their questions and answers

in assigned spaces on the blackboard. Pictures were taken.
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• Notes taken by the researcher with emphasis on Group 1.

Further, a written group assignment was planned. The assignments would have been included in the

set of data. The logbooks and the pictures from the conferences are the primary sources of data in the

analysis of the lesson. The sound recordings are supplemental. Selected parts of the collected data

can be found in Appendix D.

7.3 T R A N S C R I P T I O N S

Only selected parts of the sound recording have been transcribed: the parts referred to in the a

posteriori analysis. In the transcriptions, the teacher is denoted “T” and the students are indicated with

other capital letters. The letters are consistent within each segment of transcription.

7.4 P R E S E N TAT I O N O F DATA

The intention with the a posteriori analysis was to construct SRP diagrams for the groups based on the

collected data. Since only one lesson was completed the diagrams lost their purpose which was to

summarise the interplay between questions. Relatively few questions were posed in the first lesson

and these are presented in a list instead of a diagram. The questions are translated from Danish to

English. Questions with the same meaning but phrased differently by different groups are combined

into one question for simplicity. Each question is given a reference to the data source which can be

found in Appendix D.
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A P O S T E R I O R I A N A LY S I S O F T H E F I R S T L E S S O N

Chapter 8 includes a short analysis of the collected data. Originally, the purpose of the a posteriori

analysis was to compare the hypothetical SRP in the a priori analysis with a realised SRP and

determine the praxeologies developed by the students during the lessons with reference to the analysis

in Section 5.2. Further, the intention was to apply Lockwood’s model of combinatorial thinking

(described in Chapter 4) to analyse the combinatorial work of the students (Lockwood, 2013). Since

only one lesson was completed, the focus is to explore the “generative power” of Q0 and to compare

the questions and answers produced by the students to the ones proposed in the a priori analysis.

8.1 R E A L I S AT I O N O F T H E F I R S T L E S S O N

Table 15 lists the questions posed by the students based on the generating question, Q0. The questions

in green were proposed in the a priori analysis (up to isomorphism) with the corresponding question

in parenthesis.
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Question Groups Data sources

Questions related to the length of the password

Will a longer password be better?

(Q1121: How does length affect password security?)

1-3 Pictures from conference 1

and logbooks

Should there be an unlimited password length? 3 Picture from conference 1

At what point will it not matter whether you increase the length?

What is the optimal password length?

4 Picture and sound recording

from conference 1

Questions related to the types of characters included in the

password

Would a password with more different types of characters (spe-

cial characters, upper- and lowercase letters) be better (harder to

guess?)

(Q1122: How does the pool of characters affect password secu-

rity?)

1-5 Picture from conference 1,

sound recording of group 1

and logbooks

Should a password contain emojis? 2 Picture from conference 1

How many characters should be included such that it is most

secure?

5 Logbook

Questions related the number of different passwords

What if you included more password per website? 1 Picture from conference 1

What if you use different passwords for different sites?

(Q4: Does it matter whether you use the same password for

multiple sites?)

1 Picture from conference 1

The table is continued on the next page
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Questions related to use of dictionary words

Will a password be more secure if you do not use words? 4 Picture from conference 1

How much stronger will a password become if you do not use

words?

1 Sound recording of group 1

What if you use a sentence as a password?

(11Q3 : Is it secure to choose one or more different dictionary

word as a password?)

1 Sound recording of group 1

Questions related to social factors

Should a password contain personal information? 2 Picture from conference 1

Is it more secure to create your own password or let a website

provide one?

5 Picture from conference 1

Is it more secure to have a password with personal information

or random one?

5 Picture from conference 1

What do people think when they create passwords? 5 Picture from conference 1

Are some passwords more obvious than others?

(Q1111: What are “stupid” passwords?)

1 Sound recording of group 1

What if you use your mail? 1 Sound recording of group 1

What if you use your username? 1 Sound recording of group 1

Other questions

What if you only use prime numbers? 1 Sound recording of group 1

What if you must only use A’s? 1 Sound recording of group 1

What if you use the same character two times in a row? 1 Sound recording of group 1

Table 15: Questions generated by the students based on Q0. The data source can be found in Appendix D.
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Sound was only recorded for one group and many of the questioned in Table 15 were only posed

orally. Thus, the other four groups possibly posed other questions which were not collected.

All groups posed the questions concerning the pool of characters and all groups except one posed

questions concerning the length of the password. These questions are particularly important in the

rest of the teaching sequence.

Many questions in the a priori analysis were not posed by the students. Some of these were of less

importance to the rest of teaching sequence such as ”In which ways can a password be “attacked”?”

(Q21), and hence the teacher ignored their absence. However, some questions proposed in the a priori

analysis would have to be covered in subsequent lessons, and the teacher was intended to repeat these

questions. This concerns the questions “What if the password must contain at least one digit?” (Q1123)

and “How can you measure how secure a password is?” (Q12). Since these questions were not posed

by any student, they could seem less “natural” when posed by the teacher later and the students would

not feel as included in the lesson progression. However, the student-posed question “At what point will

it not matter whether you increase the length? What is the optimal password length?” could provide a

basis for posing the question concerning security measures, since a natural subquestion could concern

how to determine this point (e.g. when it takes a month to crack or the entropy is at least 50 etc.).

Some questions posed by the students were not expected. For example, the question ”What if you

use a sentence as a password?” corresponds to the question concerning passphrases in the a priori

analysis (11Q3). This question was not expected to be posed yet, and the part of the design concerning

passphrases (lesson 5) was only expected to be based on a teacher-posed question. The fact that the

question was posed by a student would make this part of the design more easy to follow and further

include the students in the course of the lessons.

Based on conference 1, the teacher posed the question “How many 3-character passwords can you

make from A and B?” (1121Q11). The a priori analysis suggested various solution methods to this

question. All five groups presented the answer “23 = 8” at conference 2. However, the logbooks

reveal that all groups first performed a complete listing of the 8 possible passwords and two of the

groups also constructed tree diagrams. None of the groups chose to present these solution methods at

the conference - Group 1 were prompted to do so by the teacher. When asked to explain how they

arrived at the solution most of the groups used the multiplication principle (without calling it that).

One group argued empirically by observing from their listing that the answer was 8 and then they

searched for an expression yielding that value (see transcriptions from conference 2 in Appendix D).

Afterwards the group tested their formula on a different example. This empirical approach was also
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observed in the study by Lockwood, Swinyard and Caughmann (2015) summarised in Chapter 4. The

students also posed their own questions and solved them on the blackboard in conference 2. The

students were intended to produce many questions and answers as the ones proposed in Figure 11

in Chapter 6. However, the teacher told them to produce only one which probably sufficed since all

the groups solved the question correctly using the multiplication principle. At the end of conference

2, the teacher posed the question “How many passwords are there when you must choose between 7

characters and length 8 or 8 characters and length 7?” in order to bring up the addition principle.

This task proved to be slightly more challenging. One group calculated both scenarios separately, but

it took some time and help from the teacher to realise that they should add these two quantities (see

transcriptions from Group 1 in Appendix D). When asked the generalisation questions “How many

r-character passwords can we construct from n different characters?” (1121Q12111) and “How many

k- or r-character passwords can we construct from n different characters?” (1121Q121111) all groups

solved them quickly and correctly (see logbooks in Appendix D).

Generally, the generating question Q0 led to many different subquestions of great relevance which

could lead to combinatorial knowledge. The two important questions concerning the at least-constraint

and the measure of security were not posed by the students. However, the question concerning

passphrases was posed by a student which was not expected. This suggests that the teacher has to play

a bigger role in some parts of the lessons but is able to play a smaller role than expected in others.

Overall, the class was very active and willing to pose questions indicating that the rest of the teaching

sequence could have been completed successfully.
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S E C O N D D E S I G N : W H O S H O U L D G E T T H E VA C C I N E ?
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I N T R O D U C T I O N T O PA R T I I I

The purpose part III of the present thesis is to design a study and research path for upper secondary

school intended as a supplementary topic in discrete mathematics. Motivated by the 2020 coronavirus

epidemic, the topics of the SRP were chosen to be immunisation strategies and the friendship paradox.

Prior to the design of the teaching, a content analysis will be conducted. Some of the content presented

in the analysis will be transposed to be implemented in an SRP and an a priori analysis and a discussion

of the teaching design will be presented.
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T H E M AT H E M AT I C S O F I M M U N I S AT I O N S T R AT E G I E S

Humans have always been accompanied by microorganisms. Many of these microbial acquaintances

are highly beneficial and, in some cases, vital for humans. Nevertheless, others may cause disease

leading to epidemics of measles, malaria, Ebola, typhoid fever, SARS, swine flu, avian flu, AIDS

and most recently, covid-19 disease caused by a coronavirus. Public health systems benefit from

the globalisation of societies, but the networking of humans on a global level promotes the spread

of infectious diseases. Thus, an epidemic may quickly turn into a pandemic. As for the 2019-2020

coronavirus outbreak, a pandemic can cause massive numbers of lost lives as well as overwhelming

economic problems.

Luckily, humans are not left completely helpless in the fight against infectious diseases. A great

triumph of modern science is that of vaccination. Ideally the entire population is immunised. However,

it is rarely possible due to practical and financial constraints. Choosing the right group of people to

receive the vaccine can be crucial to mitigate an outbreak. But how is this group chosen?

Extensive research on various immunisation strategies have been conducted to answer this question

(e.g. Biegus & Kwasnicka, 2017; Cohen, Havlin, & ben-Avraham, 2004; Liu, Miao, & Mei, 2009;

Tanaka, Urabe, & Aihara, 2014). A common strategy is to vaccinate groups at risk of being highly

affected by the disease in question. Another strategy is ring vaccination which is based on immunising

people known to have been in contact with an infected individual. However, the vaccination strategies

to be treated in this chapter are independent of age, sex, health status etc. and aim to reach herd

immunity. Herd immunity occurs when a certain percentage of a population has become immune to

an infection (from vaccination or naturally) thereby providing indirect protection for the individuals

who are not immune (Newman, 2010, p. 604). Three strategies are discussed: random immunisation,

targeted immunisation and acquaintance immunisation, with focus on the last. The strategies are
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discussed in terms of networks and thus Section 10.1 introduces some basic network theory.

Note that this chapter only covers a tiny subset of the field of mathematical epidemiology. An

important part of this field is modelling how epidemics develop over time. One important example

is the SIR-model, which is a set of differential equations based on partitioning the population into

three subsets: Susceptible, Infected and Recovered. It has also been attempted to model epidemics

on networks, for example based on the SIR-model (Newman, 2002). The classical SIR model

unrealistically assumes “full mixing” of the population and through numerical computation one

can adapt the model to networks where some individuals have higher odds of having an infectious

encounter than others. Modelling epidemics is highly relevant in relation to immunisation strategies,

since different strategies are preferable depending on how the epidemic develops over time. However,

it is beyond the scope of the thesis to include all the relevant aspects, and numerous simplifications are

made. The focus is the strategies and the underlying network theory. These are areas in development

and only a part of the theory is presented. References are given when space does not allow elaboration.

10.1 C O M P L E X N E T W O R K S A N D D I S E A S E S P R E A D

Infectious diseases spread through contacts between healthy and infected individuals. Graphs help

to represent individuals and the connections between them. A graph G = (V, E) consists of a set

of vertices, V, and a set of edges, E, arranged in a certain topology (structure). The vertices in the

graph may represent individuals and the edges may represent their social connections. Social contacts

are symmetric with respect to disease spread and thus the graphs used to model these contacts are

undirected. In the present thesis, the terms graphs and networks are used interchangeably.

The degree of a vertex i ∈ V is defined as the number of edges ki connected to it. The mean degree

〈k〉 in G is the mean value of all ki, i ∈ V (Chen, Wang, & Li, 2015, p. 18). A graph with N vertices

and n edges implies 〈k〉 = 2n
N . Every edge emerging from a vertex represents a pathway of the spread,

and thus the distribution of degrees is an important concept when considering disease spread in a

network.

Definition The degree distribution of a graph is defined as a probability function P(k), which de-

scribes the probability that a vertex has degree k, when picked at random uniformly (Chen, Wang, &
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Li, 2015, p. 19).

The definition gives that ∑∞
k=0 P(k) = ∑kmax

k=0 P(k) = 1, where kmax is the maximum vertex degree in

the graph. Further, 〈k〉 = ∑kmax
k=0 kP(k).

Various networks display different degree distributions. For example, if all vertices have the same

degree, the degree distribution P(x) is a discrete delta function: if ki = j for all i ∈ V, then P(j) = 1

and P(k) = 0 for k 6= j. Another example of a degree distribution is the power-law distribution:

Definition If the degree distribution in a graph is given by

P(k) = Ck−γ, γ > 0, k = 0, 1, 2, ...

where C > 0 is a constant satisfying ∑∞
k=0 P(k) = ∑∞

k=0 Ck−γ = 1, then P is called a power-law

distribution (Chen, Wang, & Li, 2015, p. 53).

Network Topologies

The spread of an infectious disease is shaped by the topology of the human contact network. Thus,

modelling of complex networks is highly relevant in the study of epidemics. The oldest approach to

modelling complex networks is ER random graphs, which are named after Paul Erdős and Alfréd

Rényi and dates back to 1959 (Erdős & Rényi, 1959). A random graph is defined as a graph with

N vertices and n edges where the actual edges are chosen randomly from the K(N, 2) = N(N−1)
2

possible edges. Thus, there are K
(

N(N−1)
2 , n

)
possible random graphs with N vertices and n edges.

A random graph is generated by starting with N isolated vertices and connecting each of the N(N−1)
2

pairs of vertices with an edge with probability p ∈ [0, 1]. Since every vertex has N − 1 possible

edges, the mean degree of the vertices in a random graph is 〈k〉ER = p(N − 1). For large N we

can write 〈k〉ER ≈ pN (Chen, Wang, & Li, 2015, pp. 105-106). It can be shown that the degree

distribution of a random graph corresponds to a Poisson distribution

P(k) =
〈k〉kER

k!
e−〈k〉ER

See (Chen, Wang, & Li, 2015, p. 106) for a proof. A Poisson curve left-truncated at the mean value

〈k〉ER decays exponentially. Thus, the random graph only contains few vertices with very large

degrees, and many vertex degrees are close to the mean. This situation is referred to as a homogeneous

network.
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One can modify a random graph to follow another desired degree distribution rather than a Poisson

distribution. An example of this is a configuration model. In this model, the number of vertices N and

the degree distribution are fixed1, which in turn fixes the number of edges. That is, for each i ∈ V a

degree ki is specified, and each i is given ki stubs of edges. Two stubs are chosen uniformly at random

to create an edge and continuing this process completes the network. Note that ∑ ki must be an even

number in this model. Also note that a stub of a vertex can be connected to another stub of the same

vertex (Newman, 2010, p. 434).

Many real-world networks, e.g. social networks, are not homogeneous. On the contrary, the connec-

tivity in many real-world social networks is heterogeneous i.e. the variance of the degrees is relatively

high (e.g. Barrat & Vespignani, 2008, p. 189; Biegus & Kwasnicka, 2017; Ugander, Karrar, Back-

strom, & Marlow, 2011). An example of a heterogeneous network is a graph that follows a power-law

degree distribution. The power function has a long tail resulting in relatively high probabilities of

degree values far from the mean. A network whose degree distribution follows a power law is referred

to as scale-free. For example, the web of human sexual contacts has been shown to follow a scale-free

distribution (Liljeros, Edling, Amaral, Stanley, & Åberg, 2001).

An example of a scale-free network is the BA scale-free network, named after Albert-László Barabási

and Réka Albert. The BA modelling algorithm is based on preferential attachment i.e. that in a

growing network a new vertex tends to connect with “big” vertices. For example, in a network of

published papers a new paper is more likely to cite a frequently cited paper. For more details of the

BA modelling algorithm see (Chen, Wang, & Li, 2015, pp. 114-115).

10.2 R A N D O M I M M U N I S AT I O N

Immunisation in a network can be viewed as removing the edges from the immunised vertices,

since these individuals can no longer spread the disease. Of course, the vaccinated individuals are

still present in the contact network, but not in that of disease spread. Hence vaccination can be

represented by the process of removing vertices and their edges. In network theory this process is

called percolation. The percolation process breaks up the network into smaller components. If a

network only contains small components, then an outbreak of an infectious disease will only spread

within these. Thus, the entire population does not need to be vaccinated as long as the networks are

broken up sufficiently. This is the concept of herd immunity (Newman, 2010, p. 604).

1 By fixing a sequence of degrees.
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There are various approaches to remove vertices and edges. The simplest way is to remove them at

random which is known as random immunisation. The strategy of random immunisation means to

select random individuals from the network to vaccinate. Even though high-degree vertices have a

higher risk of being infected all vertices are equally likely to be selected for immunisation.

10.3 TA R G E T E D I M M U N I S AT I O N

In a homogeneous network random immunisation is as effective as any other strategy. However,

social contact networks have shown to be heterogeneous. In this situation the strategy of targeted

immunisation is effective. Targeted immunisation represents another type of percolation in which

the highest-degree vertices are removed. The high-degree vertices are most likely to get and spread

an infectious disease in a network. Targeted immunisation has proved to be highly effective on

heterogeneous networks (e.g. Chen, Wang, & Li, 2015; Cohen, Havlin, & ben-Avraham, 2004).

Note that this strategy requires knowledge of the specific degrees of the vertices rendering targeted

immunisation impractical or impossible in many situations.

10.4 AC Q UA I N TA N C E I M M U N I S AT I O N

The last strategy to be discussed is called acquaintance immunisation, and is based on the so-called

friendship paradox explained in Section 10.4.1.

10.4.1 The Friendship Paradox

In 1991 the sociologist Scott L. Feld wrote the article “Why Your Friends Have More Friends Than

You Do” (Feld, 1991). The article is centred around what has since been known as the friendship

paradox. The paradox states that, in any social network, the mean number of friends of individuals is

less than or equal to the mean number of friends of friends. That is, on average, the individuals in a

group have at most as many friends as the average friend of any individual in the group has.
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Figure 20: Social network.

Based on the social network in Figure 20 one can investigate the friendship paradox by calculating the

mean number of friends of individuals and the mean number of friends of friends, respectively, and

compare these two quantities.

P Number of friends Number of friends of friends P’s mean number of friends of friends

Anne 2 6 3

Bob 4 7 1.75

Carl 1 4 4

Dolly 2 5 2.5

Eric 1 2 2

Fred 2 6 3

Total 12 30

Table 16: Number of friends of individuals and friends of friends in the social network in Figure 20.

Based on Table 16, the mean number of friends of individuals is 12
6 = 2. The total number of friends

of friends is 30, and the number of times someone occurs as a friend is 12, thus the mean number of

friends of friends is 30
12 = 2.5. Since 2 < 2.5, the friendship paradox holds in this social network. The

intuitive explanation is that the mean number of friends of friends is weighted. For example, consider

Bob who has four friends. His friend count occurs four times in the calculation of the mean number of

friends of friends – one time for each of his four friends. However, Carl only has one friend and thus

his friend count only occurs one time in the calculation.

The friendship paradox holds in all networks (in particular in a network of disease spread) which is

proved below by generalising the calculations performed in the example above. First, a proof inspired
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by the original one of Feld (1991) is provided and then an alternative proof using the Cauchy-Schwartz

inequality is provided. The friendship paradox can be phrased using graph theory. For a vertex

i ∈ V, j ∈ V is a neighbouring vertex of i if j and i are connected by an egde.

Theorem In an undirected graph the mean vertex degree is less than or equal to the mean degree of

neighbouring vertices.

Proof 1. Let G = (V, E) be an undirected graph. First, calculate the mean degree of the vertices in V,

〈k〉: 2

〈k〉 = ∑i∈V ki

|V|
Now calculate the mean degree of neighbouring vertices in the graph3, by first calculating the sum of

the degrees of neighbours in the graph4. The vertex i has ki edges connected to it. For each of the ki

neighbours the term ki contributes to the sum (i.e. each of these ki neighbours have a neighbour with

degree ki ). Thus, the sum of the degrees of neighbours is ∑i∈V k2
i . This quantity must be divided

with the total number of neighbouring vertices, ∑i∈V ki. Thus, the mean degree of neighbouring

vertices,〈k〉FF, is

〈k〉FF =
∑i∈V k2

i

∑i∈V ki

Now, compare 〈k〉 and 〈k〉FF using the variance5

σ2 = 〈k2〉 − 〈k〉2 =
∑i∈V k2

i
|V| − 〈k〉

2

Hence

∑
i∈V

k2
i = |V|(σ2 + 〈k〉2) ⇒ ∑i∈V k2

i

∑i∈V ki
=
|V|(σ2 + 〈k〉2)

∑i∈V ki

⇒ ∑i∈V k2
i

∑i∈V ki
=
|V|(σ2 + 〈k〉2)
|V|〈k〉

⇒ 〈k〉FF = 〈k〉+ σ2

〈k〉

Since σ2 ≥ 0, we conclude 〈k〉FF ≥ 〈k〉. �

2 Corresponding to the mean number of friends of individuals.
3 Corresponding to the mean number of friends of friends.
4 Corresponding to the total number of friends of friends.
5 Often written with the notation σ2 = Var(X) = E((X− E(X))2) = E(X2)− (E(X))2 for a random variable X.
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Proof 2. Let |V| = n. Compare the two quantities, 〈k〉 = 1
n ∑n

i=1 ki and 〈k〉FF = ∑n
i=1 k2

i
∑n

i=1 ki
, using the

Cauchy-Schwartz inequality: for vectors x and y in an inner product space it holds that

|〈x, y〉| ≤ ‖x‖‖y‖,

where 〈·, ·〉 denotes an inner product. Let x = (1, 1, ..., 1) ∈ Rn and y = (k1, k2, ..., kn) ∈ Rn. The

usual inner product gives

|〈x, y〉| ≤ ‖x‖‖y‖ ⇒ |〈x, y〉|2 ≤ ‖x‖2‖y‖2

⇒
(

n

∑
i=1

ki

)2

≤ n
n

∑
i=1

k2
i

⇒ 1
n

n

∑
i=1

ki ≤
∑n

i=1 k2
i

∑n
i=1 ki

⇒ 〈k〉 ≤ 〈k〉FF,

which is what we wanted to prove. �

From the first proof it is seen that the difference between the mean number of friends of individuals

and the mean number of friends of friends increases with the ratio between the variance and the mean

(the coefficient of dispersion). The two quantities are equal when the variance of the number of friends

(the degree) is zero. This happens when all the individuals in the network have the same number

of friends. And for the second proof, Cauchy-Schwarz equality holds if and only if the vectors x

and y are linearly dependent i.e. if (1, 1, ..., 1) and (k1, k2, ..., kn) are linearly dependent implying

k1 = k2 = · · · = kn.

The graph-theoretical phrasing of the friendship paradox allows generalisations beyond friendships.

This is often referred to as the generalised friendship paradox (Eom & Jo, 2015), and can be applied

to e.g. airplane routs, highways between cities, sexual relationships – or a network of disease spread.

As mentioned, Feld named his article about the friendship paradox “Why Your Friends Have More

Friends Than You Do”. Evidently, this is not always the case (e.g. consider Bob in Table 16). Another

often found phrasing of the paradox is “most people have fewer friends than their friends do” (e.g.

Friendship paradox, 2020). This is the case in the social network in Figure 20. From Table 16, note

that 5 out 6 people have fewer friends than their friends have on average. However, this is not always

the case, as the friendship paradox concerns global averages of networks. For instance, consider the

network depicted in Figure 21.

https://en.wikipedia.org/wiki/Friendship_paradox


10.4 AC Q UA I N TA N C E I M M U N I S AT I O N 108

Figure 21: Social network.

In the social network above, one finds that only 2 out of 5 people have fewer friends than their friends

do on average. Thus, the mathematical statement of the friendship paradox does not imply that most

people have fewer friends than their friends do on average. However, this empirical observation has

been found in various social networks which is a likely the reason for the misinterpretation. Feld

(1991) based his study on data from a prior study, where friendship data were collected from American

high schools (Coleman, 1961). Feld analysed the social network of all the girls at one specific high

school. Among the 146 girls in the network, he found that 55 % of the girls had fewer friends than

their friends had, 17 % had the same number and 28 % had more friends than their friends had (Feld,

1991). Another study investigated features of the social graph of Facebook, and found that 92.7 % of

the users had fewer friends than the average friend count of their friends (Ugander, Karrar, Backstrom,

& Marlow, 2011).

Two different friendship paradoxes both identified by Feld (1991) need to be distinguished for clarity:

the mathematical statement proved in this section, and the empirical phenomenon occurring in some

social networks depending on the degree distribution. In the present thesis the “friendship paradox”

refers to the mathematical statement concerning mean values.

10.4.2 The Friendship Paradox and the Degree Distribution

Section 10.4.2 explores another approach to the friendship paradox incorporating the degree distribu-

tion of the network. This is done using configuration models described in Section 10.1 6.

6 This section is mainly based on Chapter 13 in (Newman, 2010).
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Consider a configuration model with degree distribution P(k). Recall that P(k) is the probability that

a vertex chosen uniformly at random has degree k, i.e. P(k) is the fraction of vertices in the network

having degree k. Consider a vertex with degree at least one and follow one of its edges. Now find the

probability that the vertex reached next has degree k. Intuitively, one would think that the answer is

P(k). However, this cannot be the case, since for instance, the probability of reaching a vertex with

degree zero is 0 and not P(0).

In a configuration model a stub of an edge emerging from a vertex is connected uniformly at random

to any other stub in the network. There are ∑i∈V ki = 2n stubs, where n is the number of edges. Thus,

a particular stub can connect to one of the 2n− 1 other stubs. Hence the probability that the stub

will connect to any particular vertex i ∈ V with degree k is k
2n−1 . In a large network the quantity

approximates k
2n . The total number of vertices with degree k is NP(k), where N is the total number

of vertices. Hence the probability that the stub attaches to any vertex with degree k is

P(neighbour has degree k) =
k

2n
· NP(k) =

kP(k)
〈k〉 (∗)

since 〈k〉 = 2n
N . Hence, the probability of reaching a vertex of degree k when following an edge is

proportional to kP(k) and not P(k). For k > 〈k〉 it holds that P(neighbour has degree k) > P(k).

Thus, the probability of reaching a vertex with degree larger than the mean, is larger if reached through

an edge than if picked at random. Intuitively, this is because one can reach a vertex of degree k through

any of the k edges, however you can only reach a vertex of, say, degree 1 through one edge.

It is important to note that the above holds specifically for configuration models. In these models the

stubs are connected randomly (and stubs can connect to its own vertex), but in real-world networks

the degrees of adjacent vertices are often correlated, and hence the probability of reaching a vertex of

degree k depends on the initial vertex. Thus, the conditional probability P(k|h) of reaching a vertex

of degree k given that we start at a vertex of degree h is needed. However, it has been found that

configuration models satisfactorily approximate many real-world networks (Newman, 2010).

The configuration model can be used to describe the friendship paradox. The expression in (∗) can be

used to calculate the mean degree of neighbouring vertices, i.e. the mean number of friends of friends,

〈k〉FF:

〈k〉FF = ∑
k

kP(neighbour has degree k) = ∑
k

k
kP(k)
〈k〉 =

∑k k2P(k)
〈k〉 =

〈k2〉
〈k〉

Now, one can prove the friendship paradox, i.e. that 〈k〉FF ≥ 〈k〉, by re-applying the variance formula

σ2 = 〈k2〉 − 〈k〉2.
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10.4.3 The Friendship Paradox and Immunisation

As discussed, the friendship paradox states that the mean number of friends of individuals is less than

or equal to the mean number of friends of friends. That is, the mean vertex degree is less than or

equal to the mean degree of neighbouring vertices. The vaccination strategy based on this paradox

is called acquaintance immunisation and calls for immunisation of neighbours of random vertices

(Cohen, Havlin, & ben-Avraham, 2004). That is, the randomly chosen people are asked to nominate

an acquaintance to receive the vaccine.

The strategy requires no knowledge of vertex degrees or other topological properties of the network.

Due to the friendship paradox, the strategy implies vaccination of higher degree vertices than in

random immunisation, and thus protects the population better against an epidemic. How pronounced

the effect of acquaintance immunisation is compared to random immunisation depends on the degree

distribution – reflected in the expression 〈k〉FF = 〈k〉+ σ2

〈k〉 . For example, the effect of acquaintance

immunisation is especially pronounced in scale-free networks (e.g. Biegus & Kwasnicka, 2017).

Acquaintance immunisation could also be considered in the light of configuration models (Newman,

2010). Consider an acquaintance as a vertex reached through an edge. This acquaintance will follow

the neighbour degree distribution, P(neighbour has degree k), and not the usual degree distribution

of the network, P(k). As described in the previous section, the neighbour degree distribution is biased

towards high-degree vertices. Thus, selecting acquaintances of randomly chosen people induces a

higher probability of reaching high-degree vertices compared to just selecting random people.

10.5 C O M PA R I S O N O F T H E S T R AT E G I E S

The effectiveness of the three strategies has been investigated through numerical calculations (sim-

ulations) based on models of networks with various degree distributions (e.g. Cohen, Havlin, &

ben-Avraham, 2004; Tanaka, Urabe, & Aihara, 2014). It is well-established that random immunisation

requires vaccination of a large fraction of the population to reach herd immunity (e.g. Cohen, Havlin,

& ben-Avraham, 2004; Tanaka, Urabe, & Aihara, 2014). Targeted immunisation requires a much

smaller fraction to be immunised in heterogeneous networks, but this poses remarkable practical

challenges. The strategy of acquaintance immunisation requires a smaller fraction of vertices to be

immunised than random immunisation, but not as small as targeted immunisation (e.g. Cohen, Havlin,

& ben-Avraham, 2004; Tanaka, Urabe, & Aihara, 2014). However, since acquaintance immunisation

requires no knowledge of the degrees in the network, this strategy is more feasible.
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There is also empirical evidence that acquaintance immunisation is a better strategy than random

immunisation. In 2009, during the outbreak of the H1N1 epidemic (swine flu) a study was conducted

based on the friendship paradox (Christakis & Fowler, 2010). In this study 744 Harvard students

were contacted and monitored. 319 of these were randomly selected and the remaining 425 were

friends nominated by the random group. It was found that the epidemic occurred approximately

two weeks before in the friend group (Christakis & Fowler, 2010). The study did not concern a

vaccination strategy, but the results suggest that acquaintance immunisation would be a preferable

strategy compared to random immunisation.
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M AT H E M AT I C A L A N D D I D A C T I C D E S I G N

Chapter 11 presents the second teaching design of the thesis. First, the institutional setting of the

teaching design is described and the aim of the teaching is stated. Second, the generating question and

the planned design are described. Third, an a priori analysis and a discussion of the teaching design

are given.

11.1 I N S T I T U T I O N A L C O N D I T I O N S A N D C O N T E X T O F T E AC H I N G

The 2017 upper secondary school reform introduced discrete mathematics to the curriculum (Under-

visningsministeriet, 2017). Some discrete topics including combinatorics became mandatory, but the

curriculum also includes additional discrete topics as supplementary material. Teachers are relatively

free to choose which discrete topics to include. Thus, teachers may ”skip a step” in the didactic

transposition and themselves determine part of the knowledge to be taught in discrete mathematics.

The teaching design presented in this chapter suggests how discrete mathematics could be included in

upper secondary school. As with the first teaching design of this thesis, the aim is to create a study

and research path to accommodate the emphasis on inquiry-based teaching in the 2017 reform. The

design is intended for use in an STX-A-level mathematics class in a Danish upper secondary school.

The time to teach supplementary subjects is possibly limited. Thus, the SRP is designed to span only

two lessons of 95 minutes.

11.1.1 Aim of the Teaching Design

The focus of the SRP is immunisation strategies and the friendship paradox. The teaching objective is

for the students to identify, formulate and prove the friendship paradox and explain its use regarding

immunisation strategies. The students should experience how a seemingly non-mathematical statement

can be mathematically formalised and proved.

112
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Additional aims are to create a setting for the introduction of the graph-theoretical vocabulary and for

the students to gain experience of how graphs can model real-life situations such as social networks.

The friendship paradox can be formulated and proved without graph theory, but the vocabulary remains

useful. The students are not expected to gain knowledge of deep graph-theoretical results, but to

engage in an inquiry that makes the notions appear useful and natural.

The two other strategies discussed in the previous chapter, random and targeted immunisation, are

also included in the teaching design. These provide a motivational context for the discussion of

acquaintance immunisation. The mathematics behind these strategies is only covered superficially,

and the students are not expected to gain explicit mathematical knowledge hereof.

As in the first teaching design, this design aims to fulfil certain academic goals described in the official

curriculum (see Section 6.1.2 for these).

11.1.2 Prior Knowledge

To be able to fulfil the aim of the teaching design, the students should be able to use summation notation

and to perform other algebraic manipulations. Further, the students should know and be able to apply

the mean and variance formulas. Specifically, the formula in the form Var(X) = E(X2)− (E(X))2

for a stochastic variable X is needed. This formula is not core material of STX-A-level mathematics

and it is not found in the official list of formulas (Schomacker, Bang-Jensen, Bruun, & Dejgaard, 2018).

However, the commonly used textbook MAT A1 - stx states and explains the formula (Carstensen,

Frandsen, & Lorenzen, 2019). In the teaching design, the students are assumed to have prior knowledge

of this formula.

11.2 T H E G E N E R AT I N G Q U E S T I O N

The generating question of the SRP is phrased as follows:

Q0: An epidemic has broken loose. Luckily, scientist have developed a vaccine,

but in limited amounts that do not allow immunisation of the entire population.

Who should get the vaccine?

The question contains a real human challenge, which is further emphasised by the 2020 outbreak of

the coronavirus. Thus, the students are expected to be motivated to work on the question.
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11.3 L E S S O N P L A N S

The design consists of two lessons of 95 minutes (Table 17 and 18) and a written assignment (Figure

22). The structure of the lessons is the same as in the combinatorial SRP (Chapter 6). Thus, the

students work autonomously in groups and participate in conferences, which are structured in the

same way. The students are given logbooks to record their questions, answers and resources used.

The lessons help the students familiarise with the generating question and some of the questions

and preliminary answers derived from it. Thus, the lessons serve as a motivation and a necessary

preparation for the written assignment in which the students are asked to deliver more precise answers

to some of the questions generated during the lessons. Thus, the students get more time to acquire the

aimed knowledge and to synthesise their work from lessons. Table 17 and 18 provide a description of

the planned progression of the two lessons.
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Lesson 1

Time (min) Time acc. (min) Activity

10 10 In plenum: The subject of the lessons is presented along with the

generating question.

Devolution: The students are told to pose subquestions based on Q0.

They must present at least three of these at conference 1.

15 25 Groups: Initial discussion of the generating question and posing of

subquestions.

25 50 Conference 1: The groups present their questions.

The teacher ensures that the question “In which way can it help the

entire population if only some receive the vaccine?” is posed. This

question is discussed in class and the teacher defines the term herd

immunity. The teacher presents a network on a slideshow (see Appendix

E) and uses this to illustrate the effect of herd immunity. Further, based

on this network, the graph theoretical vocabulary is introduced. The

teacher poses the question: “Who should be given the vaccine in this

network?” and this question is answered in a class discussion. The

teacher ensures that the advantages and disadvantages of random and

targeted immunisation are discussed.

The teacher poses (or repeats) the question: ”What if we first choose

some random people and then asked each of them to point out a friend

to receive the vaccine? Would this be a better strategy than the random

one?”

5 55 Groups: Discussing the question.

10 65 Conference 2: The groups share their hypotheses.

The teacher poses the question: “Is the mean number of friends of friends

in a network larger than the mean number of friends of individuals?”

and the students are first told to investigate this in the given dataset

(Figure 25). The students are encouraged to use the Internet.

Devolution: The groups are told to be ready to present their answer in

the beginning of the next lesson.

30 95 Groups: Working on the question (in the dataset).

Table 17: Lesson plan for the first lesson.
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Lesson 2

Time (min) Time acc. (min) Activity

20 20 Conference 3: The groups present their solutions to the question “Is

the mean number of friends of friends in a network larger than the mean

number of friends of individuals?” with respect to the given dataset.

Hereafter, the teacher asks the question “Is the mean number of friends

of friends in a network larger than the mean number of friends of

individuals in general?”

Devolution: The students are told to try to prove the statement and are

encouraged to use the Internet. They will have to present their work at

the following conference.

30 50 Groups: The students work on proving the friendship paradox.

25 75 Conference 4: The students write their proofs (or parts of proofs) in

their assigned space on the blackboard and present.

The friendship paradox is discussed in relation to acquaintance immuni-

sation.

The teacher poses the question: “How can we compare the effectiveness

of the different strategies?” and introduces the simulation tool on the

page (Brockmann, 2018) and the students are told to investigate how

this tool can be used to answer the question.

10 85 Groups: Working with the simulation tool.

10 95 Conference 5: Some groups present their simulations.

Table 18: Lesson plan for the second lesson.

https://www.complexity-explorables.org/explorables/facebooked-flu-shots/
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11.4 W R I T T E N A S S I G N M E N T

After the two lessons the students are asked to hand in a report with more precise mathematical

answers to questions generated in the open discussions of the lessons. The assignment may help the

lessons seem more meaningful and less “detached”. Further, it enables the teacher to evaluate the

outcome of the lessons and ensures that the aimed questions are posed and that the aimed knowledge

is achieved.

Who should get the vaccine?

An epidemic has broken loose. Luckily, scientist have developed a vaccine, but in limited

amounts that do not allow immunisation of the entire population. Who should get the vaccine?

Describe the three immunisation strategies random immunisation, targeted immunisation and

acquaintance immunisation and discuss their advantages and disadvantages.

In the description of acquaintance immunisation, include the friendship paradox. Based on the

below dataset, perform calculations to formulate a hypothesis and finally provide a proof.

When are the mean number of friends of individuals and the mean number of friends of friends

equal? Construct three networks (high, low and zero variance), and compare the mean number

of friends of individuals and the mean number of friends of friends in these. Do most people

have fewer friends than their friends have in your networks? Is this always true?

Explain the connection between the friendship paradox and acquaintance immunisation. In

which of your networks do you think acquaintance immunisation is most effective?

Can you think of other strategies or improvements of the three already discussed?

Figure 22: Assignment given to the students after the completion of the two lessons.
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11.5 A P R I O R I A N A LY S I S O F T H E T E AC H I N G D E S I G N

Section 11.5 explores which questions and answers could occur in the students’ work with the

generating question. The section also aims to justify and explain the different aspects of the teaching

design. A part of the analysis consists of a diagram based on the ones of Winsløw, Matheron

and Mercier (2013) concerning the expected outcome of the SRP. The diagram gives an overview

of the a priori analysis. However, when an SRP contains many questions, the diagrams may be

counterproductive. In the first teaching design this problem was mitigated by splitting up the diagram

in smaller parts. In the present analysis the questions were written directly into the diagram. The

diagram is presented in Figure 23.
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Figure 23: SRP diagram based on Q0. The dotted black questions are posed by the teacher if the students do

not pose them. The green questions are expected to be posed by the students based on preceding

questions and web searches. The blue questions are posed in the assignment.



11.5 A P R I O R I A N A LY S I S O F T H E T E AC H I N G D E S I G N 120

The remaining part of the section elaborates on the specific paths in the SRP diagram presented

in Figure 23. The expectations of how the SRP will unfold according to the lesson plans will be

presented. Finally, an educated guess of how students will answer the questions is given.

Lesson 1 will begin with the teacher introducing the generating question. Then Q0 is studied and

discussed in the groups where they pose subquestions. Figure 24 shows the questions likely to arise at

this point.

Figure 24: Questions likely to arise from the initial discussion and study of Q0.

It is likely that the students will focus on the importance of vaccinating health staff and individuals

at risk of getting very sick from the infection (Qe and Qd). These are valid strategies and will not

be “dismissed” by the teacher. But they will not fulfil the teaching objective and thus the students

are not encouraged to continue working on these strategies. However, some may think of random

and targeted immunisation (Qh and Qx). Especially, the former is quite intuitive. The students

will be encouraged to use the Internet, where they can find information about these strategies. For
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example, typing ”immunisation strategies”1 could lead to the Wikipedia page “Targeted immunization

strategies” which provides information of both strategies (Targeted Immunization strategies, 2019).

This page also mentions acquaintance immunisation, and hopefully some students will then pose

questions concerning this strategy (Qk).

At conference 1, the groups present at least three of their subquestions. The teacher directs the

discussion and poses further subquestions if necessary. For example, the teacher ensures that it is

discussed how it can help an entire population even if only some individuals receive the vaccine

(Qa) to bring forward the idea of herd immunity which is the very motivation behind immunisation

strategies. In a slideshow presentation, the teacher illustrates the effect of vaccination on a network,

i.e. that the network is broken up into smaller components which inhibits the spread of the disease (see

Appendix E2). In this setting, the graph-theoretical vocabulary is introduced (vertex, edge, degree).

This vocabulary may proof helpful later, since many online resources concerning the friendship

paradox use it. Based on the network in the slides, the teacher asks “Who should be given the vaccine

in this network?”. This ensures that targeted immunisation is briefly discussed. The teacher also

facilitates a discussion of the advantages and disadvantages of random and targeted immunisation.

At the end of conference 1, the teacher poses the question “What if we first choose some random

people and then asked each of them to point out a friend to receive the vaccine? Would this be a better

strategy than the random one?” (Qk). Hopefully, this question has already been posed by the students

in some form so that the teacher only needs to bring back attention to it. The group discussions of

the question are expected to be on an intuitive level. The students may have different “opinions” ,

given that counter-intuitiveness of the strategy. The groups will share their hypotheses in class at

conference 2, and it is likely that many of the students will think that the strategies are equally effective.

At the end of conference 2, the teacher poses the question “Is the mean number of friends of friends

larger than the mean number of friends of individuals?” (Ql). The students are first told to investigate

this in the provided dataset (Figure 25) also presented in Figure 20 in Chapter 10. The same dataset

will be handed out in the assignment after the lessons.

1 The teacher will refer to “immunisation strategies” in the introduction of the generating question so that the students learn

these words.
2 Click here to open file.

https://en.wikipedia.org/wiki/Targeted_immunization_strategies
https://1drv.ms/p/s!AvbJQbbxLmvGky2M7DYdrI7LtAPi
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Figure 25: Dataset given to the class.

The students will likely begin by considering a few of the people and investigate whether these have

fewer friends than their friends do (Qm). These calculations will not help answer Ql but they will make

the students familiar with the dataset and lead them to the question of what quantities they need to

calculate to answer the question (Qn) represented by the dotted line in Figure 23. Some students may

be able to calculate the mean number of friends of individuals and mean number of friends of friends

without further study (Qq and Qr). Others will likely start searching the Internet. Typing “mean

number of friends and mean number of friends of friends” or “do a person’s friend have more friends

than the person does” they could find the Wikipedia page “Friendship paradox” (Friendship paradox,

2020). From this page the students learn the name of the statement and they may continue their search

using this name. This would lead to several resources discussing the paradox including various videos

on YouTube e.g. “The friendship paradox: Why your friends are more popular than you (and why

that matters)“ (Star, 2019). Based on resources like this, it is probable that at least some groups will

produce a table similar to the one depicted in Figure 16 in Chapter 10. Note that the students are

given 30 minutes to investigate the friendship paradox in the dataset. It is assessed that this amount

of time is needed to answer the question given the time needed to search for and study online resources.

At conference 3, the students will present their tables or calculations of the mean number of friends of

individuals and the mean number of friends of friends. In the dataset, the mean number of friends

of individuals and the mean number of friends of friends do not differ by a large amount: 2 vs. 2.5

(see Section 10.4.1). Therefore, the students may ask whether it holds true in general. Otherwise, the

teacher will ask the students to prove the paradox in an arbitrary network. Typing “friendship paradox

proof” leads to e.g. (Talwalkar, 2012) and (Wirth, 2018) along with similar pages. It is likely that

all groups will be able to find resources with proofs of the paradox. The proofs on the mentioned

https://en.wikipedia.org/wiki/Friendship_paradox
https://en.wikipedia.org/wiki/Friendship_paradox
https://www.youtube.com/watch?v=GEjhO65FYks&list=PUpCSAcbqs-sjEVfk_hMfY9w&index=19&app=desktop
https://mindyourdecisions.com/blog/2012/09/04/why-your-friends-have-more-friends-than-you-the-friendship-paradox/
https://mathsection.com/friendship-paradox/
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pages correspond to Proof 1 presented in Chapter 10. It is expected that the students with some effort

can follow these proofs. However, the teacher will likely need to help the students recall previous

knowledge such as the variance formula or the students may consult their books. The teacher can

in general act as a “media” (i.e. a source of official knowledge), when the students try to proof the

paradox. Given the time constraints, the groups may not have completed the proof at conference 4.

However, it is likely that some at least got a start on it and are able to present the beginning. For

example, some groups might have established the general expressions of the mean number of friends

of individuals and the mean number of friends of friends without having proved the inequality. The

students can share their resources with the rest of the class ensuring that all groups are equipped

to complete the assignment after the lessons. At the end of conference 4, the teacher facilitates a

discussion of how the paradox can be used as an immunisation strategy (Qp). The students may

realise that the friendship paradox implies that vaccinating acquaintances of random selected people is

effective. They may have realised this in the study process e.g. by watching the video (NETWORKS

& The Network Pages, 2019) which explains the connection.

Next, the teacher poses the question: “How can we compare the effectiveness of the different strate-

gies?” (Qy) and introduces the simulation tool on the webpage (Brockmann, 2018), which acts as

a milieu for performing experiments (Chevallard, 2019). The “explorable” on the page displays a

network of 200 individuals (vertices) connected in one component. One chooses a fraction of the

population to be vaccinated and applies one of three strategies corresponding to random, targeted

and acquaintance immunisation, respectively. The student can visualise how the different strategies

work (Figure 26). For example, it appears that a much larger fraction of the population needs to be

vaccinated to reach herd immunity for random immunisation than for the other two strategies.

https://www.youtube.com/watch?v=sF1wy6OkeLE
https://www.youtube.com/watch?v=sF1wy6OkeLE
https://www.complexity-explorables.org/explorables/facebooked-flu-shots/
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Figure 26: Screenshots from (Brockmann, 2018). (a) The network of disease spread without vaccination. (b)

Random immunisation: vaccinating 38 % at random. The red individuals represent the largest

component, wherein the disease can spread. (c) Targeted immunisation: vaccinating the 38 %

with the highest degree vertices. (d) Acquaintance immunisation: choosing 38 % at random and

vaccinating one of their acquaintances.

One can choose between an Erdös-Rényi network and a Barabási-Albert network (see Section 10.1).

These types of networks are not explained in detail, but the teacher may inform the students that

the BA model displays a higher variance than does the ER model (as explained on the webpage).

Thus, the students get to see how the variance in networks affects the effectiveness of the strategies,

especially that the effect of acquaintance immunisation is most pronounced in networks with high

variance (Figure 27). In conference 5, the teacher ensures that this is connected to the relation from

the friendship paradox: 〈k〉FF = 〈k〉+ σ2

〈k〉 . The mathematical knowledge gained from the explorable

is limited, since it is not stated how the simulations are performed. However, the students will get an

intuitive sense of how the different strategies affect the network connectivity .

https://www.complexity-explorables.org/explorables/facebooked-flu-shots/
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Figure 27: Screenshots from (Brockmann, 2018). (a) Acquaintance immunisation in ER network (homoge-

neous). (b) Acquaintance immunisation in BA network (heterogeneous).

In the written assignment the students will finalise their work from the two lessons. The assignment

includes a few questions that may not have been addressed in the lessons (depicted in blue in Figure

23). From the relation 〈k〉FF = 〈k〉+ σ2

〈k〉 the students could derive that the mean number of friends

of individuals and the mean number of friends of friends are equal if and only if the variance of

the degrees in the network is zero (Qu). The students will have to create a network where the two

quantities are equal, i.e. a network where all vertices have the same degree. They must also create

networks with relatively high and low variance and calculate the two quantities in these situations

(Qv). This provides further insight to how the variance of the network affects the relation between the

quantities. Further, the students must determine whether it always holds that most people have fewer

friends than their friends do (Qw) which is a common misinterpretation of the friendship paradox

(also present on some webpages). Thus, it is important to address this issue in the teaching design.

The students will likely answer this question with a counterexample as the one presented in Figure

21 of Chapter 10. Finally, the students are asked to think of any other immunisation strategies or

improvements to the ones already discussed. For example, the students could think of some themselves

or look for more strategies online (however, many resources contain too advanced material). One

possibility is to suggest double acquaintance immunisation which chooses a random group of people,

ask them to point of friends and then ask these people to point of some of their friends to receive the

vaccine.

11.6 D I S C U S S I O N O F T H E T E AC H I N G D E S I G N

The primary focus of the SRP is the friendship paradox which was chosen in the context of immunisa-

tion strategies. The SRP could have been based solely on the friendship paradox with a generating

question asking whether the paradox was true (using Ql as the generating question). An advantage of

this approach would be the less time-consuming teaching design promoting the gain of mathematical

https://www.complexity-explorables.org/explorables/facebooked-flu-shots/
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knowledge. The work with the other strategies promotes limited mathematical knowledge as men-

tioned in the previous section. However, the setting of immunisation strategies serves as a motivation

for the friendship paradox by making it relevant and useful. The friendship paradox is mathematically

amusing , but it does not forge much personal interest since it concerns global averages. On the other

hand, the global applicability of the paradox makes it useful as an immunisation strategy.

The SRP emphasises the study part. Therefore, the group work sessions are relatively long to give

time for finding and studying resources. The interplay between study and research will vary among

students depending on their effort put into answering questions without consulting resources.

It could be sensible to use SRP lessons as preparation for the study line project (da: studieretningspro-

jektet), a project in the Danish upper secondary school where the students autonomously work on a

bi-disciplinary subject. Given the fact that the SRP emphasises study, i.e. the consultation of resources,

the preparatory aspect would be particularly meaningful.

An important aspect of the project is that the students must study and communicate content from

resources not a priori validated by the school institution. This is especially important in the present

design, since many resources involve misinterpretations of the friendship paradox. In addition, the

students must critically assess proofs. Students rarely feel the necessity of proving mathematical

statements, since the didactic contract3 causes the students to know their validity as provided by the

teacher (Otaki, Miyakawa, & Hamanaka, 2016). However, in the present SRP, the statements and

proofs are not validated by the teacher in advance and this could lead to the feeling of necessity of

proof (Otaki, Miyakawa, & Hamanaka, 2016).

The SRP of the present design is relatively directed and would be categorised as targeted (Winsløw,

Matheron, & Mercier, 2013). A more open SRP could leave more space for autonomous study and

research but possibly at the cost of mathematical knowledge gained. SRPs used as preparation for

the study line project are preferably targeted, since the students work under similar limitations in this

project.

3 A didactic contract is defined as “(..) an interpretation of the commitments, the expectations, the beliefs, the means, the

results, and the penalties envisaged by one of the protagonist of a didactical situation (student, teacher, parents, society) for

him- or herself and for the others (..)” (Brousseau, Sarrazy, & Novotná, 2014).
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C O N C L U S I O N

The present thesis is based on the hypothesis that discrete mathematics is well-suited for inquiry-based

teaching. Therefore, two study and research paths were designed and both were combined with

a written assignment. One aimed to cover mandatory parts of the Danish upper secondary school

curriculum in discrete mathematics and one served as a supplementary discrete topic.

The purpose of the first design was to design a study and research path generating the core techniques

from the current STX-A-level curriculum. Prior to the design of the SRP a synthesis of the existing

didactical research on combinatorics at secondary and early tertiary level was performed. The lit-

erature synthesis presented student difficulties in combinatorics and attempts to mitigate these. To

determine the content of combinatorics in upper secondary school the didactic transposition from

scholarly knowledge to knowledge to be taught was studied. The determined praxeologies clarified

which techniques the students should be able to apply. Based on the literature synthesis and the

determined knowledge to be taught, a study and research path in combinatorics was designed. The

SRP was based on the generating question “How could you construct a secure password?” along

with other teacher-posed questions. A thorough a priori analysis was conducted to determine which

questions and answers the students could produce in the lessons.

The subjects of the second design were the friendship paradox and immunisation strategies, motivated

by the 2020 coronavirus outbreak. Prior to the design, the three strategies random, targeted and

acquaintance immunisation were analysed. Acquaintance immunisation and the friendship paradox on

which the strategy is based were emphasised. Some of the content in this analysis was transposed into

an SRP intended for use in upper secondary school. The SRP was based on the generating question

“Who should get the vaccine?”. Another a priori analysis was conducted.
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The a priori analyses of the present thesis are initial hypotheses concerning the possible outcomes of

the SRPs. The students would probably pose different questions and follow different paths. The SRP

designs of the thesis would benefit from a comparison of the a priori analyses with the a posteriori

analyses based on empirical observations.

The analysis of the students’ subquestions in the first lesson of the first design showed that the question

“How could you construct a secure password?” possessed “generating power”, even though not all the

expected questions were posed. It would have been interesting to gather data from the other lessons to

determine to what extent the teaching aims were achieved. Specifically, it would be useful to explore

if the questions and answers in the SRP lead to the aimed combinatorial praxeologies.

In the second design, it is important that the students are able to find resources about the friendship

paradox and are able to follow the proofs on these. Given the counter-intuitive nature of the friendship

paradox and the many incorrect statements found on the Internet, the students will possibly misinter-

pret the paradox. Thus, it would be interesting to see how successful the students would be and how

much autonomous work they would be able to carry out. Likely, classroom observations could lead to

improvements of the design.

In conclusion, empirical observations were essential to explore the hypothesis of the thesis: that

discrete mathematics including combinatorics is well-suited for inquiry-based teaching such as an

SRP. The present thesis contributes with teaching material and a priori analyses for empirical testing.

Further, the two designs of the thesis represent suggestions of how to meaningfully incorporate study

and research paths in upper secondary school.
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sexual contacts. Nature, 411, pp. 907-908.

Liu, P., Miao, H., & Mei, J. (2009). Common acquaintance immunization strategy for complex

network. Information Technology Journal, 8(8), pp. 1129-1139.

Lockwood, E. (2011). Student connections among counting problems: An exploration using actor-

oriented transfer. Educational Studies in Mathematics, 78(3), pp. 307-322.

Lockwood, E. (2013). A model of students’ combinatorial thinking. Journal of Mathematical

Behavior, 32, pp. 251-265.

Lockwood, E. (2014a). Both answers make sense! Using the set of outcomes to reconcile differing

answers in counting problems. Mathematics Teacher, 108(4), pp. 296-301.

Lockwood, E. (2014b). A set-oriented perspective on solving counting problems. For the Learning of

Mathematics, 34(2), pp. 31-37.

Lockwood, E. (2015). The strategy of solving smaller, similar problems in the context of combinatorial

enumeration. International Journal of Research in Undergraduate Mathematics Education, 1, pp.

339-362.

Lockwood, E., & Gibson, B. (2016). Combinatorial tasks and outcome listing: Examining productive

listing among undergraduate students. Educational Studies in Mathematics, 91(2), pp. 247-270.

Lockwood, E., & Purdy, B. (2019). An unexpected outcome: Students’ focus on order in the multipli-

cation principle. International Journal of Research in Undergraduate Mathematics Education.

Lockwood, E., & Reed, Z. (2018). Reinforcing mathematical concepts and developing mathematical

practices through combinatorial activity. In E. W. Hart, & J. Sandefur (Eds.), Teaching and Learning

Discrete Mathematics Worldwide: Curriculum and Research (pp. 93-110). Hamburg: Springer.

Lockwood, E., Reed, Z., & Caughman, J. S. (2017). An analysis of statements of the multiplication

principle in combinatorics, discrete, and finite mathematics textbooks. International Journal of

Research in Undergraduate Mathematics Education, 3, pp. 381-416.



C O N C L U S I O N 135

Lockwood, E., Swinyard, C. A., & Caughmann, J. S. (2015). Patterns, sets of outcomes, and

combinatorial justification. International Journal of Research in Undergraduate Mathematics

Education, 1(1), pp. 27-62.

Lundberg, A. L., & Kilhamn, C. (2016). Transposition of knowledge: Encountering proportionality in

an algebra task. International Journal of Science and Mathematics Education.

Lützen, J. (2015). Diskrete Matematiske Metoder. Copenhagen: University of Copenhagen.

Martin, G. E. (2001). Counting: The Art of Enumerative Combinatorics. New York: Springer.

NETWORKS & The Network Pages. (2019). The friendship paradox! Retrieved April 30, 2020, from

YouTube: https://www.youtube.com/watch?v=sF1wy6OkeLEfbclid=IwAR2-wQtUKsvmpSP62mt-

maaLfHlxF93uMMXnodBgE0g2jTcSsPHUBXUU8vg

Newman, M. E. (2002). Spread of epidemic disease on networks. Physical review. E, Statistical,

nonlinear, and soft matter physics, 66 1 Pt 2, 016128.

Newman, M. E. (2010). Networks: An Introduction (1st ed.). Oxford: Oxford University Press.

Otaki, K., Miyakawa, T., & Hamanaka, H. (2016). Proving activities in inquiries using the Internet.

40th Conference of the International Group for the Psychology of Mathematics Education, 4, pp.

11-18.

Password strength. (2020). Retrieved January 30, 2020, from Wikipedia: https://en.wikipedia.org/wiki/

Password strength

Pleacher, D. (n.d.). Calculating Password Entropy. Retrieved January 30, 2020, from Mr. P’s Math

Page: https://www.pleacher.com/mp/mlessons/algebra/entropy.html

Pleacher, D. (n.d.). Password Entropy. Retrieved January 30, 2020, from Mr. P’s Math Page:

https://www.pleacher.com/mp/mlessons/algebra/entropy2.html

Schomacker, G., Bang-Jensen, J., Bruun, B., & Dejgaard, J. (2018). Matematisk formelsamling stx

A-niveau. Undervisningsministeriet.

Stanley, R. P. (2011). Enumerative Combinatorics, Volume 1 (2nd ed.). Cambridge: Cambridge

University Press.

https://www.youtube.com/watch?v=sF1wy6OkeLE&fbclid=IwAR2-wQtUKsvmpSP62mt-maaLfHlxF93uMMXnodBgE0g2jTcSsPHUBXUU8vg
https://www.youtube.com/watch?v=sF1wy6OkeLE&fbclid=IwAR2-wQtUKsvmpSP62mt-maaLfHlxF93uMMXnodBgE0g2jTcSsPHUBXUU8vg
https://en.wikipedia.org/wiki/Password_strength
https://en.wikipedia.org/wiki/Password_strength
https://www.pleacher.com/mp/mlessons/algebra/entropy.html
https://www.pleacher.com/mp/mlessons/algebra/entropy2.html


C O N C L U S I O N 136

Star, Z. (2019). The friendship paradox: Why your friends are more popular than you (and why that

matters). Retrieved April 9, 2020, from YouTube: https://www.youtube.com/watch?v=GEjhO65FYks

Talwalkar, P. (2012). Why your friends have more friends than you: the friendship paradox. Retrieved

April 9, 2020, from Mind You Decisions: https://mindyourdecisions.com/blog/2012/09/04/why-

your-friends-have-more-friends-than-you-the-friendship-paradox/

Tanaka, G., Urabe, C., & Aihara, K. (2014). Random and Targeted Interventions for Epidemic Control

in Metapopulation Models. Scientific Reports, 4(5522).

Targeted Immunization strategies. (2019). Retrieved April 9, 2020, from Wikipedia: https://en.wikipedia.

org/wiki/Targeted immunization strategies

Tucker, A. (2002). Applied Combinatorics (4th ed.). New York: Wiley.

Ugander, J., Karrar, B., Backstrom, L., & Marlow, C. (2011). The anatomy of the Facebook social

graph. Cornell University, University of Michigan, Facebook.

Undervisningsministeriet. (2017, August). Læreplan Matematik A - stx 2017.

Undervisningsministeriet. (2020, Februar). Vejledning Matematik A, B og C - stx 2020.

Wijayanti, D., & Winsløw, C. (2017). Mathematical practice in textbooks analysis: praxeological

reference models, the case of proportion. REDIMAT, 6(3), pp. 307-330.

Winsløw, C., Matheron, Y., & Mercier, A. (2013). Study and research courses as an epistemological

model for didactics. Educational Studies in Mathematics, 83, pp. 267-284.

Wirth, E. (2018). Friendship paradox. Retrieved April 9, 2020, from Math Section: https://mathsection.

com/friendship-paradox/

https://www.youtube.com/watch?v=GEjhO65FYks
https://mindyourdecisions.com/blog/2012/09/04/why-your-friends-have-more-friends-than-you-the-friendship-paradox/
https://mindyourdecisions.com/blog/2012/09/04/why-your-friends-have-more-friends-than-you-the-friendship-paradox/
https://en.wikipedia.org/wiki/Targeted_immunization_strategies
https://en.wikipedia.org/wiki/Targeted_immunization_strategies
https://mathsection.com/friendship-paradox/
https://mathsection.com/friendship-paradox/


A P P E N D I C E S

137



A - D E S I G N 1 : PA S S W O R D E N T R O P Y W E B S I T E

.

138



12.4.2020 Password Entropy

https://www.pleacher.com/mp/mlessons/algebra/entropy2.html 1/2

Home Meet Mr. P What's New Humor Quotes Links Puzzles & Games Poetry Algebra Lesson Plans

Activity to Calculate Password Entropy

Password Entropy

With Graphics Processing Units (GPUs) becoming faster and more reasonably priced, it's becoming important
to understand what password entropy is and how it is calculated.   Password entropy is a measurement of how
unpredictable a password is.

Password entropy is based on the character set used (which is expansible by using lowercase, uppercase,
numbers as well as symbols) as well as password length. 
Password entropy predicts how difficult a given password would be to crack through guessing, brute force
cracking, dictionary attacks or other common methods.

Password entropy is usually expressed in terms of bits: 
A password that is already known has zero bits of entropy; 
one that would be guessed on the first attempt half the time would have 1 bit of entropy. 
A password's entropy can be calculated by finding the entropy per character, which is a log base 2 of the
number of characters in the character set used, multiplied by the number of characters in the password
itself.

National Institute of Standards and Technology (NIST) provides the following guidelines for user-selected
passwords with 30 bits of entropy:

Use a minimum of 8 characters selected from a 94-character set.
Include at least one upper case letter, one lower case letter, one number and one special character.
Use a dictionary of common words that users should avoid, like a password blacklist.
Don't use any permutations of your username as your password.

Of course password entropy can't be the only thing considered or passwords would be too long, complex and
unmemorable. 
Best practices involve employing something memorable to the user but not easily guessed by anyone else. 
Because password length is one of the most important factors affecting password entropy and overall
strength, a longer password can be simpler than a shorter one and still be effective.

We calculate password entropy by first looking at the pool of characters a password is made from. 
For example, the password thisisapassword would have a possible pool of 26 characters from the English
alphabet. 
Changing the password to ThisIsAPassword would increase your pool to 52 characters. I made a table below
to outline the rest.

 

Type                 Pool of Characters Possible 

Lowercase                         26 

Lower & Upper Case                52 

Alphanumeric                      36 

Alphanumeric & Upper Case         62 

Common ASCII Characters           30 

Diceware Words List            7,776 

English Dictionary Words     171,000 
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Entropy is calculated by using the formula log2(x), where x is the pool of characters used in the password. 
So a password using lowercase characters would be represented as log2(26) = 4.7 bits of entropy per
character. 
So our previous example of thisisapassword would have an entropy value of ~ 70 bits (4.7 * 15 characters),
assuming a brute-force algorithm. 
However, there is also another way of looking at that password. 
We could also think of it as log2(7776)*4 = 51.69 bits of entropy, which makes it a much easier password to
guess � it would only take 15 days instead of 19 millennia!

On a mathematical note, to calculate out the number of possible combinations using your calculated entropy
value you would use 2x, x being the number of bits of entropy. 

Password strength is determined with this chart:
< 28 bits = Very Weak; might keep out family members
28 - 35 bits = Weak; should keep out most people, often good for desktop login passwords
36 - 59 bits = Reasonable; fairly secure passwords for network and company passwords
60 - 127 bits = Strong; can be good for guarding financial information
128+ bits = Very Strong; often overkill

While a password with 40-50 bits of entropy may be semi-safe now, it is only a matter of time until GPUs
become more powerful, and password cracking takes less time!

A single byte can contain up to 8 bits of entropy. 
This is the upper limit. As you learn more about your data, the amount of entropy in those 8-byte block goes
down. 
Oh, all your bytes are all ASCII characters? That means the highest bit must be a 0; you're down to 7 bits of
entropy. 
No control characters? Of the ASCII set, 0-31 are control characters - tab, enter, bell, end-of-file. That
reduces the character further. 
alphabetic, lower case only? Now you're reducing the available options hugely. 
English word? Not many of those - an entire english word, RANDOMLY selected, may only have about, say, 12
bits altogether, even though the words may have 5 characters.

Send comments to: David Pleacher                        
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Answer Key

Calculating Password Entropy

Password entropy is a measurement of how unpredictable a password is.
The formula for entropy is:

E stands for "entropy," which is the opposite of an ordered pattern.   Entropy is good: the bigger the E, the
harder a password is to crack.

We calculate password entropy by first looking at the pool of characters a password is made from. 
For example, the password password would have a possible pool of 26 characters from the English alphabet. 
Changing the password to Password would increase your pool to 52 characters. I made a table below to outline
the rest.

 

Type                 Pool of Characters Possible 

Lowercase                            26 

Lower & Upper Case                   52 

Alphanumeric                         36 

Alphanumeric & Upper Case            62 

Common ASCII Characters              30 

Diceware Words List               7,776 

English Dictionary Words        171,000 

Password strength is determined with this chart:
< 28 bits = Very Weak; might keep out family members
28 - 35 bits = Weak; should keep out most people, often good for desktop login passwords
36 - 59 bits = Reasonable; fairly secure passwords for network and company passwords
60 - 127 bits = Strong; can be good for guarding financial information
128+ bits = Very Strong; often overkill

While a password with 40-50 bits of entropy may be semi-safe now, it is only a matter of time until GPUs
become more powerful, and password cracking takes less time! 

Here is an example:

If your keyboard has 95 unique characters and you are randomly constructing a password from that whole
set, then R = 95.
If you have a 12-character password, then L = 12.
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The number R to the L power is 540,360,087,662,636,962,890,625 -- which is how many passwords you have.
That's the same as 278.9 -- and the log2 of that is 78.9.   In info-security lingo, it's 78.9 bits of entropy.  
That approaches the "exponential wall," where a password could take ages to crack.

1 - 10   Now calculate password entropy for the following passwords:

__________ 1. password 
                        R = 26 since its pool of characters is just the 26 lower case letters and L = 8 (the length)

__________ 2. Password 

__________ 3. qwerty 

__________ 4. abc123 

__________ 5. MrP*MathPage 
                        R = 82 since it uses upper and lower case and ASCII characters 

__________ 6. 123456 

__________ 7. starwars 

__________ 8. baseball 

__________ 9. P33e=7a*E6m 

__________ 10. Q77a&-2kB4R2 

__________ 11. If the password entropy of an eight character password is 34.9 bits, 
                        what is the pool of characters?

__________ 12. If the password entropy of a twelve character password is 55.7 bits, 
                        what is the pool of characters?

Click here for a Password Strength Test Checker
Note that when entering common passwords or passwords with sequential digits or letters or passwords with
common words, the entropy will be lower than that calculated with the formula above.

Click here for more details about Password Entropy

Send comments to: David Pleacher                        
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PowerPoint slides - Introduction

Click here to open the file

Reference: [Untitled illustration of passwords]. National Cyber Security Center. https://www.ncsc.gov.uk/news/most-

hacked-passwords-revealed-as-uk-cyber-survey-exposes-gaps-in-online-security
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Reference: Screenshot from www.kunet.dk

Reference: The 50 Most Used Passwords [Online Image]. https://kamino.com.au/theartofthepassword/

www.kunet.dk
https://kamino.com.au/theartofthepassword/
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References: Screenshots from [1] https://www.thesun.co.uk/tech/9734757/google-passwords-hacked-how-to-check/ [2]

https://www.zdnet.com/article/my-first-facebook-imposter-experience/ [3] https://www.businessinsider.com/amazon-ring-

passwords-credit-card-exposure-leak-hack-2019-12?r=USIR=T [4] https://www.nytimes.com/2019/12/05/style/spotify-

hacked-what-to-do.html [5] https://www.bbc.com/news/technology-51424352 [6] https://7news.com.au/lifestyle/personal-

finance/westpac-customers-urged-to-remain-vigilant-after-hackers-accessed-c-417666 [7] https://www.cnet.com/news/massive-

breach-leaks-773-million-emails-21-million-passwords/

https://www.thesun.co.uk/tech/9734757/google-passwords-hacked-how-to-check/
https://www.zdnet.com/article/my-first-facebook-imposter-experience/
https://www.businessinsider.com/amazon-ring-passwords-credit-card-exposure-leak-hack-2019-12?r=US&IR=T
https://www.businessinsider.com/amazon-ring-passwords-credit-card-exposure-leak-hack-2019-12?r=US&IR=T
https://www.nytimes.com/2019/12/05/style/spotify-hacked-what-to-do.html
https://www.nytimes.com/2019/12/05/style/spotify-hacked-what-to-do.html
https://www.bbc.com/news/technology-51424352
https://7news.com.au/lifestyle/personal-finance/westpac-customers-urged-to-remain-vigilant-after-hackers-accessed-c-417666
https://7news.com.au/lifestyle/personal-finance/westpac-customers-urged-to-remain-vigilant-after-hackers-accessed-c-417666
https://www.cnet.com/news/massive-breach-leaks-773-million-emails-21-million-passwords/
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Manuscript - Introduction

SLIDE 1: Vi lever i en tid, hvor vi hele tiden skal forholde os til passwords. Til vores bank, til vores

mail, til facebook, instagram, osv.

SLIDE 2: Ofte er disse passwords en irriterende ting i vores hverdag; nogle gange bliver vi bedt om,

at der skal være så og så mange tal eller tegn. Vi har nok også alle prøvet at få at vide hvor stærkt

vores password er. Mange er nok tilbøjelige til at vælge et ”svagt” password – simpelthen fordi det er

nemmere. Derudover bliver vi ofte også bedt om at skifte vores password i tide og utide. Så hvorfor

er alt dette nødvendigt?

SLIDE 3: Det er desværre nødvendigt, fordi folk simpelthen ofte vælger dumme passwords. Her ser vi

en liste over de 50 mest anvendte password i USA i 2019. Vi ser fx at der bliver brugt meget oplagte

ord som ”password” eller, at mange bruger mønstre på tastaturet som fx ”qwerty”. Og problemet er,

at hackerne kender til sådanne lister. Så mange er nok ikke så smarte, som de går hen og tror. [dvæl

lidt ved denne side, og lad eleverne kigge på dem].

SLIDE 4: De sidste årtier og specielt de sidste par år ser vi flere og flere hackerangreb. Og problemet

er også at de bliver hurtigere og hurtigere til at tjekke passwords igennem – så selv et umiddelbart

stærkt password kan være hurtigt og nemt at hacke med ny teknologi. Alle disse (se slide) er et
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minimalt udsnit af overskrifterne fra 2019 eller 2020 omkring hackerangreb.

SLIDE 5: Introduktion til afleveringen. Læs opgaveformuleringen op for eleverne. Som det er lige nu

har vi ikke den viden, der skal til for at kunne svare på de her spørgsmål, så det vi skal bruge de næste

5 moduler på er, at I skal blive kvalificerede til at kunne svare på de her ting.

SLIDE 6: Den måde vi vil gøre os kvalificerede på, er at arbejde med spørgsmålet ”Hvordan kan man

lave et sikkert password?” Det her er overspørgsmålet, som vi skal arbejde med de næste 5 moduler.

Sammen vil vi lave flere spørgsmål og svar, der kan hjælpe os med at blive klogere på emnet. I skal i

løbet af de næste 5 moduler arbejde i grupper, og vi har skiftevis gruppearbejde og konferencer. I

konferencerne skal i dele jeres arbejde med de andre grupper. I får hver et kladdehæfte hvor I skal

skrive alle jeres ideer, udregninger, internetsider I har brugt osv. ned. I skal også huske at skrive dato

på den første nye side i starten af hvert modul. I skal også huske at tage noter fra konferencerne, da

det er mere end tilladt at bruge de andres ideer. Det I skal nu, er at hver gruppe skal finde på mindst

3 underspørgsmål, der kan hjælpe med at svare på spørgsmålet ”Hvordan kan man lave et sikkert

password?” og skrive dem i jeres felt på tavlen og gøre jeg klar til at præsentere dem for de andre. Det

er på denne måde alle konferencerne kommer til at foregå.
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PowerPoint slides - Binomial coefficients

Made with slide-in effect of the elements on the slides so that the students can participate without

seeing the answer on beforehand. Click here to open the file.

Reference: [Untitled illustration of password]. Subtraction.com. https://www.subtraction.com/2019/11/12/passwords-are-a-

design-problem/

https://1drv.ms/p/s!AvbJQbbxLmvGkyhuzavPty_tR6Kp
https://www.subtraction.com/2019/11/12/passwords-are-a-design-problem/
https://www.subtraction.com/2019/11/12/passwords-are-a-design-problem/
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Reference: Silhouettes Of People Waiting In Line. DFL.pt. https://www.dlf.pt/pngs/115423/

https://www.dlf.pt/pngs/115423/ 
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Blue Path - Lesson 1

Q0: How could you construct a secure password?

Q1: What does it mean for a password to be secure?

Q11: What makes a password hard to guess?

Q111: What makes a password easy to guess?

Q1111: What are “stupid” passwords?

Q112: Which restrictions can be put on a password to make it harder to guess?

Q1121: How does length affect password security?

Q1122: How does the pool of characters affect password security?

Q1123: What if the password must contain at least one digit?

Q12: How can we measure password security?

Q2: Why does a password need to be secure?

Q21: How can a password be “attacked”?

Q211: How fast can passwords be cracked by technology?

Q3: What are common password guidelines?

Q31: Which password policies do various sites use?

Q311: Are these secure?

Q4: Does it matter whether you use the same password for multiple sites?

Q5: Does it matter how long you keep the same password?

Q6: How can you make a secure password which is also easy to remember?

Pink Path - Lesson 1

1121Q1: How can we investigate how password length and the number of characters influence the

number of possible passwords?

1121Q11: How many 3-character passwords can you make from A and B?
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1121Q111: How many 4-character passwords can you make from A and B?

1121Q112: How many 4-character passwords can you make from A, B and C?

1121Q113: How many 3- or 4-character passwords can you make from A and B?

1121Q1131: How many passwords can you make from A and B with maximum 4 characters?

1121Q12: How many 3-character passwords can you make from all the letters in the alphabet?

1121Q121: How many 3-character passwords can you make from all the letters in the alphabet and all the

digits?

1121Q122: What if we distinguish between upper- and lower-case letters?

1121Q1211: What if we construct passwords of length r?

1121Q12111: How many r-character passwords can we construct from n different characters?

1121Q121111: How many k- or r-character passwords can we construct from n different characters?

1121Q121112: How many passwords can we construct from n different characters with a maximal length of r?

Orange Path - Lesson 2

Q12: How can we measure password security?

12Q1: How can we use the number of possible passwords to measure the security?

12Q2: How can we calculate the time it will take to crack a password?

12Q3: What is “entropy” and how can it be used to measure security of a password?

12Q31: What is a secure password in terms of entropy?

21Q32: What is the advantage of using entropy as a measure of password security?

Yellow Path - Lesson 3

1121Q21: Which is the most important factor in password security? Length or the pool of characters?

1121Q211: If you have the password “password1” would it be wiser to change it to “password10” or

“Password1” in order to make it more secure?

1121Q212: If we have nr possible passwords will it make the password more secure to increase the length

or the pool of characters?
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1121Q2121: Consider the number of 3-character passwords made from A and B. Will there be a larger

increase in the number of passwords if we include the letter C or if we increase the length by

one?

1121Q21211: Consider the number of 8-character passwords made from 20 different characters. Will there be

a larger increase in the number of passwords if we now have 21 different characters or if we

increase the length by one?

1121Q2122: When does nr+1 ≥ (n + 1)r hold?

1121Q21221: How can we investigate this?

Green Path - Lesson 3 and 4

Q112: Which restrictions can we put on a password to make it more secure?

Q1123: What if the password must contain at least one digit?

1123Q1: How many 3-character passwords made from A, B and 1 are possible if the password must

contain 1?

1123Q11: What if a 6-character password must contain letters and at least one digit? How many possible

passwords are there then?

1123Q111: What if a 6-character password must contain letters and exactly one digit? Exactly two? Exactly

three? Etc.

1123Q1111: In how many ways can we arrange n objects?

1123Q1112: Can we find a general formula for the number of ways to choose r objects out of n?

1123Q1113: How can we use 1123Q111 to answer 1123Q11?

1123Q112: What if a password must be of length r and contain letters and at least one digit? How many

possible passwords are there then?

1123Q1121: Can we further generalise this?

Red Path - Lesson 5

11Q3: Is it secure to choose one or more different dictionary word as a password?

11Q31: How many possible passwords are there if you choose a single dictionary word? If you choose

two different dictionary words?
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11Q311: Are these secure?

11Q32: What if you use r different words? What must r be in order for the password to be secure?

11Q321: How many passwords with r words are there?

11Q322: Can we find a general formula for the number of arrangements of r objects taken from n objects,

when repetition is not allowed?
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Pictures of blackboards

Group 1: Questions represented in conference 1

Group 2: Questions represented in conference 1

Group 3: Questions represented in conference 1

161
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Group 4: Questions represented in conference 1

Group 5: Questions represented in conference 1

Group 1: Questions and answers the represented in conference 2
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Group 2: Questions and answers the represented in conference 2

Group 3: Questions and answers the represented in conference 2

Group 4: Questions and answers the represented in conference 2

Group 5: Questions and answers the represented in conference 2
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Selected pictures of logbooks

The following pictures include one example from each group as they are very similar. In each case the

easiest readable logbook was chosen.

Group 1

Group 2
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Group 3

Group 4
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Group 5
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Selected transcriptions

Discussion of the generating question – sound recording of group 1

11/3-2020 - 8:40-8:53.

A: Kan man ikke bare lave sådan et virkelig langt et?

B: Okay, altså jeg har hørt, at hvis man bruger et andet sprog. . . hvis man kommer fra Danmark, så

bruger man en dansk sætning.

C: En sætning?

B: Ja, en sætning, for det giver ingen mening for nogen andre. Så fx ”derstårenkopåenmark”. Altså så

lave en sætning.

D: Er jeres ikke dansk jeres passwords?

B: Jo, men det plejer jo bare være sådan mærkelige tal og bogstaver jo. Man skal lave en sætning ud

fra sådan nogen rigtige danske ord.

A: Hvad hvis man virkelig bare laver et langt password, sådan 500 cifre, så taget det også virkelig

lang tid at gætte.

B: g skrive.

B: Okay, så et spørgsmål kunne være ”har længden en betydning?”

D: Hvad med specialtegn? Men størstedelen af hjemmesider er der ikke tilladt specialtegn.

B: Så skal det jo bare laves om jo. Hvad kunne man mere gøre?

B: Vi kunne også bare stille ”Bør man have flere forskellige passwords?”

D: Uhh.. angående hvor vigtigt det er måske.

B: Man kan også gøre sådan at man skal have to på én hjemmeside. Så kunne man gøre dem kortere.

Hvis man havde sådan noget med, at hver gang man gik ind på en hjemmeside, så stod der password

1, password 2, password 3. Det kunne være vildt smart.

C: Så skulle man også huske rækkefølgen.

B: Det tror jeg man rimeligt hurtigt lærer.

D: Så behøvede de heller ikke være så komplicerede.

A: Nej.

D: Så hvis man skal gætte 3 passwords.
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The following transcriptions from sound recordings of group 1 are not given within a context as above.

That is, each line is separate in time from the ones above and below. However, the question did arise

in the order presented here. The context is not needed in these cases, since the questions were posed

explicitly.

A: Hvornår rammer man en passwordlængde, så det er lige meget om man gør det længere? Den

optimale passwordlængde?

B: Hvad hvis man kun bruger primtal?

A: Hvor meget stærkere bliver et password af, at man ikke bruger sammenhængende ord?

D: Hvad hvis man kun må bruge A?

C: Skal man ændre på længden?

B: Er der nogle passwords, der er mere oplagte end andre?

B: Jo flere tegn jo bedre? Jo sværere at gætte?

B: Hvad hvis man tillader specialtegn?

B: Hvad hvis man skelner mellem store og små bogstaver?

D: Hvad hvis man bruger sit brugernavn som password?

D: Hvad hvis man bruger sin mail?

B: Hvad hvis man ikke må bruge samme tegn to gange i træk?



D - D E S I G N 1 : C O L L E C T E D DATA 169

Conference 2 – sound recording of class

11/3-2020 – 9:12-9:21.

T: Rigtig mange af jer skriver 23. Hvordan fandt I ud af det? 23, var det også den måde I fandt ud af

det på, at der var 8? Fordi det var det da ikke hos alle, da jeg gik rundt og så jeres kladdehæfter. Der

var nogle, der gjorde noget andet. Hvad gjorde I?

A: Skrev dem alle sammen op.

T: Ja, og så fik i 8. Hvordan kom du så til at tænke, at det var 23?

A: Vi prøvede at finde en måde, så det passede i forhold til de andre ting.

T: I forhold til de andre ting? Men hvis det giver 8, det kunne andre resultater også give. Så er det jo

ikke sikkert det er 23.

A: Nej, nej, men så prøvede at se om det også gav mening i forhold til andre ting, andre kombinationer.

T: Så I prøvede andre kombinationer efter, om det passede? Gjorde det så det?

A: Ja.

Group work with the addition principle – sound recording of group 1

11/3-2020 – 9:24-9:32.

A: 78 og 88.

B: Nej. 78 og 87.

A: Nårh ja. Tosse.

C: 78 er der 5.764.000. 87, der er 2 millioner.

T: Jeg er lidt ked af, at I siger 78 og 87.

A: Eller!

T: Nej, for der bliver ét antal muligheder. Man må det ene eller det andet. Hvor mange muligheder?

Prøv at sidde og diskutere det.

A: Plus!

B: Ja, så skal man jo lægge dem sammen.

A: 78 + 87.
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. PowerPoint slides - Network of disease spread

Click here to open file.
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https://1drv.ms/p/s!AvbJQbbxLmvGky2M7DYdrI7LtAPi
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The following essay is written by the author of the present thesis, Mette Jensen, and her thesis advisor,

Carl Winsløw. Part of the essay is based on Part III of the present thesis. The essay is submitted to a

special issue of Educational Studies in Mathematics called Mathematics education in a time of crisis –

a viral pandemic.
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 Questioning Corona – a study and research path 

Mette Jensen and Carl Winsløw, University of Copenhagen 

We present a so-called “study and research path”, designed for advanced high school teaching in 

the context of a Master’s thesis project, along with an outline of the mathematical and didactical 

background. The aim of the paper is to show some of the potential of Chevallard’s “paradigm of 

questioning the world” and in particular, how mixed mathematics may be revived at a time of 

crisis, such as the coronavirus outbreak during which the specific design was developed. 

 

Reconfiguring a thesis project  

March 2020 witnessed a seldom moment of sudden, worldwide attention to one question, being 

universally viewed as essential to the well-being of humanity and its societies:  

Q0: What can be done to stop the spread of COVID-19? 

One could certainly formulate Q0 in many different ways, leaving open whether anything can be 

done, etc. Notwithstanding such nuances, governments were under strong pressure to come up 

with swift answers. In many societies, such as the authors’, a central part of the answer given 

was to ask the population to stay at home, except for the people needed to sustain critical 

institutions such as hospitals and supermarkets.  

 

Danish universities and schools were asked to function, as best they could, via the Internet. This 

is where the present essay begins, with the first author being in the midst of a half-year 

graduate research project, constituting the final piece of her MSc degree in mathematics. Such 

a degree is the path to becoming a teacher in secondary school in Denmark. At the University 

of Copenhagen, students interested in this career path may choose to do their master thesis in 

the Didactics of Mathematics. This typically involves developing and experimenting a more or 

less advanced design for secondary mathematics teaching, based on a thorough preliminary 

analysis of the mathematical content involved, and a no less stringent analysis of the 

observations of student mathematical activity during the experiment. The second author has 

supervised such projects since 1996, including the project just mentioned. 

 

By the end of February, the first author had finalized the design and preliminary analysis of a 

“study and research path” (see the next section) for upper secondary school, and was ready to 

experiment it from early March. Only the very first session was realized before all schools 

closed. What to do? With no prospect of realizing the data collection as planned, we agreed on 

compensating for the lack of experimentation by extending the theoretical parts of the thesis, 

to involve the design and preliminary analysis of two related study and research paths. The first 

one was already constructed and concerned the (few) mandatory subjects in combinatorics in 

Danish high school, essentially the addition and multiplication principles in counting, and 

binomial coefficients. The idea was to study these matters while investigating a wider 



question, ”how to choose a secure password”. The new, second, study and research path was to 

be somewhat more ambitious, both in terms of the mathematical contents and the question 

investigated – essentially Q0 above, with a deliberate emphasis on aspects of the question that 

could be amenable to mathematical answers.  

 

The purpose of this essay is to share the main outcomes of this second part of the project, which 

we propose as an instance of the paradigm of “Questioning the World” (Chevallard, 2015) 

motivated and forced upon us by the COVID-19 epidemic. We first outline the didactical 

framework (including the notion “study and research paths”) and some of the scholarly 

background. Then we present and analyse the design developed. To conclude, we briefly 

discuss the perspectives for relating mathematics education with burning societal questions. 

 

Didactical Framework: Mixed Mathematics through Study and Research Paths  

 

In his seminal address to the twelfth International Congress on Mathematical Education, Yves 

Chevallard (2015, p. 186) argued the need to revive the epistemological spirit of mixed 

mathematics, although without any cultural arrogance, but with the political and social will 

necessary to revitalise the idea that mathematics is for us, human beings, a solution, not a problem.  

 

Here, the idea of “mixed” mathematics – which goes back at least four centuries (Brown, 1991) 

– reflects that a problem or question is studied through an integrated effort of mathematical 

activity of other forms of inquiry, such as drawing more or less systematically on experience; 

classical mechanics is often cited as a historical example. This idea can be opposed to the later 

idea of “applied” mathematics, which is certainly more familiar today: it refers to viewing pure 

mathematics as a source of “tools” which can be packed and delivered for use in non-

mathematical investigations in other disciplines – while, in these investigations, mathematical 

activity is restricted to “application”. This division of labor may be reasonable in highly 

specialized scholarship, but when transferred uncritically to the didactical realm, the result 

may appear highly unreasonable, as elements of “pure” mathematics gets taught to a general 

population with no sight of what it may be good for. Indeed, the visiting of mathematical works 

has become increasingly unsuited to people’s needs and wants, up to the point that there currently 

exists a widespread belief that mathematical knowledge is something one can almost altogether 

dispense with (ibid., p. 177). As a result, “curves” illustrating the potential scenarios for the 

spread of COVID-19 are displayed in our media as more or less impenetrable signs of a 

knowledge reserved for experts, not as models that educated populations could relate to and 

might even question, given their impact on everyone’s lives.  

 

By contrast, the paradigm of questioning the world (ibid), pursued by the research programme 

known as the Anthropological Theory of the Didactic (ATD, see Chevallard, 2019) for well over 

a decade, aims at re-inserting mathematics in a wider project of general education: asking 

questions and seeking answers which are important to humanity, to societies and to individuals 



at large. We will now briefly outline one practical (and, at the same time, theoretical!) notion 

which this programme proposes and which has, in particular, been invested in the first author’s 

master project. 

 

This is the notion of study and research path (Chevallard, 2006; Winsløw, Matheron and 

Mercier, 2013). Viewed as an activity, it can be represented in various ways: by a so-called 

Herbartian Schema (Chevallard , 2019, p. 100), or as a so-called QA-tree (Winsløw et al., 2013, 

and figures appearing later in this essay). The last representation is somewhat simpler and, 

therefore, reveals less (in this paper we even omit the answers for simplicity). It emphasizes 

the non-linear dynamics in which questions and answers are produced – or could be proposed 

– by a study community. The process starts from a generating question (often named Q0) for 

which this community seeks answers, or at least partial answers, and which appears not only 

meaningful but also of some importance to the community. It can be safely assumed that the 

example of such a question, which was proposed at the entry of this essay, holds this quality for 

many people, including pupils, at the time this is written. It should be noted that with this and 

many other examples of important questions, one cannot expect all answers to result from a 

single discipline or school subject. Indeed, we might expect many important elements will have 

to come from medicine in some form, such as efficient immunization programmes. This is one 

of the main assets – and challenges – of working with study and research paths: working with 

“big” questions usually requires one to step out of the comfort zone of a single specialty. The 

fact that health specialists display the aforementioned “curves” to explain why certain 

restrictions are imposed on entire populations certainly leads us to believe that mathematics is 

somehow a part of the solution – in many cases, to “smaller” derived questions, which one needs 

to pose and investigate in order to get beyond naïve, first answers to the larger Q0.  

Thus, in general, a study and research path begins with examining what we do know about the 

larger question, e.g. from media (including news media, but also accessible sources on the 

internet). These media, together with our own experience and first ideas, then prompts us to 

pose derived questions Q1, Q2 and so on. Some of these may already be answered in accessible 

media (these could be named Ak) while others appear as intractable as the first one. Reducing 

the first questions to special cases, reformulating them, or otherwise producing new derived 

questions based on these investigations, makes the tree grow further. In the process, it 

questions or answers appear which pertain, at least to some extent, to mixed mathematics. 

Certainly, mathematics teachers will be alert to where it does – not to cancel the general inquiry 

and just focus on these parts, but to encourage and support further examination of how these 

parts may enlighten the larger inquiry. In the case of our example, there is little doubt such 

opportunities will occur, as we shall now see. We consider that any study community will 

pursue a question under certain conditions and constraints, and that it is perfectly legitimate 

to dwell on parts that is of particular relevance or importance to that community. In the case of 

upper secondary mathematics students and their teacher, that may well be answers with a 

strong mathematical component, as long as the generating question, together with other 

relevant parts, is kept firmly in mind. To prepare our presentation of a SRP on a question that 



is derived from 𝑄0, we first briefly present some main elements of "mixed mathematics" it could 

be designed to enable students to study. 

Mixed mathematics of relevance to 𝑸𝟎 

During the first weeks of the Corona pandemic, many people learned, through the media, of two 

somewhat bell-shape “curves” which were explained by experts and politicians to describe the 

possible spread of the virus, and used to justify wide-ranging political decisions.  Both curves 

come from the so-called SIRD-model, whose origin goes back to around 1930 (e.g. Kermack and 

McKendrick, 1927). The curves show how the number of sick (infected, but not recovered) 

people develop over time according to this model. A first public step to answer 𝑄0 above thus 

seems to be to pose the derived question 

𝑄1: How does the number of sick people develop over time? 

and of course also 

𝑄2: How deadly is the virus (what fraction of infected people die)? 

Both questions are highly intricate, as the number of infected people is not easy to estimate, 

even with a reliable diagnostic test; for COVID-19 it also appears that people with other medical 

conditions are more likely to die, so that the cause of death may not be unique.  

The classical model 

We now briefly look at the mathematics behind those curves: the SIRD-model. As the name says, 

the model involves four possible states of the members of a population: susceptible (people who 

can get the disease), infected (people who have it), recovered and dead (from the disease we 

look at). The number of people in each of these states at time t is modeled as continuous 

functions S, I, R and D. The model is then the non-linear system of differential equations 

𝑑𝑆

𝑑𝑡
= −𝛽𝐼𝑆 ;

𝑑𝐼

𝑑𝑡
= 𝛽𝐼𝑆 − 𝛾𝐼 − 𝜇𝐼; 

𝑑𝑅

𝑑𝑡
= 𝛾𝐼;

𝑑𝐷

𝑑𝑡
= 𝜇𝐼  

where 𝛽, 𝛾 and 𝜇 are positive constants: 𝛽 is a measure of how infectious the disease is, 𝛾 the 

rate at which infected people recover (and become immune), and  𝜇 the rate at which they die. 

If nobody dies from the disease (𝜇 = 0) one gets the slightly simpler SIR model.  

The meaning of these equations is certainly within reach of high school mathematics in 

Denmark, and the numeric solutions can be graphed using CAS-systems frequently used there. 

The model in some sense give rough answers to 𝑄1 and 𝑄2, namely the function I and the 

constant 𝜇, respectively. Even if we assume the model is exact, there are many unknowns to be 

determined from data before the system above can be solved, and  𝜇  is certainly one of them. 

The constant 𝛽 is important, at least qualitatively: from the first equation 
𝑑𝑆

𝑑𝑡
= −𝛽𝐼𝑆 we see that 

it expresses how quickly susceptible people are infected, as the rate of change is assumed 

proportional to IS. This is justified by assuming that the number of “meetings” between a 



susceptible and an infected person is proportional to IS, and that each such meeting results in 

infection with a fixed probability. The first assumption is not realistic unless all infected and 

susceptible have some possibility of meeting each other; in a large population spread over long 

distances, this is hardly the case. Therefore, this is one point where the classical model is 

unrealistic, and a main point of this paper is to point out alternatives, and show how they can 

be approached in study and research paths for high school students. 

Before we go into that, let us return briefly to 𝑄0. Assuming the SIRD-model, a simple answer is 

to reduce the constant 𝛽 (to zero, if possible). From the discussion above, it follows that 𝛽 hides 

a product of two probabilities: the probability for an infected and a susceptible person to meet, 

and the probability that infection occurs at a meeting. The last factor is inherent to the disease; 

what one can try to reduce is therefore the first factor, the probability of meeting. Indeed, this 

is what containment strategies, deployed in many countries throughout the world, try to do. 

Isolation of all members of the population (1 by 1) clearly gives 𝛽 = 0, independently of the 

disease, and is clearly unrealistic. More refined techniques to reduce meeting probabilities are 

naturally needed, and to some extent implemented. As already mentioned, it is not realistic that 

the any pair of people in the population are equally likely to meet, and many strategies in fact 

go in the direction of making this distribution of probabilities even less homogenous, for 

instance by isolating people who have been identified as infected.  

More recent modeling  

Models of more recent date consider populations as complex networks through which an 

infectious disease spreads (e.g. Newman, 2002). Each individual is represented by a vertex; if 

the individuals are “related”, an edge connects the corresponding vertices. The number of edges 

connected to a vertex is the vertex degree, and the whole graph “maps” the passageways of the 

disease spread. The classical SIRD model assumes “full mixing” of the population; numerical 

computation allows replacing this by adapting the classical model to networks with a particular 

(vertex) degree distribution, and even to vary the probability of disease-causing contacts 

between connected vertices (to reflect that relations among people may be more or less close). 

These models are particularly relevant when considering possible countermeasures to an 

epidemic. Quarantine; close down of institutions, and vaccination, all work by removing some 

edges – in the case of vaccination, all edges from the immunized vertices. This can divide the 

network into disconnected components, and limit the outbreak of an infectious disease.  

Vaccination, if possible, is a desirable solution, while it may take time and be costly. However, 

the entire population does not need to be vaccinated if the network is broken up sufficiently 

(herd immunity) (Newman, 2010, p. 604). An important question is how to do this best, and we 

believe students would be interested in it without much preparation, at the time this is written: 

𝑄3:  Once we have a vaccine for COVID-19, who should be vaccinated first?  



Extensive research on immunization strategies have been conducted to answer this question 

(e.g. Cohen, Havlin, & ben-Avraham, 2004; Liu, Miao, & Mei, 2009). Three important strategies 

are random immunization, targeted immunization and acquaintance immunization.   

The simplest strategy is random immunization. However, as human contact networks are 

heterogeneous, i.e. display a broad degree distribution (Barrat and Vespignani, 2008), it is 

unlikely to be optimal. Some individuals have many human contacts (higher degrees) and thus 

high odds of spreading the disease. In targeted immunization, the highest-degree vertices are 

removed (vaccinated). However, this strategy requires knowledge of all vertex degrees, which 

renders targeted immunization practically impossible. 

Acquaintance immunization is a compromise between the two and calls for vaccination of 

neighbors of random vertices. One would think that this strategy is as ineffective as random 

immunization. However, acquaintance immunization is based on the fact that the mean number 

of friends of individuals is less than or equal to the mean number of friends of friends. This 

“friendship paradox” was first formulated by Feld (1991). Specifically, the mean degree, 〈𝑘〉 is 

bounded by the mean degree of neighbors, 〈𝑘〉𝐹𝐹 . In fact, 〈𝑘〉𝐹𝐹 = 〈𝑘〉 +
𝜎2

〈𝑘〉
, where 𝜎2 is the 

degree variance. Given the high variance of degree distributions in human networks, the 

friendship paradox implies the relative effectiveness of acquaintance immunization. 

The three strategies have also been investigated through simulations (numerical calculations) 

based on specific networks with various degree distributions (e.g. Cohen, Havlin, & ben-

Avraham, 2004; Liu, Miao, & Mei, 2009), confirming that acquaintance immunization often 

significantly outperforms random immunization.  This is also supported by empirical evidence, 

such as the study by Christakis and Fowler (2010), who monitored the 2009 outbreak of H1N1 

(swine flu) among randomly selected Harvard students, and friends nominated by the random 

group.  

 

Study and research path on Q3: design  

We now outline the design of a study and research path, with Q3  as the generating question. In 

particular, we aim at students identifying, formulating and proving the friendship paradox, and 

explaining how it can be used in immunization strategies. The students should experience how 

a seemingly non-mathematical statement is formalised and proved, and how mixed 

mathematics involving graphs can be used to answer Q3 – in particular, to learn about different 

simple strategies, and compare their efficiency and feasibility. 

The design consists in two 90 minutes lessons (figure 1 and 3) and a written assignment (figure 

2). In the lessons, the teacher initiates the path and directs “conferences” where students 

present their first takes, based on web searches and discussions. The groups are supposed to 

work autonomously in between conferences, while the teacher directs the choice of (or even 

helps formulating) questions to retain for further work. The lessons help the students gain 

familiarity with Q3 and some of the derived questions and quick answers that can be generated 



or found rather easily. In the written assignment, students are invited to make a more precise 

analysis of some of the points found in the lessons. The aim of this overall design is thus to link 

the last part, where more precise mathematical models are worked on, with the broad initial 

questions and what can be generated from it through (mostly) oral discussion.  

 

Figure 1. Lesson plans outlining the oral part (two 90 minutes lessons) of the SRP. The questions (Q’s) 

refer to the ones formulated in figure 3. 

 



 

 

Once we have a vaccine for COVID-19, who should be vaccinated first?  

Describe the three immunization strategies random immunization, targeted immunization and 

acquaintance immunization and discuss their advantages and disadvantages. 

In the description of acquaintance immunization, include the friendship paradox. Based on the below 

dataset, perform calculations to formulate a hypothesis. Provide a proof.  

When are the mean number of friends of individuals and the mean number of friends of friends equal? 

Construct three networks (high, low and zero variance), and compare the mean number of friends and 

the mean number of friends of friends in these. Do most people have fewer friends than their friends 

have? Is this always true?  

Explain the connection between the friendship paradox and acquaintance immunization. In which of your 

networks do you think acquaintance immunization is most effective? 

Can you think of other strategies or improvements of the three already discussed? 

Data 

 

- Anne is friends with Fred and Bob. 

- Bob is friends with Anne, Carl, Dolly and Fred.  

- Carl is friends with Bob. 

- Dolly is friends with Bob and Eric. 

- Eric is friends with Dolly. 

- Fred is friends with Anne and Bob. 

 

 Figure 2. Assignment given to the students after the completion of the two lessons. 

 

 

 

 

 

 

 

 

 



Study and research path on Q3: a priori analysis  

In Figure 3, a rough map is presented of the questions and answers that we anticipate could 

likely occur in the initial work with the generating question, Q3, during the two lessons. Some 

of the questions are asked by the teacher if needed, to prepare for the written assignment. 

 

Figure 3: SRP diagram. Q3 is the generating question. The dotted black questions are posed by the teacher 

if the students do not pose them. The green questions are expected be posed by the students, based on web 

searches and preceding questions. The blue ones are asked in the assignment.  

 

Lesson 1 begins with the teacher’s introduction of the generating question. Then, the generating 

question is discussed in groups, with the explicit task to pose “subquestions” that (if answered) 

could help answer Q3. They have access to the Internet. At conference 1, the groups present 

their subquestions. The teacher directs the discussion, and could pose further subquestions like 

“is it necessary to vaccinate the whole population?”, in order to bring forward the idea of herd 

immunity. This is an important motivational factor for the students, since herd immunity is the 



ultimate goal of immunization strategies. The teacher illustrates the effect of vaccination using 

a simple drawn network, and how disease spread is inhibited when the network is divided into 

separate components. In this setting, she introduces the graph-theoretical vocabulary (vertex, 

edge, degree). This vocabulary is used in many online resources on the friendship paradox. 

Based on the presented network, the teacher asks, “Who should be vaccinated in this network?” 

to ensure a first glimpse of targeted immunization is discussed. The teacher facilitates a 

discussion of the advantages and disadvantages of random and targeted immunization.  

At the end of conference 1, the teacher asks: “What if we choose random people and ask them 

to point out a friend to be vaccinated? Would this be better than the random strategy?” Maybe 

the students have already posed this question in some form so that the teacher only needs to 

focus attention on it. The following group work is expected to remain at an intuitive level and 

the students will likely have different “opinions” and feel uncertain about the question, given 

the counter-intuitiveness of the “friend” strategy. The groups will share their hypotheses, and 

it is likely that many think the strategies are equally effective.  

At the end of conference 2, the teacher asks: “Is the mean number of friends of friends in a 

network larger than the mean number of friends?” (Ql). The students are asked to investigate 

this with a given network, which is the same as the one given in the written assignment (figure 

2). 

The students will possibly consider a few people and investigate whether these have fewer 

friends than their friends have. This will not answer Ql , but it will make the students familiar 

with the dataset and lead to the question of what information they need to answer the question 

Qn as stated in Figure 3. Some students may be able to calculate the mean number of friends and 

mean number of friends of friends at this point without further study (Qq and Qr). Others may 

search the Internet: Typing “mean number of friend and mean number of friends of friends” or 

“does a person’s friend have more friends than the person does” they could find the Wikipedia 

“Friendship paradox” page of Wikipedia (2020). Here they learn more about the statement and 

may continue their search using its name. This can lead to YouTube videos such as “The 

friendship paradox: Why your friends are more popular than you (and why that matters)“ (Star, 

2019). Based on material like this, it is likely that at least some groups will produce a table 

corresponding to the given network (Table 1), and calculate that the mean number of friends 

of individuals is 12/6 = 2 and the mean number of friends of friend is 30/12 = 2.5. 

 



 Number of friends Number of friends of 
friends 

Mean number of friends 
of friends 

Anne 2 6 3 

Benny 4 7 1.75 

Carl 1 4 4 

Dolly 2 5 2.5 

Eric 1 2 2 

Freddy 2 6 3 

Total 12 30  

  Table 1: Number of friends and friends of friends. 

 

At conference 3, the students present their work. If their calculations are correct, the mean 

number of friends of individuals and the mean number of friends of friends only differ by 0.5. 

Therefore, the students may be uncertain and possibly some students will ask whether it is just 

a coincidence. Otherwise, at the end of the conference, the teacher will bring up the question 

whether the “Friendship Paradox” holds for arbitrary networks, as a more precise variant of Ql. 

Top hits on Google when typing “friendship paradox proof” are (Talwalkar, 2012) and (Wirth, 

2018) along with similar pages; some of these will likely be found by all groups. It is expected 

that the students with some effort can follow the proofs on these pages. The proof on these 

pages relies on the formula 𝑉𝑎𝑟(𝑋) = 𝐸 ((𝑋 − 𝐸(𝑋))
2

) = 𝐸(𝑋2) − (𝐸(𝑋))
2
 for a stochastic 

variable 𝑋, from which the identity 〈𝑘〉𝐹𝐹 = 〈𝑘〉 +
𝜎2

〈𝑘〉
  can be obtained.  The students’ success in 

the proving activity will depend highly on their prior knowledge concerning mean and variance, 

since these formulas are applied in the proofs (in certain streams of Danish high school, one 

could simply posit that the moment formula for variance had been encountered prior to this 

SRP).  Given the time the students are given to both find resources and work on the material 

found on the Internet, it is not certain that any of the groups will have complete a proof during 

the following group session.  However, some may be able to present relevant parts and at least 

share their resources at conference 4. All students will later complete the proofs while working 

on the written assignment. During the fourth conference, the teacher ensures that first 

explanations of the friendship paradox are discussed, and then facilitates a discussion of the 

paradox as an immunization strategy (Qp). 

To launch the last group work, the teacher asks: “How can we compare the effectiveness of the 

different strategies?” (Qy), and introduces an online simulation tool (Brockmann, 2018), which 

acts as a milieu (Chevallard 2019, 100) in which the students can perform experiments. The 

applet displays a network of 200 individuals (vertices) connected in one component.  One 

chooses a fraction of the population and applies one of three strategies (random, targeted and 

acquaintance immunization). Thus, the students can visualize how the strategies work (Figure 



4) and “see”, for instance, that a large fraction of the population should be vaccinated to reach 

herd immunity in the case of random immunization.  

 

Figure 4: Screenshots from (Brockmann, 2018) (a) The network of disease spread without vaccination. (b) Random 

immunization: vaccinating 38 % at random. The red individuals represent a large component, wherein the disease 

spreads. (c) Targeted immunization: vaccinating the 38 % with highest degree vertices. (d) Acquaintance 

immunization: choosing 38 % at random and vaccinating one of their acquaintances. 

In the applet, one can choose Erdös-Rényi or Barabási-Albert Networks (Newman, 2010). These 

types of networks are not explained in detail, but the teacher can inform the students that the 

latter one has higher variance than the former (this is in fact also explained on the webpage). 

Thus, the students see how the variance affects strategy effectiveness: the effect of 

acquaintance immunization is largest in high-variance networks (see figure 5). In conference 5, 

the teacher ensures that this is connected to the expression from the friendship paradox: 

〈𝑘〉𝐹𝐹 = 〈𝑘〉 +
𝜎2

〈𝑘〉
.  The applet is to some extent a “black box” for students, as they have no 

knowledge of the mathematical model that underlies the simulations. However, the students 

will get an intuitive sense of how the different strategies relate to type of the network.  

 
Figure 5: From (Brockmann, 2018). (a) Acquaintance immunization in ER network (homogeneous). (b) Acquaintance 

immunization in BA network (heterogeneous). 



After the lessons, the students are given a written assignment (figure 2) to finalize their work 

at home. From the expression 〈𝑘〉𝐹𝐹 = 〈𝑘〉 +
𝜎2

〈𝑘〉
 the students could derive that the mean number 

of friends of individuals and the mean number of friends of friends are equal if and only if the 

degree variance is zero (Qu). The students will have to create such a network, and also networks 

with high/low variance, to calculate the two quantities for these networks. This gives further 

insight to how the variance of the network affects the means. Further, the students are asked 

whether most people have fewer friends than their friends have (Qw) – this is a common 

misinterpretation (also present in some common webpages) which is important to address. The 

students may simply answer this question with a simple counterexample. Lastly, the students 

are asked to think of other immunization strategies or improvements to those already 

discussed. The students can look for strategies online or think of some themselves. Again, the 

Internet provides many ideas, although accounting for their mathematical treatment is likely 

much beyond what can be expected from high school students. 

 

Concluding remarks  

The master thesis project could not proceed to actual experimentation and a posteriori analysis 

of the proposed SRP, due to the very same epidemic that motivated its construction based on 

Q0 and more specifically Q3. Thus, the present essay has no data to present. However, we think 

that it is worthwhile to present the theoretical design for two reasons: 

- It illustrates how “mixed mathematics” may be pursued in a didactical study which, even 

if the empirical data is missing, shows the potential of directed questioning (in the form 

of a SRP) that links high school mathematics to burning issues in society; 

- It proposes a more general approach to go beyond “toy questions” posed only as an 

excuse to pose exercises, as the main purpose of the lessons is to familiarize students 

with burning questions and some (widely available) answers, while relegating a few 

more technical parts of the SRP to written assignments to be worked on after the lessons. 

We finally note that we do have some data, as the written assignment (with important 

modifications) was given to undergraduate students in a course on “Mathematics for teaching”, 

given at the University of Copenhagen in late spring of 2020 by the authors of this essay. The 

university students actually found the assignment challenging and, in particular, struggled to 

overcome the common misinterpretations of the “Friendship Paradox” alluded to above, as well 

as to get a more technical version of the proof right. The assignment, in this form, missed some 

of the question generating power of the SRP proposed above, by introducing the “burning issue” 

(in the form of Q3) only at the end. 
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